JONINUAVAULYNVBI9IU Terms of Reference (TOR)
s ldusnisiassnedumasiiln d1usudiinauaNuNnIsAnEn

U35ud e 2 uazaanufneludein UsednUeuussana w.a. 2568

1. wanaaudun

aeldunugnsansyi sver 20 U lnivuaidmanenisiaumineinsuywd 13y
gVSMANST 4 eVsMansNIIHAILALIERNATIANEN NI NENTUY LY [BTRITUUTUNMAATYERALaY

a [y

(v q‘ d‘ 1 ¥ [ % | aa 1 QAI ] g.’/ 1
denndsundady Tnegdadunsiaundngnmaunaenyedin mudiunsujsundagnludiures
msUSuasumlieuuay Tnnsssy Weliaulanumegly 30" Mesdndutiauasddndingulunisaina
ferununey warmIufjussuuaSuaiausauiuasIndiinnuavan uae Tlinsusunsiseus;
wuundnlay Tuynseaunsusiserulgisauianisiteuinaentiin TnensiaunssuunsiSeuiineuaues
| N d' = a | a a
senswWaguulasluanssed 21 dnseeniuussuumsiieus sl MswWiguunuimag n1swivy
USEAMBANSZUUUTMSIANSANY Uaensimunssuunsiseusnaendinienmundiseu auise
MAuNsssus Nzauiunuedlaeg 1wl aalar0anNTFUUNISANYILGY TR aiRIuE LSy
warsnwng Ui ilanuansaiiavvessemalidInnuiieme Nazndndunsiiulavugiunalulad
waruinnssy’ lnenmsianszuunsiseuiinevauswiensudsulUatluanissun 21 daduligiseu
a o a ¥ a noal ¥ v W a1 = a ¥
fvinwensseuswaril AT eusnaennan Ussneudusguunidnsnsensid@nwsmslaueuuloue
= - a a " v v | a = Y a
M3fny "Feud TauEe’ ann1sedniseu unases lneduasumaieulanni nnaan (Anywhere
Anytime) \Feaun3 d91uvin Gagi3owdugudnans dszuuniounanvasunisieuy lnediSau
TldsaltaneiioanauUaoNa @59R1ELeNANINSANY)

Y TuddnauanenssunisnisA nud ui ugiuld Al unisdnasseudssunali
AudinnueaiumMsAnwwazaauAne e lddunnusnMdunesiianuus unvesaaiudne
Mmbilasuuinsffianumannvany ldanunsauimsinnmsaiumnuaende dumsdaiuteyanisly
NUAIUNTUIMITANITUAAINT AIUNITUSMSIUUTEN Aaondulla1unsaf anuuansIvaey
dnuzn1sldauld Snvanelulad dagUuiinmsWanneg1sansd dwansevuiasianisiuasuwlas
NRAMIATEENARaTAIRY SauTan1sAnuAidesEsaseuslavninnne Jdianudndudesdamv

a a s & aa a a v & a o o i o d' PN
UsMsduwesilanivssdvsnnaensis Wumasgriudediu sessumalulagludagtu weliinmny
AUALAEUslEMIVRIMNTIWNNT

(%
Y o

At dlinauAEnsIUNIINSANwITUiUgIY Insdninmelulagiiensissunisaaudale
FATINIATINTNAILITFUULATBY I8N SANEITUN UFIU (OBEC Network) i olyidtinauunii ui @ nwn
anuAny mhenuludain annisznisandunisnldusmsdyauvesanufng naenauagiay

=2 o v o a ¢ @& Ao a a Y ¥ =
ypaNInINMsing dniseulalddedyanadunesideniiussdvinnuazanuasnislunisidis
\Hl 0YNBIA AN T M NMANEULTZUUAS 09 188 1NeT IR 30 Insusmsdansmsdanisiiens uay

msAnwmenu3lamenues aiedinuuiinisSeuiedwailiowmanetin “Foud LAy’

o

%,F_ \7/ X"f @lef bﬂ.p!vf . /2. 30...



2. InquszasA

WadanusnmsdaaadumesiiabitudinnuesiuimsfinnUssaufnwyssud we 2

wazanudnwludsin Thdueietnvdearsinsauwiauanznsneduiuiugiy Allussansam

warAUUaBANYE

3. AauantAgliuIng
3.1 fiauanunsannungvuney
3.2 iluynaaduazae

3.3 legsgninadnianig

o

3.4 liluypradseg seningniziunstiudeauers evihdyaiumienuressghitingm
Wosmndud 7l unawinisussiiunan1suj iR nuresUszneunisnussdoun Sguun3innis

NITNTNNIARIMUUAMINTUTEMANLNTTUSZUUIA 0T BN saumATDINTNU T Nang

3.5 ldiduypradegnazydeliludydsedednsnuiasliudaioudelmdud s

2
a

Yoenthenuvessslussuuesegansaumaveansudgyinans Ssuiiiyanaiienu Wufudiu

o 3 q

HIANTT NFIUMT JIANT §uivns gilgrwnalumsaiiivaulufanisvesiiiyanaiueie

¥
1 v I [ 4

3.6 dnuantAuaglulidnuazdsinuanuiaugnssunsuleuen1sindodndnuas
UIMsiann1ASgivualusviaaIgun
& A aa v A Y a A ¢ &
3.7 Juynarasssunvisetiiuarailendnliuinisiasewigdumesidaiszninsian
diannsedindingnn

3.8 luidudfinausslovdsouduiu § udoiauesied uiidrdudoiaueliundin
ng dy (% a s A VL (= 4 o

ABENITUNITNITANBITUNUFIY €U ’J‘L!‘L]S%ﬂ?ﬂﬂﬁ%ﬂ’lﬂ‘ﬁﬂ’]gLgﬂ‘ﬂi@uﬂﬁ NI LU UNNTENINTT

sl Y
[ 7
'

Sudunistarenisuietuasrandusssulunisusemesiandiannseiindasel
3.9 lududsuiendvdviornuduiu Fsenaufiaslisentumalveriuus sguraveiu

JawaualalimdsligaziondnsuarAnuAuiuguiiu

[
) v Y v YV a

3.10 fiudelausdoamadouluszuuingedaineniasgsedidnnsetind (Electronic
Government Procurement: e-GP) 483nsuUaydnany

3.11 fiudelauesdosluoygneuseneuiansinsauuiauiuud 3 fe flassieduves
fedliuinmsunyanailudwaunnrieinansznsznusensutetulasia’ Tnegduteiausaziios
wanenanslusugInUsznauiansinsALu Ay

3.12 fpudoiauedosdiauduinsiiuaniuiivsznevisnisanaduvdnumas annsn
Tamsaseuauimiailduinmsdumesdaludsinddnanuaaiufinginw wadlsudouludsin

Cs

lngApsuanmiisdesusesiiguduinmsneludmin

ﬁé’“ \7 %ﬂf @jlwf- Qﬂfﬁ,_, /6. YBULVA...



4. YBULUAVDINU
4.1 N13e0nKwuUUlATIUe
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4.1.1 gUqumiL%miaIﬂiam Internet Layer W@y Network Gateway
flsruimslassedumediindesdninennsnimen iesessumsldan il
4.1.1.1 § Internet Layeriug‘ULL‘UU Single Gateway ﬁﬁ Internet
Bandwidth Capacity ss5ulditioanit 200 Gbps wagiimanu
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1) flgunsal Internet Gateway Router Aifvhanuluguuuuves
High Availability & Interface Bandwidth Capacity tgswamon15LY
ilpesodl Interface Bandwidth Capacity sessulsitioenia 800 Gbps
2) figunsal Core Router fivhamudm3u ISP Gateway Tuguiuy
294 High Availability laeil Interface Bandwidth Capacity 59950
laitlewnan 400 Gbps
3) figunsal Broadband Gateway Router fivhauluguuuuves
High Availability lneil Interface Bandwidth Capacity ses5uliitieunin
400 Gbps
a) figunsal Core Router Mivaugdniu ISP Network fivinem
Tusduuures High Availability Iaedl Interface Bandwidth Capacity
soesuliitosnin 400 Gbps
5) §i Domain Name System (DNS) 7ifissuu3msdanis filaddu
11591191 DNS Security wagyinuluguiuures High Availability
6) flgunsal Next Generation Firewall (NGFW) fivhanuluguuuy
Hierarchical Layer wag High Availability 1me sl Interface Bar

Capacity s035uUliitoanin 400 Gbps
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7) d58Uv Log Management System muwszsziwﬂjagigﬁ
Tden1snseyhanuRafeatuReNfiames w.e. 2560
8) {53 UU Network Management iag Network Monitoring
fifisanesanisumsdanislasenaaiiowdiontsdnw
4.1.1.3 Julpssneaiiouamyniisnuludiindiinauauenssunis
miﬁﬂ‘tﬂ’l%wﬁug’luﬁlugmt.uu OBEC Private Network
4.1.1.4 fnsvdeusieszning OBEC Private Network waz OBEC Data Center
flondfy Fsazifugudnansnsuimsdansszuuasaumaes
dtinaunmenssinMsAnyItuiug wazidumudnaninig
Umstansiedetnensinuiduiugiu Taedl Bandwidth Capacity
Wgsweron15k9u Tnefeedl Bandwidth Capacity sessuliitesnin
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1) gunsalAumLduNIuAIaYIe (Router)
2) gunsainszaredyaailians (Access Point)
4.1.2.2 fnsnszanerasdumnesdnludionsdng q ndeudeuseniu
aedyaaludmunsalinszatedyanliany (Access Point)
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4.1.3 Ussnnudnisnaasdumesifaiiontsanen
4.1.3.1 29958 umesiniionsAnwuuud 1 Suueanudilidesnin
500 Mbps/500 Mbps flAaanuaizag1ias el
1) ;ﬂﬁu%ﬂﬁéfaqam&gmazﬁmau 1sasdumesiianuvanglonia
e (Fiber Optic) Iﬂaﬁamﬁm&%mnﬁmuﬁnmLLazﬁwﬁmmwmﬁuﬁ
msfnuludsia ang. \ouselufiaqud Data Center amg. 0113
AudRdailensnwtuiiugiu (ente) swasBenmumeanuan
2) fliuinsResindauardmougunsnifumidunis (Router)
7ifl WAN Port aeineifas 1 Port & LAN Port agnstios 2 Port 5845U
A5L091U Protocols IPva, Static Routes wazaunsayin Network

Address Translation (NAT), Access Control List (ACL) Iondusgnatios
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3) 2asdumesilniionsAnwuuui 1 Mauedeaduuuy
Fix Public IPV4 Address 91u3umun1Axuan 1ngyliuinsfesdnnis
Public IPv4 Address fitaue T4usauiu Autonomous System
Number (ASN) uazgunsnln3avievad ang. loeegaliusednsnin
4) 1995 UNDSIRLUUBIANS (Corporate Internet) Tauadosd]
Service Availability laitlaenin 95% WarAesauisanagey Bandwidth
loliteendn 90%
4.1.3.2 wasdumedidaiiensinviuuui 2 funeeandilidesniy
300 Mbps/300 Mbps daudnuazet1atia Fall
1) flusnsdesinsauardwey 2sasBumedidauuuaslout
thuas (Fiber Optic) ) Tnefigpfindannanufinuuazdriinauiniiug
nsdnwludsia ang. \ousielUfigud Data Center amg. 1A
auddviaiiensinuduiiugiu (endf) swaziBeanuniaiuun
2) {liuimssesinfanardsmougunsaifumiduma (Router)
715 WAN Port agnatfey 1 Port 31 LAN Port agaties 2 Port 5045U
n13l997u Protocols IPV4. Static Routes wazanunsan Network
Address Translation (NAT), Access Control List (ACL) lewduagnaiiae
3) 2asdumesidaiion1sAnwnuu 2 Mauedeaduwuy
Fix Public IPv4 Address 31u3umunanuIn nedliusnisnesdnnig
Public IPv4 Address 71 1aue 19a1usuiu Autonomous System
Number (ASN) uazgunsaln3avieuad ang. loeegeiiusednsnin
4) 1995 UmMeSHIRWUUBIANS (Corporate Internet) Tiauadosd
Service Availability laitioanin 95% uagfosauisanagay Bandwidth
lolitieendn 90%
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2) fliuinsdesfindauardsou qunsaifumidums (Router
i1 WAN Port aeisties 1 Port i LAN Port agsties 2 Port Wagsediu
N13911 Network Address Translation (NAT)
3) vasdumedidnifionsAnuuuuil 3 Mauedeaduiuy
Fix Public IPv4 Address 31UUMNUAIAKNYIN
4.2 MIUIMTINNITATOUY
4.2.1 feudUfUan151A30918 (Network Operation Center : NOC) i 8194
Audnaslunislvuinisiesedie Usmsdanmsssuuinwiaulasndelrsetng n1sinmu nTIEeY
wazdagwdenldusnmsludnuurves Logical Single Gateway
4.2.2 §015U59159AN158 5 52UV Network Management kag Network
Monitoring Tifugldanlussdugusmsinnmaiedotnsvesdiinnuamenssunsnisinuduiiugu
athatios 2 {ldau
4.2.3 fimsimuadvdnisiamuanugmsldausasdumesiin (Network
Monitoring) Wurdiineuaitufinsfing egatios 1 flénu
4.3 N15U3M53AN13iAT9Y 1 OBEC Private Network kagn159AN1T Public IPv4 Address
AnauANENTIINITNISA NS Uil ugudrunaradudusmsdanisuasdaassineninsw
Tner{lvu3nslassdiedumesidedosinnsuazativayunisusuasunisdsamauiin Public IPva
Address vosgUnsnl Router U3n1TsasBumesidniiion1sdnuinazgunsaiuimsdanisdaunans
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