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thirlUsglomilunsnauss msuims miatuayy msliuing meiauuazaununsiasedoans
Fatlesdiuszneu loun suumesiiavmes szuueSetne Tsunsy deyauazansaume Wusy
Yoyaneufiames vinef doya domu mids yamds viedduln fegluszuuaouiamesluanmiiszuy
Aoufiamasonalsyinanals wagbinneanuswbsdeyadidnvsefindniunguuieindiegsnssy

dnnseind



15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

Yoyaarasmeneniiames (Traffic log) vnefis Teyanentumsinsedomsvesszuunoniiaumes Jauansdis
wasiile fumns Yaene 1ian Jufl Usina seeznan wsedu o Mieadestunisindedeaisves
spuuARNABTi

ansauma (Information) mnefs derfiasseiliaindeyatiusiunsUszanana msdnszdeulidoya
Fedoyaniveglugivesiuay dorm viieamnsinliiduszuuigldannsadilaldie wazasn
ilulduselonilunmsuims msnasy nsdndule wagdy 1

szuuReNTAes (Computer system) Mg gunsalvieyngunsalvesnenfinmesiiiennsyineuy
dhherulaglafinmsimundds yaddaFediduln wasuuufoRaulvigunsalvideyngunsalvivii
Usvaanadayalnednlulia

szuuiietnedeasdeya (Network system) vinefis szuuiianansaldlunsisdedeasviiensdsdoya
WaraTEUMATENINSEUUWALUlABaN SEUMARS 9 U89 S9N, WU Syuukau (LAN) ssuudunsie
(Intranet) szUUBUMOSLER (Internet) LWudu

avisvesfldanu nunefa anSalu avsdunng avsiiay uazavsoule MAeatestuszuvasauma
UYBINUIBIU

AnusiuAsUasafufuansauma vaneis n3s15sliTannudu (Confidentiality) Anugndaansudiu
(Integrity) wazanmniauldau (Availability) vesansauna i’mﬁy’a@mauﬁa%u loun ANUYNADINVITSS
(Authenticity) muSURA (Accountability) M3viuULasA1u5uRn (Non-repudiation) wazmuidede
(Reliability)

wnnsalfumnuiunasade vneds wnmsaituandiiiuanandullifasinnsdfuuloune
surmasiunsaendt tssmstiestuiidumen viewmmsalsulienasliinemfetesiuamusiunnaonds
anunsaifuenusiunsaendoilifieszasdrie hisnamaia vanefa anunsalsuaisiuasaende
flaiflsuszasdvielaionaninda (Unwanted or unexpected) se1avilszuuvosesdnsgnyngn
vielaiuazanusiunsasnfognana

msindademuaumslinuasauna mneis mssygn mstmueans viensuousunaliglinu
driwieldnueieteviossuumsaune svneBidnvselinduasynamean saosaueat muadoUfoa
RerfunsidslaefiveuiotliFefls

Auning (Assets) nunefa Aunindfuszuuimaluladansaumauaznisieansves sy, 1Wu gunsal
AoNfned gUNsalssuLLASoUIY BewdlTTAAvAYS deya sruuteua vav

wnedidnnsednd (e-mail) vineds sruuiyanaldlunisiu - defermmszninaiu lngiuiaios
rovfiumosuazidotneiidenlosdaiy Joyaiidsanduldiiuhnsnes nmdie awnsiin mmedeuln
uazdes fasennsodumansluselSuausmdonaeaufly et nansiidsduasgnifuliluganmane

(Mail box) Niiuualidmsugliau dsuamnsalngiu fuianseany viseavauianla



26.

27.
28.

29.

30.

yaAdlifiaUseasd (Malicious code) nunefis yaAdsiilinavinlvinouiinmnes viessuunauiiames

| '
o A

voyamdduiRamudene gnviiane gudludsuulawBeifiuiy YademseufoRanvlings
mudsiifunly

idesnoufnes mnefla indesreumesuuuiilfy uazAesronfameiuuun

gunsaliedeuil (Mobile device) nefis gunsaldidnvsedinduuumnin dallemuannsalunisiesony
gunsalbulilesudsdoyaruszuuiaietislnsaunasliaevidelnsedoaduusimanlndidudenans

Wy Tablet, Smart Phone

' v
a = a

ninddauves sy, vuneds agdne sy, wagninddunluinisvunsilouniiudn sWy. dnass
d‘l [ ! 7 v A !

aulszanawivedualdingliiavanvseunsdu

gunsaldIudd nuneds gunsainldlenindauves sy, Aldanudwdeudeiussuvasaumeves

SY. LW LATBIARUNILABSAIUYAAS (Personal computer) 1ATBIABNTIABTNANT (Notebook)

aunsalindeun (Mobile device) Removable media visegunsnineufiameivediassmasa i Wusiu
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uleuren1suInsdnnisauduaslasaiedmiuguins

eELNG
Wislinnsumsdamsauiiuasasnfoasaumnavedesinsiinnuaenadosuinasgiuainauay
ngvsnesuesuasUaonfefiRgITes

AYBY

NUSYNTEaan
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w1 ulsuigpnuiuasUasndvansaume (Information security policy)

wuIURUR

1.

% o

Jalinmsiuagmumuieusudsaleueanusiuasasnde uasuuuFoAiatuayunsinusis 4

ogatioslay 1 afs Inefinnsanandadouiudn il

11 nagndnisailunuyedsddns

12 doyangmne sudeu detsdusing q Adesfifnm

13 msvfugalenemnusiunsasnfodmniulanly

14 wamsuszdiunnudsuasinuanaandes

15 wansudadeulassyuuieaiunsyngalulfiinun

16  navesnsasasudeyanisUndedlud (Patch) dwduszuusing 9 Tudiiiuan

1.7 msdnriuagsedyanungeinwssuukargunsaling o

18 unumseuUsIIFuANsuAsaen Ay sy i ldesniamsatannunsymin

19 wamsveaeuLudAuludiun

110 Foyafeanaung q Mnsiinduluofinuasdagiu sutfoanauildsuudanuemy
euen

111 wamIaseasumsujiiammlsvisanuiunsasnislnegnsnaouneluvielnognsiaaey
Saseiumnusiunsasnisanmeuen

olsiinsmernsiuynaing suuszana Msw3msinnis wagingiuiiisanesemsuimsianisainy

funsasafoansaumealuusiazdsulszana

Folidyaansdniuauduanusiuasasafsarsaumeauas fuuantnfiauiuiaseusiuda

Uulgslassadnenanarinunanudndu

wandnuIsuainsedearsegsadnaneieigldnunmualiiuisnnudidyvesnisu fufaau

wlauremuiuaslaendouasulovigaivayuni 9 lnewnssasasasiiulsuingouseninuides

Y

ANULALYNE UIDDUNTIETNATUNUATAUNAVDIDIANT TIUDIAS19ANUTINT BTLNIN9NUIBIU

N UpINUANULUAIUADA N YEITAUNA



daun 2

AMuduAsUaneingINUYARING

IngUIzeen
= deliildeudilafeunum wihdewiuRnrey sadeunsdienu seniensiienu uarduganie
Wasuulaimsinenu aaenunszuiindafoanauuazdamiiisifestuanutiunsuasadves
ssvumaluladarsaumeaiioanninudessuiinanniselue n1sdelns nsldauszuumalulad
asaumaiaingUirasAuazanuianainlunsufURmIng dse1adsmansenuniovinly vl
AnALEEY
{Suravau
" unemsihemaluladansauma geemsiieninennsyara g8 wismsiie/din fituguanuid
MyNMmBNuUNEUen
31989

" ywaed 3 AnuduasUasnsiudmiuyaaing (Organization of information security)

WIAN 4 NMTUIMIIANTNINGEU (Asset management)

" yuedl 9 AnuduasUaensiudmiunsieansteya (Communications security)

wuIURUR

1.

n1saseaudiuaslaenienaun1591991u (Prior to employment) LiloARATIUARINTABUNILLYIAN

UYURMU Lagieanmudss91nn1sufuRnuianatn n1svlueg n1sUasunlal wazn1siiseuy

ansaunavsendnensasawnaves sy, Wldlumeitlimanzay suaielgldaundilalundan

AUTURAYDUVDIAULDY

1.1

1.2

NInsIRaUAMaLURvealAT (Screening)

dren3nensyana vieihe/diin fifuguauiiinnsiidmiisnuasusndensaaey

AuantAvesaiag (lnsdimshadunineu gnine myhiomienuneusniiteyfoRaul

s¥. TauvadAntnAneiinew) Tnedadasdeslinenseyinfiangans sudey fedsdy vie

W3u593w TasldfivseTAlunisyngn udle iane wielasnssudoyalussuuimalulad

asaumAfoy wazdauauiRnwd suiy. fuus

Anstmuaiioulunnsd1au (Terms and conditions of employment) n15indslsidideula

nstsedliinseunquludesiwielud

121 fsusmiieusuRaveusuausiunsasnfodumsaunasg 1l uaednualsnys
(Information security roles and responsibilities) wngldnu lngivualiaenndes
fuulennemnuiunsasnssvssssuumaluladansaunaves suy.

122 smusalriinisasuinludygyrirazlallameaiiuduves sWu. (Non-Disclosure

Agreement: NDA)



1.23

1.24

sruumalulafasaumafiaaoieiannlnogldnulussnimsindedioduduning
V09 .

Avuarauiinvounieunading magldswliufoRnuulouismsinuanusiung
Uaoafuvosszuumalulafarsauna sus. 5999 ngvane suifey detadu wie

ToNMUADU 9 MABITRIAUATSNEIANLLUATUaRRABTRITEUUMALUlAE A TAULNA

nsadennuduasUasadeluszningni1991997u (During employment) [oa319AUATE UUALA

AlfnufeiudenneesiumsufiRnuasaunea suidinnudieliansalesiudedang 1l

21

22

23

24

WM UNSUSMsInMImMeuaNuLiuasUasnis (Management responsibilities)

HUTMNS 93 ynseavtuiindfadvayuiasdaatuisesieialud uigldoy

2.11

212
2.13

Ussmeulonnemsnveasiunsaen s uansaumemes s, uanednuaidnuslvivnau
SunsusarUURnu
yelalgldauuftinuulovienmsnuanusiuasasnfesuasaumnaues sy,
afemnunsgnindsnnusiunsasndsuamsaumaiiisadesiunifinrmiuinvey

YDINULDILLAZUDY TN,

msaseanuasenn nshianud waeniseusuiuanuiuasaendeliunglden (information

security awareness, education and training) MsasANUAsERENIUNTSNwIANNTUATUaAY

2819ALEND

221

222

223

Hauaszuudeaiuieufoanaiy uavdeslnifidimansgnusenuiiunsUaonfoves
sruumaluladasaumannglinuiiieades venanddoudafeulildnuiue
sesinsrTemmnandsssing q wu hifareufuned wmalianisasnaenisdainen (Social
engineering) kagdoslninamaia Wusnu

Ao, Fesdndunisiinevsy wieUssudusiusiioainannunszninduaiusiuns
Uaensevesszuumallagansaumenis ifauludsedmnd

Ay, doaudeldaulinsu Welinswasuuvamloursmssnwinnusiunsasn e

ATAUNAYDY T, TINVBFUIENANTZNUINNSUABULUAIRINE

nsudannnsallaiund

Alfnuseaudamnnisalldunfdumnalulagarsaumaiinudiugeaned sy, fvualaedifian

ASAMAUAUNEINY

24.1

ANUSURAMIUNYVINY

ulsursuazuuivfiilunssnwanuiuasasadeduasaunadllldnolmanans
yangranefivilgldnuiiiauiagliufoamuuloneuaswnufoalunmssnmmissiueg
Uasafuansaua uazdldunnaduseniiadlisuiumsla q mengranese s Ssle
UftRnusadeuil uieglsfmumndldnunssyhmaasidianiensevhiiamanleuns

waznljuRlumsshwanuiunsaendvarsaune e1aluanuianiaiveuasdume



24.2

A a

Tignadlnwmaddels svu. ldfidrusuiaveudensavilianinddunislayafiinain

nsldszuunsuiames

nsiasanlnenseinin

Jldnuiinsgsinanuiia dvm. szfinaeudnsnisldaunareraduanuiinmaite wie

AnuAan NI Agates

1) winew/gnididuvieasdinulounensinwmnusiunsuaondevesszuumellad
ansaumA svhL. dosgnaslmumansyuIunImateves s Tudengrneiifeides

2)  mihenueueniingziinuie %ﬁimwmuﬁszqiﬂuﬁ@mﬁaQmﬂﬂaau?mé

N5l sawdaidunsaungEnenetea

nsauanvison1siUaguwUaINITI9 (Termination and change of employment)

Wafruantifanusuiinveulieduanrsoldsunlain1sdnenu Feslutensauninddunas

A1508ANBUANS LUNNTIND

3.1

3.2

3.3

NMIRANTAUGANT ORI ULUAINTINNY

3.1.1

dneninensyarasandslithemalulagansaunansiuiuimnuinauiinsaisen
Tonéne nBea edein Werheweluladansaumneyldnsndeuazuimsinnsans
Tunsindsssuumaluladasaumea

dne/didn Adrfuguanuifinisindrmienunsuen Fosudelidomalulad
a’rﬁaummiwﬁumuﬂsiﬁﬁ{{%’u%’wmauaﬂguqmé’iyzgﬁﬂw%aﬁmisml,aﬂé’igiyﬁ'm
deld dnn. asrsaeunisldussuvatsaunanazoenaoudnslunisidiiessuy
ANSEUNATDY T,

MsAUAUNSNEVD 53,

17

1%

HauasEuUdamsRaauivesunAudumindves sy, 1ndldau Wemsduasvsenisiasuuyas

AU

MI0enAnaUaANSLUNISIIND

33.1
3.3.2

333

Hauaszuudosnenaeudvslunadrfeesldnu dedugaviewdeuutansdineny
MMsoenneuAns NS EmIesINds nan1eam (Physical) wazn1emssne (Logical)
W Neyua Unsuanenu Unsusedidagldau uardnydglden Judu
Tunsdlfgldnuiiduandodsumamsin Smsldaddldmusuiu (Shared user ID)

v v W v

fugl¥anudu gUshudyundeaddsusiaiuiuindndugariofsuwlamnisiney
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Inguseaed

1% '
o

Wemuauiazdasiunsinwanuiiuaslasadeiiiedesiunisdntisenmsaniui waziuiidaiiu

Joyamouiiames (Data storage area)

HSuRavau
" fauassuy
" gewensinednteuazuinig

31989119537

W9 7 anutiuaslasnienisnieninuazaninwinasi (Physical and environmental security)

wuaUAUA

1.

o
o

ALATEUU Aodeenuuy wazfnsigunsalvsessuuaiuayu (Facilities) iedesiuanuiunslasnsiy

9

e e

AuMeEnN W gunsaldumas ssuudsedlniin isesilaliiih ssuuuiueinmAkazaIuANANNTY
STUUWUA wagdedinsinseinwegadiase
AuaszUURasRantgUnsalansaumaluguin (Rack) videanufiniinnuiuasasniouaziinnslntien

Y 9

eXp eXp

Auaszuy feainslesiuaendanldiensdearsviseansln Sludinsansudyayia (Interception)

a

vellrudemeaiietu leasfonduanaindariuvietesanevsemaiuaneiiduniaonseanmsidag
wegliiiduanerinuiuiinddddesnesisay saumaeadadoasuazanslnihdosuonainiulaed
SzogiaTianvay

mstruaUsnaiifinsshwanuiuatasnde

uafufivessuuimalulafansaumang 4 sgnamanzay Wedumsithseds muay mssvema
siunsuaonisangililisueygn swstlosfumnudsmeay o ienaiietuld Tnsudwenusnaiug

THnuszuuweluladansaumasandu

o
a o

a1 udviheru (Working area) mnefls uiRnsaeiesrouiiamesduyanauaznenfiamoinnmi
Usgdnldzingu
42 fuiidaiudeyaneufiumes (Data storage area) vaneis Aufirudvostoya (Data center)
nsrIuRuNsLiioan 81As danud
51 fwundvvesdlfnuuarmieanunoueniunsidiisaeud Tnewdsuenld dail
511 fouaszuudesiinundnsungldauifiansiin - oen uagdnuatisszeznaniifians
Tumsidn - senusasiiuildaussuumeliladasaumaogadaion
512 Wwthiisnwenuasnds (5Un.) axdediimienunsusnyieyanameusnuantng
fannsnszysanuresyanaty q feudfsenaisues s, 1wy SrsUssdauszevu

Tuougndul WWusu udrduiindeyadnsluayaduiinvisessuuauasaune



52

513  wmhesnumeueniindesesesindasiinse (Visitor) ssqaianansadiulidaaunasaiia
floglu 3. wazAutnggAnse (Visitor) AousenaIneAIsves T,

514 Wmihiisnwanuvasnds (Un.) desmsieasuiinsie gunsal nouasansendiayn
Tuiinvisesyuuasaumnaliignsas

fauaszuu desmuaumadi - senftufiaiutoyaneufiames (Data storage area) lalliglaidiand

\ddald Tnfuuaiiufinsdaevaudiuastuiinisinisuvieusenougunasiansaumna

(Unpack Area) ﬂ'auﬂ’wL%ﬁﬁuﬁﬁﬂLﬁu%’agaﬂauﬁama% (Data storage area) WagfoIAIUANNIT

i - pon LlevAnABIN S TesTUUMsAUMALAz TeyaamsaumalaglailFSuaya e TasuFoR

ANUTURBUN SHY. ANAUA
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WBUSMIITANITNSNgAUaTAUMmMA AuAn139An N1l audanisenidntdey tnedinnssey

FunsndunapannsuarmuuantnNanusuRnveulunsundaansSndaduasaumaag iz ay

HSuRavau

ey

AuaTEUY
ERLLNLHG

Al

31999119537

WIAT 4 NTUIMTIANIINSNEAU (Asset management)

wuIURUR

1.

wihfienusuiinveusensngauaisaumea (Responsibility for assets)

11 Wweslayauazgguaseuy feesiuiudnvidydninddu/meilounindau (Asset inventory)
waznumunsfounindauegnaleslas 1 ad viedlefinsdsuudadidtod iy

12 Wwesdeyauazdguaszuy desszyidivemindaduasaumannsionis esuinveugua
AnusiunsUaansuansaumanasniasenygnsldny

£ [%

13 Winesdeyauasguaszuy FesSenfunindaumsaumaiioduanvioifountaimsineny

14 fdnudeddningduasaumeaves . ogssinsg Ty uadldifteufoReuves s, winy
suvdoafiRmungmng sudeu fetafu wazuloune ves vl

MIfuunUsznvamIndduansauma (Asset classification)

21 Wnesteyauaziguaszuy FessuunUssamyingdumutunoud sy, fsua uasnuvaums
Fuundsnanednaasiiee

22 Enedoyausspuazuy desdieitedonsndaumamumn (Labelng Widamu wiouidabiilinnsns
guanisimeriuasaenvasaumaiisenndasiulssammng dunusedud ueudud i,
A

nsdnnsdetuiindeya (Media handling)

3.1 Wiwesteya fauasruu uasdlinudesmuaunisidnusasdnfiudetudinuuuasaviesonias
fuisesaenfiamosle (Removable media) mud svi. fviun

v == Y

32 Wvesdeya Hauaszuu wazgldnudesiatedeyadidglusunsaldetuiinteys uiludeya

Y

Mutunoud sy, dvue tagldannsadrudeyanduinladnieuazindngunsaifnainse
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Aeunvreygnligauthaunsaitululdnuseiiieesiuldlviinsidrdistoyanddyla lng

A o o= v '

fasusmsianedeyauudeduiinteyausiazUszinn Aadl

Y

Usziandatuiintoya Wihane
ATEANY TunlgPsainangenans
Flash Drive 1) ﬁﬁmm’fayjauu Flash Drive muunsgiu

DOD5220.22M ¥aIN35eNFHNaMUan3gaRzm
Fulumslewivdeyaiiuvaissou
2) W yuviseunlidenie

Wiy CD/DVD TiuaIeiAsevinaeLenans
Wy ey unseualidemenseniinany
ginfan 1) vhanedeyauusnsafanmusmsgIl

DOD5220.22M Ua4NT¥NTHNAMNENITFOETN

Fadumsadewivteyanuraleseu

2) TEvuiseualidene

Wivesdaya fauaseuu uaedldnu dedimsteriudetuiindeyailidaiuteyamsaumea Tunsdl

Y

1% =

nfnsedeudreatasiunisdnielasldlasuaugie gninluldnuiaingussasd siuds
Jesiudeduiintoyalalilasuanudems lnesnwiauvasndeasaumaniutunoun sy,

ANNUA
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N159ANT NITWAUT WATNITUIFIINYITEUUETHUMNA

3
32649A

WeAIuANMIIAM Wi uarirsssnwssuvansauna lnisivuauinsnmsnssnwianuduag

Unondy wetaaiurnuiianain gayvne wasmsasuwdasuilussuy

HSuRavau

v v v

WUl

e eXp

AUATIUY

31999119537

el 10 lassasanisdovn mswann waen1sungssnwnseuuansauma (System acquisition, development
and maintenance)

WY 11 Anudunusiurisauneuen (Supplier relationships)

wuIURUR

1.

AdsRuTye Aespuaulvidnsimuadennasazanuiuiaveuiingitesiuanuideswiuauiua

Uneadvansaunaasludyaiudiiusnisaeuen Inglinseunqusiuiiaguineieie

Y

C YY) v

Wudayrresmurdlyivennad (Sign off) newEuldusyuuase (Production) 3eneuisy Go live

e eXp

AuaszuU AeravindeimualagsrufansmuguauiuasUaenienuasaumAnaana et uuleuY
wazhuUfURAuANiuntaenipansEumATE0IAnT W A5nmskuulasndeluniswaunlusnsuany
1105574 OWASP (Open Web Application Security Project) Top 10 #381195§14 CWE (Common

Weakness Enumeration) Top 25 M%ammgmﬁﬂam%ﬂumm

[V =3

AuaszuudeseanuuulasEnIsinIesruunulasiaueUsAudysuiuveuneulsu Go Live

A o
= -:4' a a

AUATEUU ABalinseenLuUsTUULianTIvdaudayaiiazSulindueundindu Joyaiiinainnis

e X

' ¥
v = =% o v

Uszanana waztayaiogseninanisuszaiana ensamuazlesiumnuligndesiiintuiudeya

u

v

Wi ndeAuTdu (Buffer overflows) nslduysiiaussinn uagdedlunasnislesiunieniunu
ANHALMAITENININTUTEINARA (Rollback)
HauasruusiosdinmanmuaumadnfuasmununaBeunlanieutlsruunudunoui . dwvuaiile
muqmamwuﬁﬁm?’fu

auaszuudesirinliiimsidsuutadla 9 sdegemsiuasinldau (Software package) Insiasuudag
s uduminy UATAIUANYN naidsundasesnadunamuduneud s fivua

o
2 0w

AUaTEUUABIINARNSNGY Source code nalaamgniianswmintu

e eXp

@JLL@S%UU%J%’@VT’I Source code review LlevdaRanaIAnIeARAUNARArUSUUTY Source code

TdAun



10.

11.

12.

13.

14.

15.

16.

17.

18.
19.

20.

21.

22.

23.

13

AALATEUUABIAIUANNITINAS Source code HuteInIsiduntUaandeuazidutomien suu.
mvualrldanuingy

13 1

guaszuudesUadedeyadiuyana (Data Masking) TativegluszuuuasaunafIgisnisi

X2

N/ USRS

o v v

ApuaszUURoLanideyaveldnueg1sianu wu nstadedeyadAnyveldau (Sensitive data

masking) tUugu
nsflvesuoundindunldiuiiugunsalinfoun (Mobile device) Tidguaszuusniums fail

o w

131 Undamineidlegaueundindu (Application blurring) LﬁaammmLésaﬁﬁﬁaz&amﬂmm {lduay
$ilva

132 Yednshdminensndeusnisineusundndy (Application permission) Uuqﬂﬂiiﬁm?{auﬁ
vosglinuiniisndu uardinsrvrunismuniunisvednsiulssdniletestunisaziingns
Anududivosyldau

Aauaszuudinsnupudeyaiithanldlumsvaaeusyu (Test data) agramsnzan Tagliihdoyaasen

nadeu nssdnudeddtoyasseaslasveugindeyasinidvesneauiiuildau wagvianedeya

oEaBNEANANTURauT T, viun

douaszuuivalenszuuasaumadmiun e naaeu wagldnuiieenantuiieannnandes

Annmawdsuuasszuuasaumelaglild Fuoyam wasdosinisvuedrdniaddesuuansaumnad

fann vegeu vieliuase Mssuuasaumall ussnsuiulsudlussuuasaumaiy
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13 Wwedeyauaviguaszuu desdalitimsudsusnmhiirnuiuiinvey (Segregation of duties) Tu
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143 lioyaaligldanuldueundindunesdudining swa. dmus Welvueundinduiing
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uazdamuuanIsuANsuAsUaend By 9 LAY oM muaavian1sINtsE SEUMALAE ST U

waluladansaumaAvod s

110 3vesdeyaiaziguaseuu feslinsasuniudnslumsidnfisszvumalulagaisaumeangig

aaue wieunaiinaeudvddlenumiudnsiligndewnudvsiunmsdngs (Authorization matrix)

miu‘%mﬁﬂﬂqSﬂ?’ﬁﬁﬁﬂ%ﬂﬁﬂ%’ﬂm (User access management)

Tiinsmununsamadewdldnu msusmsianissiaiiu msuwsmsdanisdrsnisldaussuumalulag

ansaunNA Lagn1snunIuansSNsihtaveldi

2.1 m’ﬁawuﬁﬂuiﬂ%}ﬂ’lu (User registration)

2.11

212

HauaszuudesuImsiamsuazmuansaddelten (Usemame) fliinsldandadde
fldanudniu il Tudiuveswiinau/gndne svu. Wiwusdedldu (Usemame) anu
inpsyuemvanedidnvisednd E-Mall) Mtluosdng

Wwestoyarealufeysifinisairstaydildnutinn (Temporary user) wazdiosdnrin
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2.2 MIVIMTINNTIRARIU (User password management)
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222

223

224

225
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2.2.7
2.28

2.29

2.2.10

AauaszuudpsivuasiaiuuutinTlagldismsdu wasdeiulilinsdeusdeariu
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o ldeutnldnussuuluasausn

ALATTUUABIMUUAAIINYNIVDITHARY Giail
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1) HAWASTUUIANYNI0819UBY 16 Bian

Yy

2)  Hlgeulinue1Ing19tes 12 vian

Y

e

AuaszuufssmuualiiinsBuduinuwuunatedade (Multi-Factor Authentication)

ATUANULUANTEN
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Aauaszuudesimualisiaiuiianududeu Ineusenausie denys fuay uasdnuse
ey WU @2) 09) (@, #,8&,“, % =<,>,%,5,+, 2 Judu
Hauaszuudoatmusliinisudsuudassiariu dad

1) fauaszuudeatdsusiiaiugn q 3 Wey

2) fldnudesdsusiasinmgn 9 6 ey

3)  flfudeszuy (System account) TiiIsanwasusiasunuAwINTAY

wasvuudRIMvua N it siateyasianuluseuy

EA0)

wasEUUAednlrEnIIAIuANTTARUBE 1 TNIA

eXPp eXp ¢
e

wasruUResdndsnyTverldeu (Username) uagsianiu (Password) #3015

e

.
)
©
o]
)
e

AALATEUUABIAIUANUATEUUUURNS seuugiudeya uazssuusuansaumna
(Application) AdaAuTadildnunassaruegradune Tneliddddamedauaszuud
Iésuaynawiny

dauaszuusesimunismssenssuumstuduinuiiuaends Wy nsdifidusiasinu



23
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nstwaUnanTunall

1)

2)

3)

fvuaeNEITTErRIUDE1ates 12 dn JsUsznoude fidnus fiav uaz
Snuszive Wi -2 (09) (@, #,&,“, % =,<,>,%,$, +, ) Jusu
swasudesliidudiiaiaanldde 1wy dmisglunauiynsy Je-uwana
SuifoudiAn fieg vidowveslnsdmst iy

ivsduliuAsusiariu fetaueg fuamuadiaslalumsdsusiariu uayssuy

Assossumsasusianulunsddng o awisnsivasnsy

nsdluaundwnduildnuriuginsalnfaui (Mobile device)

1)

2)

Arvuasian1ulaeld PIN code wSosWan1undudou (PIN/Password
complexity) Tnansel PIN code Aaslasianu 6 nanauld
LideAulviasusanu vedvueyiuanuadaslalunisiwfsusiadu wag

szuUAossessunmsildsusiannulunsdlang o medsnsivasnde

2.2.12 dauaszuuuazglteusedddsiariiuegauasnsdy Al

1)

2)

5)

Festmuasiasiuiliasnsarmnildie Wy dieglunauynsy “querty”
“abcde” “12345” Fo-uwana Tuieutiin fieg videieslnsdwi Wudu
Aesldldrusianulaenssuiumadildnuleedaludd laun n1sinunei
“Remember Password” 1Jusiu

Foafusiaruliidunuduianzyana Lilameligdusunsu uadl
faisvianindudnvazlome 1wy Raisiarusevingldaumay s
#oslailiva TP eflsmuazsiarusiufuiugdu wiyddedldnuazlasy
msaygnnidesdedldauyanatuin
Foadsundassiarudlefimsudaieuninszuy vieasdoirsianiuaiilng

UAADY

MIUTIMNIVIIMIAWT (Privilege management)

@

o

231 gUirutgyydesimualiituneudiRd miunisameideu mafinaoudns a3

Y

Wasuulasdns wasnisnumudnsvesdldiueganduaednualdngs

232 fmuednsunzauiudldnunuanuinduiaraensdasiumiianusuinveuuas

v @ va = a a £ a a £ 14
ol (Log) MIawmzleu n1sidinaeaudns wazniswisunlasansvesldnu

233 1W1vesleyauariauaszuy Aesdnlidnisaivguuazdrdadnslunisldaussuuny

Ay dulunsidauvingu

1)

)
3)
)

s,
¢

avislunisas1adeya (Create)

s,
¢

avislunisenuteyavseisunateya (READ)

o,

a a

avslunisusuugateya (Modify / Update)

avslunisaudeya (Delete)
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5)  Avdlumsueumnednslunissiiunisun (Assign)

6) avslumsiusesanugniesasuiuvesieya (Approve/Authenticate)

7 lifans
Wrvesdeyauaziguassuudondudeydanisliandifeitrisansaunaniaszuy
weluladansaumele 9 edhaduarednwaldnes
Wiwestoyauazguaszuu desirindungldanuiivivi i dudlranstudldnulides
flammnaeavanzay
W1vesteYAkaTARATEUY AasdninTrerianisidaussuunaluladansaumnaves
¥, uivtheuneueniidiafoRausuiu s,
dwestoyauardauaszuy deadaliiinisnennouniendsundasdvimainfieiui e
Fldnundon Wasuuamihfiauiuiinrey Wasuudainisinsau vislifinanu
Sudulunsldauszuumelulagasauwme

guasTuUdesaunseseiumsldiuansvewldeiuniuszuy (Default user) Tunsalitdl

ey

AnududesldaudasirunsianuegesiuasUaonsiy

nsnumuansnisiintavelden (Review of user access rights)

24.1

242

WveslayanazEnuasEUu Aesiinsasunudnsnisidifievesldaussuuidle snu. d
msdsuwdasszuuinalulagansaunavielasasneesins

Anuaszuu Aesdimsasumuayssiumsltnud i ldmun bilaldamuiu 180 Tu ynngldamu
fosnsnavanldnuafosdududinuli dvv. nsu il syezanfldlalduve sl

[

Hldaue1az Nl AuLdar SEUUATAUImNA

Y

3. mytesiugunialiilififaua waznismuaumshindunindarsaumaddgylilunnlivaenss

3.1

3.2

nstlesiugunsalnilififgua (Unattended user equipment)

3.1.1

3.13
3.14

douaszuudosdnlifiinmsnisdmiuiesiuszuuneuiinmes ssuuirdetiedeansioy
wagszuuwmaluladaisaumnd lnen1siiruaaA1ueeszuu (Configuration) Tiidin1sden
iheedmiugunsalfilsifiwinsugua viedengunssiogiaue
Jldunazmissnunieuen Fesdenniieesnludmilelifinisldnuszuumalulad
asaumATed Sy, Auszeznafifivue nedesinwiee (Screen saver) §alusl
vdsnilifinmsltnueesfiaesiuszeznannunii 15 il flfnuasmisnumeusnay
Tusslsidedinsldsiariuiignies

fldnusios Log out senmniatesresfiamesiledirnusniudiesasiineiomenfiomes
Jlismdosdosfulalvgduldaunsal Wu ndesidvia ta3esdiuitonans ndesauny

wnanstaglilasuoune

s

mim‘Uﬂ:u’?iuw%f‘wE?ﬁ’ﬁaumﬂLLazmﬂ%j\‘ﬂu%UUﬂamﬁ’gLmai (Clear desk and clear screen control)

3.2.1

322

Y Aaa o ]

AU udanderi sty ur sreulumn uaseN T mMssu - dauind viewmaned - een

Fudeseenainsyuureuiiames (Log out) viuil Wednludesaseiilagliiifaua
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323 gldnusedaiuieyadiAguensiovnn waslesiulifinnudaensdeeganeiiies

Ada ¢

324 gldnudenienaiseendniesesfiuiviuiinfiuiauade

NSAUANNTINEUATEUY (Network access control)

i smuaunsidauuinmseIedie Msnuaunsiigadimnudmivdldnunegneusn sy, ms

muRLMsiglimugUnsaluweietie mstesiuwesa (Pord) Ml¥dmiunmadeuwasUTuLASTYUU N3

WUIKENLATBYNY (Segregation in networks) BE1MHNZAN N1IATUANNITIBUABNIUATEVIY UAYNIT

ATUANNISIVUALEUNUULATEUNY

4.1

4.2

4.3

4.4

4.5

4.6

AMTMUUSNNSATTY (Use of network services)

[ [%

4.1.1  HOUATEUUABIATUANNISIHELNTUNUNITEUULATRY 8dBa5TaYa (Network diagram)

s3delAseasne IP address ¥o5vUU Uaziingunsalansaumeawngnlilasusygynvie

WgueUen

412  fguaszsuudiosmununslifnuszuunienedomsieya Wetesiunsidiifeszuueiots
domnsteyauazinsvessruuiaieriedemstoyalaglaildFuoygn

413  fguassuudesmunumadensioriotnameuen wieltnudumesiln Ssoradudesmals

mignuAsueniIfsasaumaAnsaszuumalulagasaumaves sy, lnedilasy
UM
4.14  gldnudewdnnulszasalunisveldnuuinmsiesetioun dvm. waganansaldusnis
wsatnglinaannlasunseydiiann wnm. uda
415 o dedldszuuiaietnedeanstoyaiieduromdumsiangszuu (Hacking wiens
aunuadlmivessyuulned iUy e
msfigatsmmeslinuiieg mousn 5w, (User authentication for extemal connections)
Hauaszuudestmualiin13igaufInuNIuIEULU Active directory 989 s, fouauy1ali
dauilegnieusn s, Whldauedetionasszuvasaumnaves sy,
msﬁqﬁ]ﬁé}”mummqﬂﬂmﬂuiwuLﬂ%ﬁzjwﬁamﬁaga (Equipment identification in networks)
Hauaszuudesimunlitimsfigadimuesgunsafluszuuiaietedeansioya leud msnsraaeu
MAC address
mstestunesafilddmiunsinaeunazuunssseuy (Remote diagnostic and configuration port
protection)
Fauaszuudessziuuimsuaznesn (Port) Alifinnudndudeddduuniesnoufiamesuie

aunsalASeINe

]
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l}uJQLLaix‘U‘Uﬁlaﬂamﬁg\‘i’iwumaﬁﬁl}ummﬂ‘gﬂ (Instrusion prevention system/ instrusion detection
system) U093TUULATEVY

NTLULLNLATOUY (Segregation in networks)

4.6.1  HouATTUUARIIAlAINISHUMENIATEY IR INNANYR I LY visenduasTruumALUlGE

a1sauwme Weauaunsldauluusasinevisgosag 1munzan lngiansnnainay
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4.6.2

4.6.3
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Aoanslunisiinfateya seAuANd1AyveItoya SIUTINITHIITAUIAIUTIAY
UsyAvBnm uasnansenunsdnuaTaaen ool
1) fetneiteygalidndennmeusnuagieietieildnegly s,
2) n3et1sueundindu (Application) Aflaudrfyfuindetnedu q Al
ANEIARY RN
3) iesetedmiuAsedliiuInig (Server farm) Auiietnsvesdlday aasiinag
Ansagunsnifianunsoudanenadotnsld 1wy Firewall u3e Switch fianunsn
WUS VLAN 1o iDusiu
Hauaszuutzimmadunauueietefidunn Wedinmsdhfeszerlnaluiameiedete
firumyiiy

ey

f
ALATEUUABIAIAT (Configuration) aUnsaliATetny wu Firewall w38 Router §ilvianansn
UImsdnnsanneuenesetiels uusilunsilanidudsieslasuniseuynainggua

YUUWINTY

m'ﬁmuqmm%awiamqLﬂ%mha (Network connection control)

471

4.7.2

Hauaszuudesiniamsldauaietsveslinulunmsidousdofuieiotisves sy, wWu
Router 3a Firewall tusiu wousiafndaszuuaunuiitondunsosdoyadisu - 41 1oy
Web filtering, E-mail filtering \Jusu iievhlnsdeuseiniudasase
Hauaszuudasinia Frewall ssviaieotnees sw. furdetianisuen el n1sfaks
Firewall fosfinnsnniFossasielud

1) msdeeiunsasnasanaieuen desgaimuslildidunisiiiag First tier

'
o

frewall Aiflanusiunsdasndoiiiadesfunindduasaumeavas sy, uaz
Tnssasitugruiidarudidyanmaddaildlésueyge

2) Firewall fosszyianunazfigavdnuvesdldaunouiazliansnnsdife
Suwesivla (Interface) Hion15UM3IANIS Firewall

3)  Firewall Fosharnlifss Sty Bglfnundanniinuneeuiiondigszuull
duda 5 af mssnidnnsssiudesdudunislog v

4 llougwnliigaudinurun1aBumesivg (nterface) 1133aN135 Firewall 311
svylna (Remote)

5 gildFunisuouminen dvn. winjuiiiandfesiddsunisdeadiuni

Uaoanguy Firewall

6) Firewall fossaliufinmmmsaiduanusiunsannsie
7) Firewall Fdléunisaeuynu nageu wagmsiaaousaLawe
8) Firewall flosgnuimsdnmsriumenisinsedoansitiimsidisiia
9) doslarinsuazwesn (Port) Alusnuudesliuu Firewall
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Firewall Ussanvmensiuag (Software) fesinfeuuiniosneuiinaeiuignouen
RNl

Firewall Apsa1unsadesiumiiesarnni1siaui@ DOS (Denial of service) 1o
981918 Ping, Sweeps 138 TCP SYN Floods tHudu
#odldnestuvemonduas (Software) Firewall uagszuuUfuAnisiidiives
Handausdslinsatuayu

daua Firewall fesinnudoyareslnianngliuinis (Vendon) tiesunsnu
§17813 115 Upgrade wazumind (Patch) sy wazdesindausind (Patch)

& S A v
NVUANLAYIVD

4.7.3 ﬁ@LL@izUUﬁaﬂaﬂﬁd Firewall 1iawuawen Zone Miiin1sts DMZ (Demilitarized zone)

TneAINaNsLSeRasa Ul

1)

2)
3)

\3sneNiumesuvelviuinsiudumediin 1wy FTP, Email, Web uag
External DNS server 1{usu ﬁaﬂaiﬂé}gﬁagﬂu DMZ
madhdsnnseglnadesigaudnaud Firewall wiesuuimsieglu DMZ
DNS Servers fadliaynnlifinisuaniuasulsu (Zone transfers) Luusiiivg

Fudu

4.8 MIAIUANMIAMUALTUNINUNLATEYIY (Network routing control)

HAkasEuUABeAIuANNISAMUAEuIuLRSe e liiulaiinseudainsesnauiiames

wazn1shradeuvesasaunavuasede lnsinalnlun1snsaaeufieguatemaiasiuniaves

nsfeusie Wy n1sruALlag Firewall w38 Proxy usiu

NSAUANNITINTSEUUUURNNS (Operating system access control)

¢

ldinisaruaunsfessuuUdinisegraiuasasnds N13AUANNITTEYLAENAUAINUYDY

[
aaa

19U n1smvAuszuuUIMsianissadiy nmsauaunsidaulusunsudssinngias (System

utilities) N13AIVANNSTUUALIAINTTITNUTEULIALUlAgENTAUNA KATAIUANNITIINATEEELIAINTT

WWRUADTTUULNALLL AT A TEUMNA

51 fupeulfuRlunmsitniessuusgiaiunslasnss (Secure log-on procedures)

511  Hauwaszuu desdnlvlinisaiuaunisidifsssuuluinisedisiunslaendelag

1%
[

JunpumMIingsruudeslnmedeyaeltussuulvides naniievanifedldeunldles

FUalI FVUABUNIT Log-on FBINRNTAN Aall

1) mnnszuaumsdngssuulidnsa szuusedliiuanidayaresssuuiousuniiaduy

(Application) ﬁwmuagj

2)  suuspanlarIiaugldnuinainsadldnuaTesreuiiimesimamnsgndl

avowinuu

3) winnssuiunsdngsyuulidnia seuusesliuanideyaiaiunsoseydinuves

SYUU WY 1AS91eMITNY a0UNAwedTEuy visatainsaimauiawes vy Wusu
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6) spuudedsiuanstommuiitiomzmmuesmatigsruulsidnga iwu liuansdoamar
Uny@gldaniin vise saruin (Jusiu

5) hudhgszuunndydfldnudiuynnatiisifuainniimis Session Tuszuy
Wiy

6) sruudesirfnauaddumamesmdngaruuiilidise wasdosiiansandeuly
soluil
(M mafutiufinnanisdngszuueiidsauasbiduse

Q) MNTTELIATUNSWN MaUsTUUASIse LY

(¥)
(M) msFansideusio
(@) mauansdomuifouiivinesvesdpuassuuidiefinadrgsruuiusuiunds
fidinls
7 ssuudoaanstu e lumadhgssuuiidisaluadideu nieuststuiinduauady
fnengundnlaidisatuwsinadngssuuiidusdluaditeunesdldnu

8) szuusedlidesiaruuuy Clear text Huszuuledotiedeansioya
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fawfazidumsuansanudadinluuiudedyddiuda wasfansendnimansenuiienain
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Idnduyanaludain denansnn wavdayaligndestaauludoya TUslng (Profile) wagdis
Tgmeanuan ATy
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919AHANTENUABAULDIVITE TH.

it ruseddoudedsruseulatietnamnzan TndhiazdiangmneuadlinoliiAnanuidemense
AIHANTENUADNTVINIUYDIDIANT

Aldruastamsldnussuulnaddanuasisasyn 4 dawweaiuledussinm Social network 11
Fududeddnudesualiinmanseasudonueuiiondnidedenauninszaedsiil
vaensvnniuszasine dadundldumedeildlumslaufiuszinm Spear-phishing
Jldnusosmsisaeuneuariuiioudinguluivledussian Social network Tnedesuyladn
foyadrufvoniiounutu wu sudeuasdseiRdwudalignudlufieUasuutasianuaing

Usgasaeniviaweudaitennaadiving
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vandeeanslilusunsuiazidadvandinnzersasilusun s ssasdroudsiagnioluiile
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yanadu nsdlyanadulienuAndiuiiuandsiissaiunslidneumefosfisuns
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fhuseufunazdessdundsinilotiaus uusainsonsaouarddaninumastn
Iolnense
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wansbitaauin deanuladu "3 dernulady "anuAndiudid”
msdssievewmeuniteyaludedsausaulall (Social media)
19.16.1  flinusedsideioniemeunsdoyadiiumio dnde dilivsingiiun Wuifesnns
AR visedaraldsIeiuUAAa den vTe THL.
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ngUszaen
" flesvuesasnisnisldauaeinedidnvsedndves suw. Willanuvasasouasiiuszdnsnm

HSuRavau

" douaszuy

" g
31989

" yaedi 5 mimuqmmﬁlﬁ’fﬁﬂ (Access control)

" wnadi 8 Anutuntaensedmiuniseiiueu (Operations security)
wuIURUR

1. Heuaszuudesnimuadnsnisidiiessuvaavuiedidnnsetindves sny. Wimunzauiuntdifiniig

e eXe

a

SuRaveuvelday saumamunIudnsmsildnuegwalitaie

Q

1 o

2. fguaszuudesimundadfldaununmsguaamnedidmsednd (E-mail) Aldlusadns

3. fldnudossziasyilunmsldaamnedidnnseindliliiinnudonesio svlu. azidadvans ad
A Iaysiedy Aangmine azdiadasssy warliwmemustloved vieoyyralidunarm
nauszleriludsgsiannnsldanmnedidnnsednduves s,

4. fldnudedslifiogaavnedidnnseding (E-mail address) vasduiilosu $u - dsforny sniuldisums
Buranmnd e uaglifiol i wela@anmvined G rvselindidud Suiaveust omsldoumng 4 Tuannune
ddnnsedindvawmu

5. fldeudeddfieywamnedidmsetindues s, Weufthnu fnde uasUszanunuues s, whiy

6. flnusedailifiogannedidnmsetindviueaenvulumsufiiau faso uasUssaunuves sy,

7. fldaudes Logout sananszuunnass vdsnlinussuvanmnedidnvseindiaseduiietestuyana
duthldauanmnedidnsedind

8. fldnudiesnsivasuieonansuuvanInmnedidnnsednddeudneiy Ingldlusunsuliosiulada e
ATIADULIALITHN 9|

9. rusdodilavioduieannedidnnsodndldsuanngdailaisan

10. fldrudeddtonmuiignmilunsiu - demenedidnnseind uaslidndwmmneifidomeayily s,
FedoiduaierinlmAnanuunnuennely s

1. gldnusoslissyanudfguesteyaasluidonmnedidnnsednduazdeadrsiaiioteatunis
dhiadeyalnerliifedeuslefinsdeteyailunnudy

12. Jldrudomsnaevdiivanmnedidnnsetindvesmuemniu wardosdnivaanuedidnnsedndlug
vosmulivdodunuteniign miniideyaiidndudoniunldersddunsufoanumendsllda
Toudneanmunedidnnsoindunduniesnoufinneveany il ileanusinunisldidefivesssuy
Iminedianvseiind
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msdsesdayauazmaiiuinendayassnasmenauiiames

[ 3
3649

Welviivayadseslildaulunsdindeyandniinanudsmelidaunsaldnursedifala vsewdieiin

Y
AMIENIAUANa 9

ieltinsujuRnaenadasfungvuneg wezswlya® vietetadunteusndu 9

{Surnvau

v v

TaRuUaY"

e X

AuaTZUY
\Wvesleya

Alda

31989

#ua 8 AnuTiuAsUasnfsd1msun1saLtiugu (Operations security)

nIAN 14 AudenAaey (Compliance)

wuaUfUA

1.

nsdnsesdeyaTruuLiing

[ [

TayasruukivisuazdoyadAgdaduniuduves snu. dealdsunisiiuinulinssuuinudeya
dunane uagdrsesdeyalisgainane ieliddeyadisealild lunsdndeyandniinanudsme
visoliannsalde anudlunisandunsdisesdeayasaztuneunsdsestoyassuuiivieduniy

Sulnvaured Nvw. InediuunUufus fedl

1.1 gadulyuivuagSuiinveulunsdisestoya

12 fouaszuudesivunviavesteyavosssuuiifianudndusesdrsesdoyaiiuly 1wy feya
A1ABUTNNLITU (Configuration) YayadianisufuRudmiusruu deyalugudeyavas
seuua Toyaveriiuwnd W sewdissruuUiRms sevduaiszuuny wevsendnity q Wy

13 fauaszuudosdisasteyanuanudidimuely sl mndudeyadiaduayunsruaumavhaud
ddeyves sy, Wdsewmuenudil s, fvun

14 Jauaszuufensisdeuiinisdisesdeyadniansudiuniold minlidnusaliviawveguay
siumsudladnaanila

15 fauaszuudonideyafidsestiluiulitanelunazuen s, edretosetieas 1 4

B
U
1.6 Hauaszuunaasufuteyanidrsennulisgnainaus egrieelay 1 a3 iielviiulaindoya
e

1504l3iAugndes ATUR uasnSeldnu
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msdsestoyanauiialmesdiuyana
Jdnuasdodsedeyaddniiiuinuluesesnouiinmesdnyaravioneuiinne’ viogunsalnnm
9u 9 agreasinane ﬂ?ﬂmﬁiuﬂﬂiﬁﬁa&%@?ﬂaﬁuagﬁJUﬂ’J’IJJ?II‘UENm‘iLUgEJNLLU@G“UEN%E]Q@LLﬁ%‘ﬁ%@ﬁJ
AnudFyvastayAINAnNTgINe

manuinydeyassasreufiames
dielsiannsassyiayaradifnulfetiegnies fauaszuudesduiumsdal
31 Gerlwimanwdsdiundetenifimadomiolusiuiy Statum 0 Tnewiimanudsana agdes

lasumseusialnlden

32 duniinivesgunsaifiliuinisynuiingn NTP Server vas s, 1winiiu

33 Fosmumuuiniil NTP Server agatiosduaniar 1 ada

3.4 deraiusnwdeyavsnasaeuninmes Inesveviiarlunisiiuniudseniansensiunalulad
asaumALAznISAoMs Be véninasimaiusnuieyaenesmmesiawesue iU ms we. 2550

(a819tJo8 90 Y1)

3.5 vinwideyassnasreuiunesludefiaiuisainuwininuasuiiugnieanriase fnsiiuinw
AuuvestayanuseRutuauaulun s diaudn sy, fvua
3.6 UsBnNNUesanIaumATAUTNY LaRInINm1919

G4 $8ZL28MNSAU
UsZNNUDIENTAUNA NOUAENNEIVDS Y
Snwn @)

Authentication server logs 1) W19 UYEA11AI8n1INTENALER .
(RADIUS, TACACS) LNIAUABNNILADS W.A. 2550
Email server logs 2) wizrmliyaiimemsnsgiinnuie 1

WeINUABNIILADS (RUUT 2) W.A. 2560
Web application server 08s | 3) 5y mansensaiivtaiiorsugiauasdea L
NTP server logs Fet vannasineiusnudeyarsamng 1

RTIWEI VDI IAUTNT N.A. 2564
DHCP server logs 1
IPS logs 1
Firewalls logs 1
Routers & Switches logs 1

Active directory logs

mdnfiutuiindeyadenuaznisidnse s (Logging and monitoring)

4.1
4.2

eXp e
e® e

waszuusealimsdaiudufinimnnisal (Event logs) nsldaussuvansaumna

waszuudoniuduiindeya Audit log Fetufinfanssunislduresdldussuu

ansaunALaslvsNsaifgIiuautuasUaendieig q Wwelssleilunisduaiu doua wax

WBN1TARAILAITAIUANNTUNEN
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43 gouaszuudesinnsivaeudeyatuiinimnisalegaaitiane (Log review)
44 gauaszuusetliauteyadon (Log) viielanisldumsiuiindeyaden (Log)
45  fouasvuudeseriussuvanaumandanuaen (Log) uardeyadion (Log) iedesiumsintimie

wiluasuudadlaglilasuoyg e

mMansguANUnTounsalaniay
Wielviinsusmsianisanuseilediiunszuiunmiegsianddgvesesdns Wedivgnsalnviy

<
[

WiAansvgavsinvedadasenszuiunisdngtd Tngiluuiujus dail

5.1 pﬂwﬂmLLaiwumaaﬁmumiwuﬁﬁmmé’ﬁmﬁmmmaqmﬁm wazdnvindutgdsedesyuunina
'sauﬁgqﬂ%’wgqsw%ﬁzwﬁﬁmmxﬁﬁy%ﬂ AuAIduase

52 WwesteyauazfguassuulssiiuanuiBssdmivssuuimantu svunminsnaiieanaany
desfinuuazdnrhnenunsussfiuanudes

53

AuaszuudniuazUSuUTunugAussuvetteelay 1 A
54 WveveyauaziguaszuudemaaeulNunAusTuLegNleeUar 1 A1 Juiinnan1snaaausidis

=3

Tsyminu wavihiaueranmvageukaziuImawi lusegTsdudy

55 gauwaszuuiesdnuszyuuasiuadiiiiifeite manualasunsiuiieifuunulagHavednis

LUV

HndeunsgAuszuy
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NNSAIIdaUazUSEUANULEYS

IngUIzeen
" figliinmmneseumsiidiunuresszuuinmsenusiunmassteansaume wazufulssed1wiailes
" flemunu wazAnaunsuFiRnuvesquaszuvasauma Traenadosmmdeiivun nguine vie
sudoudetafuifeitosiumaluladansaume
" flousziiunnuidssiiunnusiunsUaon fevesasaumanazuimsinnisanadedieglussdud
aAnsuauiula
KSuRavau
" dsAudyn
" douaszuy
31999119537
" gaf1nuAran: N152190KY (Planning)
" Jadwuavan: n13nsiaUsziuniely (nternal Audit)
" wndi 8 Anutunsaensedmiuniseiueu (Operations security)
" wndi 14 AuEenndas (Compliance)
wuIURUR
1. oAUty deamnualiluuimialun1saniuauyessuvasaumnAgonnfoafun g uuney
wszwdydd nnsedou detsduilifadestuanuiuaaasasdsa saumalaedesdavinduate
Fnwaldnus warlinsuulsslilutagiuediaue
2. JUsAudn desimunsnasmslumsaunatazusmsiansaunsndmedayan laun Fedvisluenanvie
geNdlg LASesvInennsin ansiing wagluaygnnisldnueesaldn wiemsldauvening el
msfuradulumudesmusiisludvesd edaan uazA NNy wezslyelR nsuideu adeAuy
frudunsngmatlyaiiieades
3. Jusdutynn desmiuauliinisAuasesteyadiuyanalagliaenndesiungvuiey wses1vdeya@
npsudeu detduiiiAeades
4. fsiulamn dosiugua uazmugumsUTRnuvesiioglinstifudaym wWedestumslinuszuy
asaumaiangUszasd vieazfiadeulsuguaziumal fuRnisinwanusiuasaon fevesssuy
asaumAYD July.
5. fdsfulign desmuauliiinnsdestudoyaddquetesdns Yeyaddgiiferdesiudodmunnis

ngvane sy TeteAu dyan astasunstesiuainnisagme gnvhaty warUaouuuad
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Jladudaudosdaliinsnsiaounisuimsinnisanusiuasasn foarsaume Tnegnsiaaey
aelu (Internal auditor) 3elasgnsraasudaseaiuninuiunslaondoainnisuen (External
auditor) susreznmettioday 1 ads
Hauaszuudesiiunnszuiun1sasIvaeuLaznsuiufiewilefamniaundifsadunislden
N3WINT (Capacity) MUUALNUIINITITIUNINYINTLAZINUHUAIUNSNBINTASAUMALATITUNIT
UfuRnulusuaregaminzay sudadosdasunanisldnuningInsasaume

v

HALATEUUABAENTATIAEUN1TYN9U (Monitor) vasseuuinwiauasnsdewasseuuuiiinisesns
athiano

fouaszuy deadesiunsiilfouinsesdleldifionisnsisaoy wedllhAamsldauinussamvdegn
aziinnsld91u (Compromise) Ingenuaumsitnds wagnsaseumsiiniesiioluldnuedisashiaue
fauasruudesssidiunnudssesszuumalulafarsaumeaodiadoslor 1 ads viawdedinig
WasuwUasegalifddey

FTaRu T FeaRnmuKan I SALTEUNTAURHLUINITIANISAILEEY (Risk treatment plan) 1T
semnlasina
LLaiswé’mﬂszLzﬁummLz?"mLLé”Jﬁ“fma"wﬁummﬁﬁmmmmL?imﬁmazﬁwﬁ“ﬁ'ﬂ’mﬁaammmﬁmmu
unowudl s, Awiun wiewrisinsandeidadevesisnmemawuiteliuimsves sviu. daduladen
Brnsileananudsdoseuiuanudss dleidenitnsanauidsuduimsdesinasminensosig
Wemeritasiiuns wwmnamsasanuides uidldid 3 suuuu leun

121 msidenlfinalulad Weldlunisanaiuidssuazifivanusiunsaondvvesszuuinalulad

ansawne sy, 1Wudsnddusealdaulszanamasninginsegraiganalunisaniunis vy

e

eeXe 2 e

D

nsidenligunsal Firewall snniwmilsndndasilunmsdestunisidndaaiovieiiddny ansld
gunIalaunimnisa w3e USB Token lunisasavasudududinulunisidildnussuuainnieuen
iy 1usiu

122 msvfuidsuduneuujid deseaniuutunoul foRlmiasanuuazarunsadnumanuiiuag
Uaonsfevassruumaluladansauma s, 1§77y Wossnuuudunouu foalmiudadesdinng
finsaiearuanzay erudully wesduimsdeadudoyd@liimstulidunonufos
Tyl

123 fauaszuudesudstuneu fURlHLAb s susedevais sanfedeadniineusudldaud
Aeadeuielaunsaufifinutuneuufoalmildesenuiuasiiussansam

NINTIABUANINUADANEYDITHUUATAUNA

13.1 gouastuu foamausumsnsaaeuazUseiiudesniviegnsousuammsiuanasn fuasaulme
wazudsfiAstoafoutlalunsdiinuirdesniviogrseutiuoraumgnsaiduausiuag
Uaendty etiiaelar 1 ads

132 fauasruuiemsindoussuuasaumaiinsfedimauiudsadiofinesdulml (Patch) Tantatayad
Aendeafureduisumaiaegsainaeifiolimnuiaivanmunayanuides yadarisdesty
uesudlafinzanturedidy

133 gldau gguasruu waznylsanuniguen festuiiniazsngnureddnivieynseula q A
anusunsaenfuansauma fenadanmmuszsinemssmunsldnussuvasauma fudeams
Uimsdamsiidmunliegnavnzay wasdesiidumstatoduifitimsnsianuvidoldFuuds
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14. fpuaszuudesdinisuimsianismsivdsundaaisatunisdawiennisliuing msguauiuuse
ulevrelunsinuanusiuasaondoduasauma duseutfifau wienismuguiieriuan
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nsanelau uazuandsudayasnsaume

3
32649A

Welilimsauaunsaneloukasuaniisudeyaaisauma Jostunmsialue viielimsuiludeyalaei

Lilssuougn suimstesiudetuiindeyalifiniruvasadadulumudaiivun

3198911953

mni 9 anudualaendedmiunisdeaisteya (Communications security)

wuIURUR

1.

Y

audyyn desmuaulndnisdaviuleuis wazduneunisufifiiedesiudeyaansaunaniinig

Do eXp

doans vidouaniUAsusussuumsaumalizaumussdutumududoyaasaume mudunoud
¥y, Avue

ey uazivesdeya desmunulitimsdnvindonnastumstaniasudeyamsaumasemning
BIANIAUYARAVIBNUIBIUNIEUBN
HauaszuusauanidsutoyaasaumadeuaniUdsuriutessiivaonsis 19U Web Service Aldfau
Wuluslaaea https

dauaszuy desfinnstestudeyaansaumaiiinisdoarsiusiudeyadidnnsedng (Electronic
messaging) LU aAnNeBi&nnsaind (E-mail) 38 Instant messaging #a833n15uToNIMIN5
Wi

auaszuy desdastudeyaansaumaiifinisuaniuasulunsimnduddidnnsedind (Electronic
commerce) ATt BARNRImesas s Wedliin1sdelns avledyny viedn1ssilva wie
Joyaansauwmagnuilulaedilisuaygyn

Jauaszuu dosllestudoyaansaumediiinisdeans vieuanivasulumsingsnssumaseulatl (Online

transaction) tiedllvidn1sfudsdeyanliauysal dedeyaluini msiilnavesdeya deyagnuily

U

WauwUas gnvieilvl visegnadsinlnedlasueyme

fauassu Fesmuaumssudsdeyamsaumafiotiosturufionann el
7.1 annallslanysalveadeyaansaumedisu-ds

7.2 msdideyaansaumnalngavingUaeni

73 nswWdsuuasteyamsaumalaglilisusygyn
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N13AUANNTSL9E
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32649A

iWeliimaihsviadeyasg mnzauiaziusvdvsnalunsuntesmiudu Jesiu melaeuulasleya uag

AIUANANILQNABIVDITBYA

HSuRavau

ey

AuaTEUY
\Wvesleya

Al

3198911953

" el 6 nswhsiadeya (Cryptography)

wuIURUR

1.

o '
o @ =

Wivestoya fesdisa visensldsiaiudeyadidinnselindvesesdnsmussiutuanuduiiedesiu

2

ALITAVBNEY sussleuindienssnyIATNEUTEINITIVNT WA, 2504 UavALTUADUN SN, fVuR
Wvesleya Hauaseuy uaw I nudesjuRmussilouivenmsinmenadureses s we. 2544 Tuns
dnmsdsanldiudeyanduemuduazsiaddisnmsdhsda (Encryption) Mluimsgiuana

1%

Apuaszuy fedldIBnaidnsia (Encryption) Mbumasgiuaina vindesnisldguuuunisidsad

v A

WU eliiuladndunewds (Algorithm) Allunisidrsiatuianusiunilasnde fadl

Uszimnayua / 38nsidnsiia inauTium AUE1INYUD (2E149108)
NEYLALUUENNIAT (Symmetric) AES 256 bits
NEYLALUUBEAUNINT (Asymmetric) RSA 1024 bits
A5 Hashing BCrypt Cost Factor 10 3uly

ALATEUY ABIINTNUNIUTURDWTT (Algorithm) wagAue1veINwaniisiaetlaelay 1 ASS

e

=

wialvgsaunsasnunigennuduaslasnse

AUATTUY Aasimualiiinsuinsdanisnauanldlunisidngia Al

e

1 msafanguasaaisnssitluanunniunsmstdesiuanulasasie

;ron

2 diefimsasinguasianilunguadu (Private key) amsdeweuliiuidivesnaualaenss lne3snas
NUasnde
53 posdabiinmsiududin Log Wen1snsadeudmsufianssusne o Anendeaiumsdanisnauasia

ALt amsshwianudasadslunmsldnunmua dsll
6.1 nunguasialuanuiivaends wu disde vsedetuiiniivasasde wavlifilasanunsadindale
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dlelinmssunaaanstsay (Public key) 1Y deuldnuasisiigaunnugnioswenylIaIsI T

(%

lngaeunuiugdamsensiaaeuiugunulunissusesanugniesvednyuaaisisae (Certificate

authority) Mi@etielaiiu

mupunsldnusazdaiungualidenadosiunssnsanududeyanun swy. fuun
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n1sigunsaldausiaunldeu (Bring your own device)

IngUIzeen
" fiemuaunsiigunsaldiwsiuidendeviednfeszuuansaumaes sy, Alilunisuinisdanis
spuvaITaumAves sy, vieUfoRauld W, dadiedostusivanamiiensazifaduiussuy
ansaumaves sy, sdailetesiulilideyaves s fian1slua
{Surnvau
" ouaszuy
" g
31989
" vaneil 2 gunsalouiaseSuuuwAmLazMsUR TRmuNszeslng (Mobile devices and teleworking)
wuaUfUA
1. fauaszuvdesimusnuantfivesszuuufoRmsvesgunsaldusiioygelihudeuseniedii
syuuruasaumaves sy ¢ Tnedeadussuuufiinnsilidrars (Obsolete operating system)
wazdalgsunmsatvanunisldnuandiveswdndum
2. fauaszuudesdinnisidendennszuuufiRnisvesunsaldumiieyyelvithundenseviednis
STUVUANTAUNATDS TWL. LAANT5a1ad8 (Obsolete operating system) #3aL91909HdR Hauailal
atvayunsldauusa
3. fouaszuudesiinininislestuiand uaznsiaasunisduian Patch ostuvesszuuUfUAnnsh
Wvasmanfnangslinsatuayunslda
4. fguaszuudedlioynneliigunsalfiimsuiuussnisidnfessusuiRing (ooted/ailbroken) snidoxsio
V3LENSEUUA TAUMAYDY TUY.
5. fouaszuudpaitueniatetnevesgunsaidiumiithuideusevieinfeszuuansaumeaves s,
6. fldnusinsiarilusunsudasiutoursmuitoulad sviu. fuun
7. fldnudedlivgunsaidusiiiiafueunainduuen Official store undeusenioididsssuusu
ANTAUNATDY TWU.
8. fldnudedlivhgunsaidusmiifafilsunsuasfindudviundensoniodndessuuanuaisaune
Y09 TN,
9. #l¥audeesuinn Patch vos5zuuUFURNITIgUAsald AT unestudan snfadeady
szuvUURnsiiwemandumidslvnsatuayunsiday
10. {ldudesdudusnunoudnisssuvasaumares s, ynasa
11. ;ﬂ%’muﬁmﬁ@@?& Network Access Control agent (NAC agent) 1438 Mobile Device Management agent

(MDM agent) @il sy, Awiua iiemuaun1sldaTadIgwazMntassuuasauNAYes W



48

¥ < 1

12. nsdlgunsaldudgamevsegnuluedldnudewdidauaszuulaeiifian iednnsdeyaniaived

Y

Tugunsalduivedldan

13, gldnudoadniiassuuansaumerad UL, KUYDIVNT SN, MvuA 19w VPN



AMARNUIN N.

Fyansiiusnendayal ilunrudyu (Non-Disclosure Agreement)



<>

o < W v v & [y
amsinuinedayaldiduadudu

ﬁ@mwaﬂuﬁﬁﬂﬁﬁu o MssalwivudsaTuuisUstmalne wufl 175 ouunsesy 9
LYNBUN WUAVIBYINS NFINNIIIUAT LIOTUT oo ILWIN

nssabiinvudsarunisuszmalneg ei"]ﬁﬂmu&i”’qaq'l,amﬁ 175 QUUNTLIIN 9
WUITIBUINE LUATIEUIN NFUNWLNIUAT O oo
..................................................... FostolludyanidZondn “sriu.” drewds fu

U/ U/ UV i L@VNTATUTEVNYU oo,
FaolludailiSundt “d3uteya” dndnewils

AV e (Adfeyeyn WU NNUTEN/UTEW/ UM INede/a)
................................................. THANAITIFYT oo eeeerersss YT e
WHOTUN oo fu sl FestelUludyaidiBondn “SuanlAsens” 108
G120 ) azldsudeyaan suu. ieldlun1sujoasu delunns
ANTUIIURINGTD e R 12T137i0) Laweunanglvigsu

Joyausvaruretoyadin sy, Weiluuszneumsujiiaunneitesdmiunisaniiulagenis

o

............................................... U

iU asliveauselull

o

NyaoE e Tannasying

1. Tudgayratull “deya” nuieda dsideanunuigliiisossteinass doya
wiedsla q Linisdemnunuietuazyinlalaganindswesiulesselagniuisnisle o wagliin
gladnyililuguassenans uily 518910 nilede WU wHUR AINI1A ANEe WAL N3
I N o o = = a s o o o o Ny o A A
Tuiinnnviseides n1stuiinlagiaseneuiinmes Ards gards viedaulaussanfeglussuy
peuunasluanmilszuureuinneseralszananald wazlimmerusiutsloyadidnvseiind

v aa A sy N aad Ao g va Ao = Yy %

MINNYMUIEIPILTINTIUMNBIaNNIOTindee vTeTsaulavilranduiinliusngla

2. g3uteyalvidyaun s, Ifeyantasuan sy, visluuuves swu. §5udeya
el HieUsENoUN1SUSURNIUMAEITRIFINTUATUIATINT oo
mudylasaniswinty warazrliinlldmedngussasddu wu e Tnguszasiluganidd

Y I a o ¢ A N Yo 15 = 44' Y a oA 9

nsmundundnduriviamalulagou nislivsenereuldveyaiiensdu n159198amTesauN
Tludnniisvesnsussivgle 9 n1sfuvennuduasesninningdumadaanls 9 vessudoya
Vuwalasuniseugnan sy, Wuaednualdnesneu

3. {SutayavzdosdnUndayansnuailadinaUamenelidyyilasenisil iy
AIUAUDEIATIATA

Y v o % C% r.:gll Id Yy v A A (% % r-:’lj
4. frderimuala 9 audyaraduinnduluae idedyaynivdesdludyayadull

AslidsRuuaziinaagatvanysal

/5. VNG ...



2.

o

5. vngsuteyaliuUanunguung wserHudyaiildindeladends futeya

&

Buvaualdaduiele o MAnTunTeNneLlown sy, Ndu

dygyratuilintuduassatuiideanugnisnsiu gdayaildeuunasidiladeay
= |

Tudryeyrtiuan Wudgnaeemsanuianuivedny JelaasuuuwasUseriunst ((d) Lidentmeuuay
gntolilheaznisaly

550l vudIaTULAIUS ALY

o BT o H3utoya
(s ) (et )
AL B8N TENE/FNIN. e SR eoooid d e
P e
BAYD oo WeU G O NeU
(e ) (et )
RIS OO Fudl ... foeeriid v



	บันทึกเล็กเสนออนุมัติ
	เอกสารแนบ
	เอกสารแนบ 1
	เอกสารแนบ 2
	เอกสารแนบ 3
	เอกสารแนบ 4
	เอกสารแนบ 5
	เอกสารแนบ 6
	เอกสารแนบ 7
	เอกสารแนบ 8
	เอกสารแนบ 9




