FALDUAAUANBZLANIENES ATAUTIADUNIADS
FIEMT  STUUUINMSASaTIeBumasdavan uIneNaEYauLAY 31U 1 FEUU
1. Usznaudog

1.1 wuum’%'aqLL;JSd'mUwmama‘dizaw%quqquﬁ 1 d1115U Image processing
U 2 YA

1.2 szuuiAseausiteUsrinanaUsEAvBamgauuuil 2 dwsu Virtual Machine
U 1 Y

1.3 spuuiaieasitigUszinanalseAnBaimgauuuil 3 dwiu Management

WU 1 Y9

2 TeanBuagudnuaziawzian Itermunauautimanedatudideeluil
2.1 53U‘ULﬂ%l'é]\‘lLLQJ‘ZhEJ‘lJi%&J’JaNa‘ﬂixa‘w%ﬂﬂ‘ng‘i wuufi 1 §1%5U Image  Processing

$1uau 2 ¥ Tnefesfiandnuazianizdum Weuwinvdannitegieliosdsil

211 fwheuszaananans (CPU) Sruruwnulszaiana (Core) litoania 32 wnu
&N LLazﬁm’mL%ﬁé’ﬁgzymmﬁmﬁugmiﬁﬁaamf'l 3.2 GHz 91u2U 1 e

212 wheaudman (RAM) vila ECC DDR5 wisefinan lideuni 512 GB

2.1.3 1 Solid State Disk (SSD) #uu NVME vuinaugliitesnin 3 TB (fowriinis
Format) 91unuliidesnin 4 wihe

214  fwhedsznana GPU Mflsuwildlddindt Nvidia AdO w3oRndn Ansaan
wioulivesndn 1y

215  Tveudeuseszuuiniotiunisueniuy QSFP28 finnuiss 100 GE Fauaulyl
Uouna1 2 wosm wien Transceiver

2.1.6  faunsalnelni (Power Supply) vwnlsitiosnin 3,000 W Iwiulsitdesndn 2
aVeld

2.1.7  daussiadesiionalsiusesnsatuayunanallnanusenanannsouiul
nansiusesnsatvayumanalialituimIngrdeveunnu tneisvesianld
Hoenin 2

218  {lAUDTINRBUAUBYOINIKITATIITULATROUANDI B BANAIUNIGlYLUDS

] [y d'

drsuimsesnauiames 91U 1 ansnisidau Suaulddesnia 2 U leed

AnuaLRTuiReolul

2181 woWfuaf Endpoint Protection  anansnfasalduuszuuufofnig
seluil@dusgatioy

2.18.1.1 Microsoft Windows 8/8.1/10/11



2.1.8.2
2.1.8.3

2.1.8.4

2.1.8.5
2.1.8.6

2.1.8.7

2.1.8.8

2.1.8.9

2.1.8.1.2 Microsoft Windows Server 2012/2016/2019

2.18.1.3 MacQOS 10/11/12

2.18.14 Ubuntu 12/13/14/16/18/20

A101309ANAUANLUANF19Y Endpoint 161

ANRENTURAAININTINNTNTIITUABANAUNT DMANITANNA 1Y

lowwesiiintu (Dashboard)

mmammm%’aaﬂa Hostname, IP Address, OS Version aganiuy

Online/Offline 1384 Endpoint 16

&11130 Uninstall Wag Restart/Reboot Endpoint Agent e

annsalumsrunmliddesasdoiionsaziiogluins esnouianes

(Infected File Tracking #3® Threat Hunting)

#131503nN5iANANAY Event uazduAnAuse Endpoint lagn1s

Fix 1139 Cleanup way Isolate 1@

annsalunsmunueiesnouiamesainszeylng (Remote Support

Control)

fnndnuaglunsnsaseuhdaroufunes fel

2.1.89.1 ﬁg‘LJLL‘U‘U Traditional Anti-Virus #3® Signature-based
130 Gene Analysis, Al-based, Behavioral L&y Cloud
based engine %38 Cloud Threat Intelligent ¢

21892  @unsasanailun1snsadeu (Scheduled Scan) 13
A5290UTLT (Real Time Scan) n1sdslinTIaaauwuy
Manual Scan %58 On Demand Scan tJufu

2.1.893  danuamsalunisaunuteslng (Vulnerability  Scan),
N15904e4n3 (Endpoint Patching) Wazn15gAYadln’
wuuLadlowu (Hot Patching)

2.1.89.4  a@wrsansiadeulwdussian Document, Script  uag
Compressed 1¢1

2.18.9.5  fiaudnuarlun1sngiadu Web shell uag fileless attack
a

21896 awsndesdudldnudsannisiiauraznisaennis

fnRe Endpoint LU n15Us3AUlAgNISANMUATR AN

Password AauN1588nALUSLATUNIBNITODUNITAAGY



2.19

2.1.89.7

2.1.8.9.8
2.1.8.9.9

2.1.8.9.10

2.1.89.11

2.1.89.12

2.1.8.9.13

HARSNTIsUNITATUANNITITIIY Application Tulp3as
NAnAs Agent g

IS [y

fnauanuaurlun1snmadusaslesiu Ransomware g
fauainnsalunisdesiuuaznevausssadesanaiy
masnulsiuesdmiuiedesneniiamesildau (Endpoint
Protection and Response %38 Endpoint Detection
and Response)

A1190AUM Audit Log 39 Security log lag@a1u1sa
Aun Time range, Endpoint name #3e IP Address 1¢1
a1115008N3189UAEANAMNIILELUS (Security Report
30 Event Report) luguuuuaes PDF Iiilusgnsiles
A11150Y19Us WA v UNIl 1S UNITANTINT UL

navauBIsafennAIunIEIuleuas (Detection  and

(%
Y v A

Response) uminendeldogls dsil
2.1.8.9.12.1 awnsodetaya Security Log
2.1.8.9.12.2 @111509895UN1TVIIULUY

9nlULR (auto response) 19U Isolate Way
fix 1@
dlauesinesionalsiusesnisatuayuniamailnin

Y a

USengnannseuiuiienansiusasnisatuayuniamaile

Y

TnuuInedeveuknu nedlszezinalidesnin 2 ¥

4 ¥ [ s o YA 4
HIAUDIIANADLAUDTONAUITTEUUA1T0AY) AUTDYA (Backup  and

Replication) Ingfasiinaanuaizianiziun Wguwimsenanitegraioesiail

2.1.9.1

2.19.2

2193

2.194

A131150U311159AN15NAUNA19Ee (Centralized console) WAUMLN

Ul

auN3ndn TR AUTELAUNSEUU VMware vSphere Uag Microsoft

Hyper-V lnglaidndunedinas Agent vuiAIoImNImBSIETloY

anansafaudeyaluseaulnduu Guest OS AldsruuliRnisUssian

Microsoft Windows, Linux, Solaris, BSD ez Mac 1o

aunsadsesarnAudeyaluseauneunfinduuuiaTasnauiames

wadiould Inelddndudosfings Agent FedpasesSunaundady oens

UoenanolUll Microsoft Active Directory, Microsoft SQL Server,

Oracle, Microsoft Exchange, Microsoft SharePoint ez PostgreSQL



2.1.9.5

2.1.9.6

2.19.7

2.1.9.8

2.1.9.9

2.1.9.10

2.1.9.11

2.19.12

2.1.9.13

mmiaﬁﬁaﬁayja Transaction Log %84 Microsoft SQL Server,
Archived Log 84 Oracle Database wag WAL ¥89 PostgreSQL ¢
Tnglaidosinga Agent Wiy
a1unsadsesiazAudayasrUUTIUTaYad1mIU SAP HANA, Oracle
RMAN wag Microsoft SQL Server fisihanusguuia3osnouiiaimasusl
PraiaiiounseunadosrauiamasuanenIn (Physical  server)
9

ansnsadsosariauteyaUssnvindursléi OFS uax NFS g
Fesanunsaiden Path fideanisdrsedls

a111500udn (Compression) Fouansoanni1ug 19 eu

Y

(Deduplication) Yayanivinisdrseslamegeniuisssuud1seuass

A v Ql'

AUTRyanLaue

fimalulad WAN Acceleration fitaeiiinszansnmnisansleudoya
LLasamﬂ%mwmsﬁauﬂaﬁdqmu WAN Tun15%1 Backup Copy Job uag
Replication Job

ansngAuniesnouinnesildszuufuAnis Microsoft Windows
Ay Linux ﬁa@ﬂugmwu Virtual %30 Physical lU§s Amazon EC2
Microsoft Azure wag Google Compute Engine fgganlIsszuu
drseuarfudeyaiitiausld

o =

annsaadnguvesgUnsaldaivteya Jaduiliiulnddeyadises
TnUszneusiegunsalinfiuteyasgraiesnilayanionnnii lae
n1sveneausaltaunsaldafivteyadisuseianld wazaiuise
Anaonvsedgynlidvoyadisesluds Object storage ol Lafu
Amazon S3, Microsoft Azure Blob Storage, Google Cloud Object
Storage, IBM Cloud Object Storage Wa¥ Wasabi Google Cloud
Object Storage

anusadrsesdeyaludigunsaldaiudeyaUssny Object Storage
Iolnense
annsadAuissnenfinmesiaiioui et ldaulduuuiudiiule
(Instant Recovery) Iasnsidaiadesnoufiamesiaiiouaingunsal
”mﬁu%’a;&aﬁﬁ’mﬂ’]ﬁﬂu Backup repository %38 Backup storage

Funldale wavanunsagaundeuiuvanaiasesla



2.1.9.14

2.1.9.15

2.1.9.16

2.1.9.17

2.1.9.18

2.1.9.19

2.1.9.20

ansadAuszuugueyauy Microsoft SQL Server wag Oracle Lile
vanldaulduuusiuiiiulaaingunsaldafudeyaiimindidu
Backup repository %38 Backup storage lag@@sd1u150viIN1581uU
wazdeutoyala

flauanunsaiiieonin Immutability w38 Immutable fio nstlosiu
lililnddeyadsosieglugunsaidnifiuteyanldnusaufurenidunag
izUUﬁﬂiaﬂLLazﬁﬁuﬁauﬂa (Backup Repository 38 Backup Storage)
gnuilunseaula laganunsaiimuaszeziialunisvin Immutability
wie Immutable 1 W edesiuAILLIAsmBY0IT0Y AN
Ransomware #30 malware b6 A8AINEI1TARINAIRDIAINTTD
1971U39UAY Linux Server, HPE StoreOnce, Amazon S3 Storage
ey Microsoft Azure Storage
anunsvheusuuterliuaueuiiata Wevinsaunudeya dewur
msflulfsuuszuu Production Tunsdlfinulae Malware v3ods
wdanUasuduq Tnsanmsaidentdin anunsasdudunisdaulsusly
oygelldnunednideuseiniets vieliunidnnsiiu
A1150M599aUT 9y A8 A3 DIABNNILADT LA e UUY VMware
vSphere  Wwag Microsoft Hyper-V ﬁlﬁﬁﬁaﬁayjaﬁ (Recovery
verification) lagn1siiasanisidaldnuuuanimminaeuiaiou lng
anunsafmueamsnailunimageulduuuselui® uenanisosd
AUAINTTAIUNTATIVEBUAINY NABIYBITaY AT AULH MY
v3oll waganunsavieuiuiurenintoudhimfoaunumiing
Malware %38 Ransomware %38l wazsIAWBIE1N1T0RONTIBIY
ileuanssadwsvesnsvinaule
annsnsesiunsiildnurenduisssuudrsesuazdAudeyad

Jausls AedTNsenin Multi-Factor Authentication

=

fila3 osflefivremsraaeuinvenliuisszuudisesnasfAudeya
dnaveduldinisdednduluauuuimau fORTAA an (Best
practices) fuanuUasnsielned1adaainamisfiweseneg iuugii
UugoNALITVISo

a1usnvindundeya (Replication) A3 osreNfiamesiadeuuy

VMware vSphere wag Microsoft Hyper-V Tugsaudnauiiunasdises



(Disaster recovery site) Waza 115091 Failover tag Failback TEGR
Aaumesaliouls

2.1.9.21 ﬁém%mégnﬁmmmgwmwuu Open license Uselny Subscription
ATBUARNANTIUIL Workload  fifesnsdrsesteya (VMs  wie
Physical 4138 VM U Cloud instance) 1 Workloads Wuanlailes
n112 4

2.1.9.22 Lﬂuwﬁmﬁm%%aWﬁLLﬁﬁagﬂuﬂq'm Leaders 93 Gartner Magic
Quadrant for Enterprise Backup and Recovery Software Solutions

Yaan

2.1.9.23 r};l:l,auaiﬂmgfa\‘iﬁL@ﬂﬁﬁ%Ui?JQﬂ’]iﬁﬁUﬂHu%NL%ﬂﬁﬂf\ﬂﬂu%ﬁngwam

wyaunudenanssusesnisadvanuniunadalvny

a % 1 a (R4 1 =
UMIngnaeveuwny tneiisveziianlilesnin 2

2.2 ssuuiAIasuiTngUsTIIaNaUsEANEAINGS wuURt 2 §m3u Virtual Machine 31u9u

1 9n Tnedasdiandnuazianizdun Wiguwinvsaninetneiosdiail

221

222
2.2.3

224

225

2.2.6

2.2.7

finulsUszanananan (CPU) IuiuunuUsyanana (Core) litlounan 32 wnu

nan LLazzﬁmmL%faﬁ’ﬁgzymmﬁmﬁugmlﬁﬁaamf“u 3.2 GHz 97U 1 e

WhgAUIINaN (RAM) a5tin ECC DDR5 %3afnin litlounin 512 GB

il Solid State Disk (SSD) wuu NVME auiaai1uglidesndn 3 TB (Nauviing

Format) 41unuliidosnin 4 wihe

fidendeudesyuuiaietianieuanuuy QSFP28 firamss 100 GE Fruall

Uouna1 2 wosm wien Transceiver

figunsaidngluil (Power Supply) swaliteendt 1,300 W druaulitesnidn 2

aVeld

HlauesiadediiionansiusesnsatvayumanailnnuIenErannsouiul

wnansiusesnsatvayumanalialituimIngrdeveunnu tneidsvesianl

oenin 2

HlauesiAdouauareninIsnTIaduLaznouauatsanennAIunialeiues

dmsuiispeufiames $1uau 10 ansnnslden Swulidesndn 2 U lned

AnuaLRTuiReolul

2271 woWfuaf Endpoint Protection  anansnfasalduuszuuyfofnis
soluilsiduegration

22711 Microsoft Windows 8/8.1/10/11



22.1.2
22173

2274

2.2.1.5
22176

22.0.7

22178

2.2.17.9

227.1.2 Microsoft Windows Server
2012/2016/2019
22.17.1.3 MacOS 10/11/12
22.7.1.4 Ubuntu 12/13/14/16/18/20
A101309ANGUAILLANA1YBY Endpoint 161
AVNRENTURAAININTINNINTIITUABANAUNT DMANI TN AT
lwiuesfiintu (Dashboard)
mmaauawﬁayja Hostname, IP Address, OS Version LLaganiuy
Online/Offline 1384 Endpoint 1g1
&11130 Uninstall ag Restart/Reboot Endpoint Agent e
anunsalumsAunlldfesasdoiionsaziiogluins esnouianes
(Infected File Tracking #3® Threat Hunting)
a11130dan1sAeANAINAIYN Event wazdeAnAIusa Endpoint 1ngnIs
Fix 1139 Cleanup way Isolate 1@
mmiﬂumimmmm%mamﬁaLm%mﬂiwﬂﬂa (Remote Support
Control)
fnndnunglunsnsaseuhdaroufunes fal
2.2.79.1 ﬁg‘ULLU‘U Traditional Anti-Virus %3® Signature-based
130 Gene Analysis, Al-based, Behavioral L&y Cloud
based engine 38 Cloud Threat Intelligent ¢
22792  @wsoRanailunisnsiedeu (Scheduled Scan) M3
A599a0UTT (Real Time Scan) N1dslingIaaaULUY
Manual Scan %58 On Demand Scan tJufu
22793  danuauisalunisaunudeddng (Vulnerability Scan),
N1590¥e4n3 (Endpoint Patching) Wazn15gAYadln’
wuuLasiou (Hot Patching)
22794  a@wisansadeulwdussian Document, Script  uag
Compressed g1
22795  Aaudnuaizlun1snsiadu Web shell wag fileless attack
a
22796 mmimﬁa<1ﬁu;ﬂ%’mu&ﬂammﬁﬁfmuuazmsaammi
finda Endpoint 19w nstlestulnennsivunsianiu

Password AauUN1509nNLUSHNTUNTONITOIUNITANAI



2.2.8

2.2.1.9.7

227938
22799

2.2.79.10

2.2.79.11

2.2.79.12

2.2.79.13

HARSNTIsUNITATUANNITITIIY Application Tulp3as
NAnAs Agent g

IS [y

fnauanuaurlun1snmaduskazlesiu Ransomware g
fauainnsalunisdesiuuaznevausssadesanaiy
masnulsiuesdmiuiedesneniiamesildau (Endpoint
Protection and Response %38 Endpoint Detection
and Response)

A1190AUM Audit Log 39 Security log lag@a1u1sa
Avun Time range, Endpoint name #3e IP Address 1¢1
a1115008N3189UAEANAMNIILELUS (Security Report
30 Event Report) luguuuuaes PDF Iiilusgnsiles
A11150Y19Us WA v UNIl 1S UNITANTINT UL
navauBIsafennAIunIEIuleuas (Detection  and

£
v A

Response) Niun1inedulaoe Al

d
2.2.7.9.12.1 awnsodetdaya Security Log
2.27.9.12.2 @131905995UN1TV 191U LU
9nlULR (auto response) 19U Isolate Way
fix la

dlauesinesionalsiusesnisatuayuniamailnin

Y a

USengnannseuiuiienansiusasnisatuayuniamaile

Y

TnuuInedeveuknu nedlszeziailidesnin 2

4 ¥ [ s o YA 4
HIAUDIIANADLAUDTONAUITTEUUA1T0AY) AUTDYA (Backup  and

Replication) Ingfasiinaanuaizianiziun Wguwimsenanitegraioesiail

2.2.8.1

2282

2.2.8.3

2284

A131150U311159AN15NAUNA19Ee (Centralized console) WAUMLN

Ul

auN3ndn TR AUTELAUNSEUU VMware vSphere Uag Microsoft

Hyper-V lnglaidndunedinas Agent vuiAIoImNImBSIETloY

anansafaudeyaluseaulnduu Guest OS AldsruuliRnisUssian

Microsoft Windows, Linux, Solaris, BSD ez Mac 1o

aunsadsesarnAudeyaluseauneunfinduuuiaTasnauiames

wadiould Inelddndudosfings Agent FedpasesSunaundady oens

UoenanolUll Microsoft Active Directory, Microsoft SQL Server,

Oracle, Microsoft Exchange, Microsoft SharePoint ez PostgreSQL



2.2.8.5

2.2.8.6

2.2.8.7

2.2.8.8

2.2.89

2.2.8.10

2.2.8.11

2.2.8.12

2.2.8.13

mmiaﬁﬁaﬁayja Transaction Log %84 Microsoft SQL Server,
Archived Log 84 Oracle Database wag WAL ¥89 PostgreSQL ¢
Tnglaidosinga Agent Wiy
a1unsadsesiazAudayasrUUTIUTaYad1mIU SAP HANA, Oracle
RMAN wag Microsoft SQL Server fisihanusguuia3osnouiiaimasusl
PraiaiiounseunadosrauiamasuanenIn (Physical  server)
9

ansnsadsosariauteyaUssnvindursléi OFS uax NFS g
Fesanunsaiden Path fideanisdrsedls

a111500udn (Compression) fouansoanni1ug 19 oy

Y

(Deduplication) Yayanivinisdrseslamegeniuisssuud1seuass

A v Ql'

AUTRyanLaue

fimalulad WAN Acceleration fitaeiiinszansnmnisansleudoya
LLasamﬂ%mwmsﬁauﬂaﬁdqmu WAN Tun15%1 Backup Copy Job uag
Replication Job

ansngAunIesnouinmeiiliszuuuFiRng Microsoft Windows
Ay Linux ﬁa@ﬂugmwu Virtual %30 Physical lU§s Amazon EC2
Microsoft Azure wag Google Compute Engine fgganlIsszuu
drseuarfudeyaiitiausld
annsaanguvesgUnsaldaivdoya Jadudlfulnddeyadises
TnUszneusiegunsalinfiuteyasgraiesnilayanionnnii lae
n1sveneausaltaunsaldafivteyadisuseianld wazaiuise
Anaonvsedgynlidvoyadisesluds Object storage ol Lafu
Amazon S3, Microsoft Azure Blob Storage, Google Cloud Object
Storage, IBM Cloud Object Storage Wa¥ Wasabi Google Cloud
Object Storage

anusadrsesdeyaludigunsaldaiudeyaUssny Object Storage
Iolnense
annsadAuissnenfinmesiaiioui et ldaulduuuiudiiule
(Instant Recovery) Iasnsidaiadesnouiiamesiaiouaingunsal
”mﬁu%’a;&aﬁﬁ’mﬂ’]ﬁﬂu Backup repository %38 Backup storage

Funldale wavanunsagaundeuiuvanaiasesla



2.2.8.14

2.2.8.15

2.2.8.16

2.2.8.17

2.2.8.18

2.2.8.19

2.2.8.20

10

aunsafAusEUUgIUYaLaUN Microsoft SQL Server Uag Oracle Live
° v v v A v cu & v a o Yy a g
U ldnulduuuriuinulaangunsaldaivteyafvivminndu
Backup repository %38 Backup storage lag@@sd1u150viIN1581uU
a 4 %
wazdeutoyala
fAuaunsafilsunin Immutability 139 Immutable fis n1sUaeAY
Llilwddeyadisesfegluaunsaldmiutoyanldmusiuiugensiuas
izUUﬁﬂiaﬂLLazﬁﬁuﬁauﬂa (Backup Repository 38 Backup Storage)
gnuilunseaula laganunsaiimuaszeziialunisvin Immutability
a [ Y] a v
%39 Immutable I8 weadeeiuainudevievesdoyaann
Ransomware 38 malware 16 lagA1L@1115009NE1IABIEINT0
191UTUAY Linux Server, HPE StoreOnce, Amazon S3 Storage
ey Microsoft Azure Storage
anansaviiusiniurendwswouilifa Wievimsawnuteya new
nsfAulUldeuuusEuy Production lunsaiinuiae Malware #3oas
wlanUaeuduq lagaiusadenladn arunsadndunisgaulausly
aug e ildnuneineusiainTeYy wislienidnnisgau
ANU1T0M5I9@8UTRYAVBIAT DIABUNIADT LA DUV VMware
vSphere wag Microsoft HyperV  #lad1503?oyald (Recovery
verification) lawni1sd1assnisilaldsiuvuanininasuailou lng
ausanuansIatlunsageulauuusnlud® wonainilaed
AMUEINITOLUNITATIVADUAINY NA D3 BIUBY AT T AULE e
& ' ° ' ) ¢ s A o oA |
Wil LavaunsavingusmdugendwsLoun lsaioanuni il
Malware %38 Ransomware %30l LazsILT9A8IEI115099NTIBIU
BuanINAaNSYoINTIINUlE
aunsasessunisiinldnurenduwIssevud1sesuazg Audoyan
Puausla R33NI Multi-Factor Authentication

A & Al ! ¢ s ° v v dl
HLATBIUDN %jﬂmﬁ'ﬂﬁ]ﬁ@U'}qsﬁawmLL’JiiS‘Uania\TLLagf]’ﬂusﬂ @%a‘ﬂ

' '
aadaa

dnaveduldvinisdsandulumuuuimsujuaaaian (Best
practices) fuanuUasnsielned1adaainamisfiweseneg iuugii
vugondLTus ol

amsavidnuitona (Replication)  1A3 esmeufiameslaiiouuy

VMware vSphere Wag Microsoft Hyper-V TUgsaudnauiiunasdises



11

(Disaster recovery site) Waza1u15091 Failover tag Failback TEGR
Aaumesaliouls

2.2.8.21 ﬁém%mégnﬁmmmgwmwuu Open license Uselny Subscription
ATBUARNANTIUIL Workload  fifesnsdrsesteya (VMs  wie
Physical %58 VM Ui Cloud instance) 10 Workloads Wuanlailes
n112 4

2.2.8.22 Lﬂuwﬁmﬁm%%aWﬁLLﬁﬁagﬂuﬂq'm Leaders 93 Gartner Magic
Quadrant for Enterprise Backup and Recovery Software Solutions
Yaan

2.2.8.23 glauasnnesiionansiusesnsatuayuniamalinanuIemgnEn
wioufuenanssusesnsativayuniamailalviu

a % 1 a [ 1 =
UMIngnaeveuwny tnelisvegianlitesnin 2 U

2.3 ssuuiaIaslidngUsTatanalsEansaIngs uwuui 3 d19su Management 31u9u 1

¥n lngdaslinnanensianizdun Weuwivsedndtagatosdil

231

232
233

234

235

236

2.3.7

fivtheUszunananans (CPU) Sruruwnulszaiana (Core) litaanin 16 wnu
nan LLazzﬁmmL%faﬁ’ﬁgzymmﬁmﬁugmlﬁﬁaamf“u 3.0 GHz 97U 1 e
MAUTMAEN (RAM) 9ila ECC DDR4 vi3emnn Anugsiuliitdosndn 128 GB
il Solid State Disk (SSD) wuu NVME auiaai1uglidesndn 3 TB (Nauviing
Format) 41unuliidosnin 2 wihe
fidudeudesyuuiAietianisuanuuy QSFP28 firmmss 100 GE Fruall
Wouni 2 wesn wiow Transceiver
figunsaidngluil (Power Supply) swaliteendt 1,300 W druaulitesnidn 2
aVeld
HlauesiadesiionansiusesmsatvayunanaianuIengnianseauiull
wnansiusesnsatvayumanalialituimIngrdeveunnu tneidsvesianl
oenin 2
HlauasiadoauareniniinTadunaznavauesadsanaunsloiues
dmsuindosrenfinmed 1uau 1 ansnisldanu Snnulidesndn 2 U leed
AnuaLRTuiReolul
2371 woufuaf Endpoint Protection  anansnfadalduuszuuufofnig
soluilsiduegration

2.3.7.1.1 Microsoft Windows 8/8.1/10/11



2.3.17.2
2.3.17.3

2374

2.3.1.5
23.7.6

2.3.10.7

23178

2.3.7.9

12

237.1.2 Microsoft Windows Server
2012/2016/2019
23.7.13 MacOS 10/11/12
237.14 Ubuntu 12/13/14/16/18/20
A101309ANGUAILLANA1YBY Endpoint 161
AVNRENTURAAININTINNINTIITUABANAUNT DMANI TN AT
lwiuesfiintu (Dashboard)
mmaauawﬁayja Hostname, IP Address, OS Version laga@niuy
Online/Offline 1384 Endpoint 1g1
&11130 Uninstall ag Restart/Reboot Endpoint Agent e
anunsalumsAunlldfesasdoiionsaziiogluins esnouianes
(Infected File Tracking #3® Threat Hunting)
a1u13adan1sAeAnAINAIL Event wazdeAnAusia Endpoint 1ngnIs
Fix 1139 Cleanup way Isolate 1@
mmiﬂumimmmm%mamﬁaLm%mﬂiwﬂﬂa (Remote Support
Control)
fnndnunglunsnsaseuhdaroufunes fal
23.79.1 ﬁg‘ULLU‘U Traditional Anti-Virus %3® Signature-based
130 Gene Analysis, Al-based, Behavioral L&y Cloud
based engine 38 Cloud Threat Intelligent ¢
23792  @wsoRanailun1snsiedeu (Scheduled Scan) M3
A599a0UTT (Real Time Scan) N1dslingIaaaULUY
Manual Scan %58 On Demand Scan tJufu
23793  danuamisalunisaunudeddnd (Vulnerability Scan),
N1590¥e4n3 (Endpoint Patching) Wazn15gAYadln’
wuuLasiou (Hot Patching)
23794  a@wisansadeulwdussian Document, Script  uag
Compressed g1
23.7.95  daudnuaizlun1snsiadu Web shell wag fileless attack
a
23796 mmiaﬂaﬁusﬁ%’muﬁ’qmﬂmwi"mut,l,azmmamm's
finda Endpoint 19w nstlestulnennsivunsianiu

Password AauUN1509nNLUSHNTUNTONITOIUNITANAI
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HARSNTIsUNITATUANNITITIIY Application Tulp3as
NAnAs Agent g

IS [y

fnauanuaurlun1snmadusaslesiu Ransomware g
fauainnsalunisdesiuuaznevausssadesanaiy
masnulsiuesdmiuiedssneniiamesildau (Endpoint
Protection and Response %38 Endpoint Detection
and Response)

A1190AUM Audit Log 39 Security log lag@a1u1sa
Aun Time range, Endpoint name #3e IP Address g1
a1115008N3189UAEANAMNIILELUS (Security Report
30 Event Report) luguuuuaes POF Iiilusgnsiies
A11150Y19Us WA v UNIl 1S UNITANTINT UL

navauBIsafennAIunIEIuleuas (Detection  and

(%
Y v A

Response) fuminendeldfols dsil
2.3.7.9.12.1 awnsodetaya Security Log
2.3.7.9.12.2 @111509895UN1TVIIULUY

9nlULR (auto response) 19U Isolate Hay
fix 1@
dlauesinesionalsiusesnisatuayuniamailnin

Y a

USengnannseuiuiienansiusasnisatuayuniamaile
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4 ¥ [ s o YA 4
HIAUDIIANADLAUDTONAUITTEUUA1T0AY) AUTDYA (Backup  and

Replication) Ingfasiinaanuaizianiziun Wguwimsenanitegraioesiail

2.3.8.1

2.3.8.2

2383

2384

A131150U311159AN15NAUNA19Ee (Centralized console) WAUMLN

Ul

auN3ndn TR AUTELAUNSEUU VMware vSphere Uag Microsoft

Hyper-V lnglaidndunpsdinng Agent vuLAIIRBNRIABSIETDY

anansafaudeyaluseaulnduu Guest OS AldsruuliRnisUssian

Microsoft Windows, Linux, Solaris, BSD ez Mac 1o

aunsadsesarnAudeyaluseauneunfinduuuiaTasnauiames

wadiould Ineliddndudosfings Agent FedoasesSunaundndy oena

UoenanolUll Microsoft Active Directory, Microsoft SQL Server,

Oracle, Microsoft Exchange, Microsoft SharePoint ez PostgreSQL
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mmiaﬁﬁaﬁayja Transaction Log %84 Microsoft SQL Server,
Archived Log 84 Oracle Database wag WAL ¥89 PostgreSQL ¢
Tnglaidosinga Agent Wiy
a1unsadsesiazAudayasrUUTIUTaYad1mIU SAP HANA, Oracle
RMAN wag Microsoft SQL Server fishanusguuiaissnoniiaimasusl
PraiaiiounseunadosrauiamasuanenIn (Physical  server)
9

ansnsadsosariauteyaUssnvindursléi OFS uax NFS g
Fesanunsaiden Path fideanisdrsedls

a111500udn (Compression) Fouansoanni1ug 19 eu

Y

(Deduplication) Yayanivinisdrseslamegeniuisssuud1seuass

A v Ql'

AUTRyanLaue

fimalulad WAN Acceleration fitaeifinszansnmnisaneleudoya
LLasamﬂ%mwmsﬁauﬂaﬁdqmu WAN Tun15%1 Backup Copy Job uag
Replication Job

ansngauniesnouinnesildszuufuAnis Microsoft Windows
Ay Linux ﬁa@ﬂugmwu Virtual %30 Physical lU§s Amazon EC2
Microsoft Azure wag Google Compute Engine fgganlIsszuu
drseuarfudeyaiitiausld
annsaadunguvesgUnsaldaifudoya JaduiiAulnddeyadises
TnUszneusiegunsalinfiuteyasgraiesnilayanionnnii lae
n1sveneaunsaltaunsaldaiiutoyanislszianls wavaiunse
Anaonvsedgynlidvoyadisesluds Object storage ol Lafu
Amazon S3, Microsoft Azure Blob Storage, Google Cloud Object
Storage, IBM Cloud Object Storage Wa¥ Wasabi Google Cloud
Object Storage

anusadrsesdeyaludmunsaldaiuioyalsznm Object Storage
Iolnense
annsadAuissnenfinmesiaiioui et ldaulduuuiudiiule
(Instant Recovery) Iasnsidaiadesnoufiamesiaiiouaingunsal
”mﬁu%’a;&aﬁﬁ’mﬂ’]ﬁﬂu Backup repository %38 Backup storage

Funldale wavanunsagaundeuiuraiaiasesla
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ansadAuszuugueyauy Microsoft SQL Server wag Oracle Lile
vanlfaulduuusiuiiiilaangunsaidadvdeyadviminiidu
Backup repository %38 Backup storage lag@@sd1u150viIN1581uU
wazdeutoyala

flauanunsaiiieonin Immutability w38 Immutable fio nstlosiu
laililnédeyadsosieglugunsaiinifiuteyanldnusaudueenduas
izUUﬁﬂiaﬂLLazﬁﬁuﬁauﬂa (Backup Repository 38 Backup Storage)
gnuilunseaula laganunsaiimuaszeziialunisvin Immutability
wie Immutable 1 W edesiuAILLIAsmBY0IT0Y AN
Ransomware #30 malware b6 A8AINEI1TARINAIRDIAINTTD
191UTUAY Linux Server, HPE StoreOnce, Amazon S3 Storage
ey Microsoft Azure Storage
anunsovheusuiutenliuaueuiiata Wevinsaunudeya dewur
msflulfsuuszuu Production Tunsdlfinulae Malware v3ods
wdanUasuduq Tnsannsaidentdin arunsaddunsdaulduslsl
oygelldnunednideuseiniets vieliunidnnsiiu
A1150M599aUT 9y Av8 A3 DIABNNILMeS LA BuUY VMware
vSphere  Wwag Microsoft Hyper-V ﬁlﬁﬁﬁaﬁayjaﬁ (Recovery
verification) lagn1siiasanisidaldnuuuanimminaeuiaiou lng
anunsafmueamsnailunimageulduuuselui® uenanisosd
ANUAINTTAIUNITATIVEB VALY NA DIV BYad1dAuLdenne
v3oll waganunsavieuiuiurenintoudhimfoaunumiing
Malware %38 Ransomware %38l wazsIAWBIE1N1T0RONTIBIY
ileuanssadwsvesnsvinaule
annsnsesiunsiildnurenduisssuudrsesuazdAudeyad

Jausls AedTNsenin Multi-Factor Authentication
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dnaveduldvinisdsd ndulunuuuima fORTH A7 an (Best
practices) fuanuUasnsielned1adaainamisfiweseneg iuugii
vugondLTus ol

amnsaidnuiteya (Replication)  1A3 esmeufiameslaiiouuy

VMware vSphere Wag Microsoft Hyper-V TUgsaudnauiiunasdises
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(Disaster recovery site) Waza 115091 Failover tag Failback TEGR
Aaumesaliouls

ﬁﬁ“uﬁwégﬂéfam’lmgﬁm&wu Open license Usglan Subscription
ATBUARNANTIUIL Workload  fifesnsdrsesteya (VMs  wie
Physical %38 VM uu Cloud instance) laidaanin 1 Workloads 1Ju
nanlitipenin 2 U

Dundndnsivenduaifioglungy Leaders w84 Gartner  Magic
Quadrant for Enterprise Backup and Recovery Software Solutions
Yaan
HlauesIAfesiiionalsiusesmsatvayuniunadanuIenguan

wyaunudenanssusesnisadvanuniunadalvny
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