vouwnrassins N LAz dauLsuiluiAIa RN N TIAIUNY
gunsaldanudaya uazszuuuimsiansiietes UszanUeuuseana 2568

1. anaduan

STUUULAZIEUUA TAUINAA1SY 189 3. Waliiuiniseddelilenaen 24 42lus fideya
wazgfldudnnunn deihnusguudssneiamesisidnsuazgunsaldniutoyad s, T6deam
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2. IngUszaA

dielisruuaukasssuuaITaumaAnieg vas Wy, liusnisegsneiiiesnasn 24 Falus
Tnefinnusndudestvrgsdnuiiniesnsufinmesusidie gunsaldmAvioya szuuinies
AaNIweTwideIailaw (VMware) seuugugusianu (Microsoft Active Directory) seuudseddoya
szudlviuinisdeya (File Server) szuvasmnedidnnsetind (Microsoft Exchange) wagszuudue
fedos Bitlenamdesliudnsedwioidesmasniia

3. puantAvasdiudaiaus

3.1 1ANANTMINNG VNG

32 ldduypraduazans

33 liegseniadnfanis

3.4 lifuyaratsegseninsgnssiunmstutelauevievidyafumienuvesiglitiam
iesnugiilirunasinsysyifiunansuiiRnuvesiseneumsmussideuiisguusiinns
NsEnsIMIAdILanNTiUsENARBuns lusEUUAT et sauwAvaInsuTydnans
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fdan1s nssumaddans fuims gRsslumsduiunulufanisvesifiyaeatude

36 fanautiuazliiidnuuedosiunuiiauenssunisulevienisdng edndneuas
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3.7 Wulfyeeadiiondniuisnuiivssmasameisusznmesadidnmseiinddangn

38 liduginausslovidswdudvddudeiauoeduiiidrdudoiausliuinissallii
YudITULitsTmAlng o Judseniauszninsimddnnseiind vieldidudnsgvinisdudu
msfnrenisudstuegradusssnlunisussmesaddnmsoindael

39 lhdudldsuendnduionnuduiudserufaslivestumalne uus Sgunavesiu
Toausldiimddiaasiendviuasauduiuguiny
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nsdifidemnasseninegidnsandn Auuslvfitrsudselasendadugidrsuingn
Amsudtudeddianuresidriudmdnnefsuiuanuredimshuiiitudeaue
dmivdennassninsfidrsndn Alildsmueliidrsmdneladugidrsmdman
HiinmfnaeasdodiauautBasuiumuioulsidmusliluenasidyviu
nsdiifennasszninegidnsindn dmusliinisueuninegidniiudselaonds
Hufudelausluumfanssnd msdudeiaussananlidesdimisdessusiung
dmiudennassgninagidngaudn Aldlemvuelifidnsamdmeladuddudeiaus
Hiinwiynaeardesasaneietelunisdensusunaliifidnsnimnelaneniadugiudoaus
Tuuufianissinen
311 fButeiauedosnmedoulussuudndodadrsniaigdaedidnnsednd (Electronic
Government Procurement : e - GP) %aﬂﬂiuﬁw%ﬂaﬂﬂ
3.12 ffutoiausdesfiyadignivesianisidulumuieulade 1.1 - 1.2 veandsde
Angnssun1Tiladsdymnisindedninauaznisuinsianniasy nsudydnats daudian
AnA(N2) 0405.2/2124 astuil 1 Turaw 2566 3ea wuaeUFURluMsIsesansUTRUAN

doyaaznisimunnuaRvesiidnsiudeiaus
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U395 Feuuy wily sruunouianesulyiy uazszuudus MAeIveiuaudned 1w
Lyivernin 5 ¥ duisiundudeiauetssnmasiadidnnseing

4. [Houlvwazdanivuanily

a1 fBudeiuedosd Call Center 3o Website Feldidugommeiuudstapmeine floraiietuls
Aduvesuesduageion
12 fiuteiausdeslidminfifidaudduszuuneuianesusding sruuiadets sEuy
oNfimes v eaiion seUUUfURNT (Windows/Linux) uazanmsgIu 1SO27001 levhwiiiigua
1h393nw ATIvdeU uarlinnigiaun anudesivilisyuuvidegunsalinag dades Tngidmiind
Fadlisulususes (Certificate) ¢eid
4.2.1 Microsoft Certified: Windows Server Hybrid Administrator Associate 9819108 2 Al
4.2.2 Microsoft Certified: Identity and Access Administrator Associate 981918 2 AL
4.2.3 Cisco Certified Network Professional (CCNP) ag19ilae 1 Al
4.2.4 Cisco Certified Network Associate (CCNA) ag13ues 1 Ay

Tae318n13 4.2.1 - 4.2.4 awsaiuyraaiieiuld laglususesimuafinariunidu
Aosdilivuneny a JunButaruelazazfowuudiulususes (Certificate) Anam luiundutalaus

LY

4.3 fudoiausardondudldfunisudsdaduiunusmiteasliuinnisty
gunsalsvuy fail
4.3.1 Rack Server, Network Switch &V DELL (made 5.1.1.1, 5.1.3.1)
4.3.2 Rack Server uag Storage Server 8%e HP (mude 5.1.12, 5.1.2.1)
4.3.3 Rack Server 8o Lenovo (Aaie 5.1.1.4, 5.1.1.5)
4.3.4 Storage Ve HITACHI (rarfia 5.1.2.7, 5.1.2.8) f
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PnEudavsefmwnuImiglulsemelng lnediauesimagdesdlionasiusensiasy
msauayuniumaliafissyamedmsulassnsiiniy Weatsenuiiulaliiumisenuineg
lasunsatiuayusimunsingeiny wagsmumeianngudnvsefumdminglulssmalne danatd

4.4  nssldsrenmslaranainvsennvauludiuvestonvualag dewalianudnediesnuiay
gounwLiluiaiesneufmosutitng gunsaldnfiuteya wasssuuuimsdamsiiieades Uszdd
suUszana 2568 liamnsavilsmuenudesnisves s, Wielumnusuiinreuvesiuindides
fidumsifielinssmumudoamsi svly. eimuald IngliAnldaredulafiuba

5. YAULYUAYBIIUIN
51 Usnwiaiesreuiinnesuitne gunsalszuudniudeyawuunieuen seuu aunsel

JEUUIASRUIUFRANTTRYARALRUNTRIRBAIY Aall
51.1 Asesnauiiweskivieniougunsalseaiu

5.1.1.1 Rack Server %o DELL U PowerEdge R740 11U 2 YA
(Auddayadses)

5.1.1.2 Rack Server 8% HP §u DL380 (G10) $1uu 2 90
(38U Virtual Desktop Infrastructure (VDI))

5.1.1.3 Rack Server o Dell 3U PowerEdge R640 (HCI) U 3 U9
(3¥UU Enterprise Resource Planning (ERP))

5.1.1.4 Rack Server %8 Lenovo S;u ThinkSystem SR630 U 7 9
(S8UU Big Data)

5.1.1.5 Rack Server §%8 Lenovo U ThinkSystem SR650 11U 3 YA
(5¥UV Big Data)

5.1.1.6 gunsal Monitor 8% HP §u $340C U 2 YA

512 gunsalszuvdaivdeyasuunieusnniougunsainenu

5.1.2.1 %0 HP Ju 3PAR8400 F1uu 1 90
(Fugvayandn)

5.1.2.2 8%e DELL u SC9000 F1uu 1 90
(@uaﬁuauawaﬂ)

5.1.2.3 %0 DELL u SC420 F1uu 1 90
(@uéﬁﬁagamﬁﬂ gunsalsiadu SC9000)

5.1.2.4 8%s DELL Ju SC5020 U 1 YA
(@u Jdoyadies)

5.1.2.5 8@ DELL Ju SCv3020 U 1 9
(S Virtual Desktop Infrastructure (VDI))

5.1.2.6 %0 Dell EMC ME4012 F1u 1 90
(3¥UU Enterprise Resource Planning (ERP))

5.1.2.7 %0 HITACHI $u G200 F1uu 1 90
(FudnauiIneInan)

5.1.2.8 %o HITACHI $u G10 F1uI 2 90
(sruvinfuenansdidanseiindiiuiasevie (HCP Anywhere))

5.1.2.9 %o DELL u SC400 F1uu 1 90

(Fuddoundnse’)
Y Y
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5.1.3 gunsalszuuiAsegdeastoyadmiuinTosmauiinnesivng

5.1.3.1 gunsal Network Switch 8% DELL Ju 53124 U 2 YA
5.1.3.2 gunsal Network Switch 8va DELL Ju S4048 FIUIW 2 YA
5.1.3.3 gUnsal SAN Switch 8%e DELL §u Brocade 6505 U 3 YA

5.1.3.4 guUnsal SAN Switch 8%e DELL §u Connectrix DS-65058  §1uau 1 49
5.1.4 szuuuImsdanmisuavdisesteyadifsy
5.1.4.1 szuudmiudamsdrsesuaziauteya (Veritas NetBackup)
5.1.4.2 szuuiudeyanginssunsldaulng (Veritas Data Insight)
5.1.5 3¥UU Active Directory/DNS/DHCP/ADFS
5.1.6 syuvanvanedidnnsedind (Microsoft Exchange Server 2013)
5.1.7 s¥UU NTP
518 syuuUsmsian1slug (File Server) wavan
51.9 ¥UUUIMIIANITVeIaUnIal External Storage Mute 5.1.2
5.1.10 SEUUUSMSIANISTENALIS Antivirus (Kaspersky Security Center)
5.1.11 syuudniulenansdiannsetindw1uiaiavie (HCP Anywhere)
5.1.12 syuumsuimesiaiion Virtual Desktop Infrastructure (VDI)
5.1.13 52UUUIMIIANIT9UNTAl BYOD VMware Workspace One
5.1.14 S2UUUTNNTINNIT Log (SIEM)
5.1.15 sguuuanInas1891U loT Dashboard ¥8958UudnU Big Data
5.2 davuazdodvinislirunelusouthysinumssuulargUnsainai 1 Tneflengmsldonu
Litfosndn 1 fisnems il
5.2.1 Virtual Desktop Infrastructure (VDI) (subscription) 72U 30 YN
5.2.2 VMware Workspace One (BYOD) (subscription on premise %38 Cloud) 91171 1,000 YA
5.2.3 $3UUUIMTINNTT Log (SIEM) (ArcSight Logger Standard) 972U 1,000 EPS
5.2.4 dvismsldauvessruuumaminensesdns (ERP) fail

5.2.4.1 =oWAws Microsoft Windows Server MU 9 License
5.2.4.2 wendws Microsoft Windows Server (CAL) 71UU 80 user
5.2.43 «oWAwIs Microsoft SQL Server LUy Enterprise Core 911U 4 (9
5.2.4.4 VMware vCenter Server U 1 90
5.2.4.5 VMware vSphere U 3 YA
5.2.4.6 VMware VSAN 1 3 YA
5.2.4.7 VMware NSX Data Center Advanced U 3 Y0

5.2.5 soAvisNslda (License) vasszuudnnisdisesuaziudoya (Veritas NetBackup)
A9 5.1.4

5.2.6 woNAwITTEULIAMNI8BIEANTEINE (Microsoft Exchange Server) §1%5uUsguU
Mail Gateway 911U 1 9n

5.2.7 dodansn1sl991u Line Official Account Manager WUUS1840U (Package Pro +
Premium ID) Wileatfuayunsuftinu naonengdaan

A
A
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5.2.8 fioAn3n15l997u (License) ssuumnda 5.1 7 sviu. THeuey mngudnnio
a1 HAR nFefunusmiisvesudnlulszinalng Tnsniseednilisiuianisdesiy
N13USMI5IANTIEUU (013)

53 damuuan1singesnwIuuy Preventive Maintenance (PM) §3ugn15Us¥ninsien (§5U319)
Aat1393nITULLALUNTAIR197 agnetias il

531 iefewmenfimesiiteuaveUnsalszuudnfiudoyauuunmeusnniougunsalsenu
aude 5.1.1 - 5.1.3
5.3.1.1 yhmsgadunasiinihanuazeiniinie
5.3.1.2 %7713 Backup mwaaummgﬂéf@waﬁ Configuration
5.3.1.3 asnvaounsidoudeaslil anednanmeiie
53.1.4 A399@UNMIINNUYDY OS, Memory, CPU, Interfaces, Power Supply Wudu
5.3.1.5 AT19dUANINANTYINIUYeS Hard disk
5.3.1.6 A33a@UN1IMMUA Policy AUANNTSIdaY
5.3.1.7 n319a0u il finka UuUss Software sneq vesgunsallviduilagiiu
5.3.1.8 n329@0UN1599d4 Syslog llAvuugunsaldniu Log Tiluluedns
seiilos (dni)

532 @WdKIT ITUUAITAUVA STUVIIUANE ANU9 5.1.4 - 5.1.14

53.2.1 #599d0UANYNABIYBY Configuration (1)

5322 asaouilaidunyihnuvesszuuil v, Sududeddnu

5.3.2.3 avndsunmsdousioaslil anedmaimeineg @)

5.3.2.4 @T19@0UN1TY191UUBY OS, Memory, CPU, Interfaces, Power Supply
Dugiu (603

5.3.2.5 ATIRABUANINNNTYINUYDY Hard Disk (813)

53.2.6 #vaaUNMIimua Policy muANNIldum1eg

53.2.7 M539@0UNIBITUVDY Firmware U8I5¥UULAL/1309UNTAl MIANUI
fnestulni Wnsrnaeuanudiiuresssuuuag/visgunsalnauadunsusulsmestuina

5.3.3 SYUULAAINATIEU l0T Dashboard U945 UUNU Big Data @398 5.1.15

5.3.3.1 svaadeunslinusneg viavun Wianugnies uazauysal

5.3.3.2 ATIVHBUANIULNN59191UY84 loT Dashboard

5333 nadnsawuingunsel loT demevdeldmsbiliiommiounsd fiuia
wdesiulunsdsugunsnigelel viedudnlvainuil svl. Wsdunisdamlily wasasdes
annsafassneluandsoliiiuainsalfanldung

534 3uinsdesdadadmiii g fauganuamisadiundidunisesaaoy
Urgeinuluiunazinaniinisves sviu. (Juduns fa Juans 11a1%in1s 08.00 - 17.00 1.) %38
udusifunaziiail s fvua (Qunsditldannsaduiunsluiusaznaiyhnisle)

535 wdanifFuinsldvinnisasisasunaziizanwinuudaznauudiiass
fsudsistarhasnuenarsagUnanisngaaoukariisinussuy Tudgunsaiine anun
wieuridlidaiauouuy Fudlatlapm uasfesdaliifunuiidaudussivsraumsallunsguassuy
Aoufialmosuaidng sruueietedeastoya sruvatiuayunsviaigg vesquinenfianes
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Ussuiloviaue nenuagUnamInsaaouaringesnlyl s, %UVI?WUWQﬂﬂ%Jﬂ el 10 Juvihnis
viomurunad s, fwvun sadsiesdaviluasedidruilmenuaza danamde fedgiude
desduenansenuluguuuulildaiaiauysaldsldsunseonsunieusuudloudran swu.
ey 40 Fuinnis ﬁué’faLwii’uqmﬁ']aﬁLﬁﬁwmm"’]Lﬁumim’maauLLazﬂwqa%'ﬂwﬂuLwiamm

53.6 mude 534 - 535 §5udedoliviledeud el suu. nswduarednvaldnus
armthbideendt 5 dwinis Ingliauedonnenssunisnsiasuian

537 fiudndeninadisesdoyaiiludiues System uay Configuration Ay
wardauddyresgunsaluazszuutianan () lasdesdnfuteyadinan asuiiufl Cloud
Storage ATl W, fvuA AesaUNITUNTISNI TR EndmSoNfuTBNUaTUNaN1IATI9FDY
wazt1geinunszuy aufvgunaaiingg anua mude 5.3.5 lunsUssguusazadedne

538 mstigednwiniude 5.1 fseunanisliuinisvissinwsuau 4 ade
mnlusgninsiiiulasansiianudniudealdsuuvasiuuasnaainuauauildiausl s,
Fsuhadesdinisdouddinsudrminduaednualdnes deufisiuiidvunegisiios 5 Yushnns
InglilausrionnznssunisnTiasuian

54 dammuanistzainwiwuy Corrective Maintenance (CM)

541 nmeluszernaiidmualimudorinuni fuinnasweniuussiuaiudign
unniesniedatesesguninl/sruy vanuelude 5.1 nngunsal/szuu Trgaunniende
Liannsaldnuldtmuaniouduisan sy, awuddidfudrwhnsudledeuwenniods
gUnsnifitrsnunwsosiuldnaen 24 $2lus n1sfias LLf’flsuszjamLLezmmaLUa&JuaUmmmﬂmﬂ,mﬂu
fagiianarnisandulaves sy, uslieaifien I@EJNiU*’\]N"\]“G]EN"\]@ﬂWJL"\]’IMUWWHJWNEJL‘?IEITU’]EU
wiissaunsaifunsrudeduibunsnely 2 Sl Fudaudiad s Lowdenugign
unnsesligFudrammunainsdwst Insdwiadoud wieannuedidnnsednd (E-mail) leyniu
Liduiunganazdosiiiunmsudly desummieasugunsalliudiasaannsaldoulddulnda
Fadunelu 24 Falusfuudnad sriv. IWidsenudigaunnsesting il Tusswianaudle
gouuny f3uinsazdosdamaunsallmunzansldnaunmuiielst sws. ansaufRnuldede
seilles lngoglvanietaggunsalidiunltlunsdeuusuily vielildidunisiias sieditun
Wasulilndty awdesfinuautfldmnivendu nsdinmsdsutangunsalliflml Yangunsaiify
wdeadureslminliinegnldausnneu wagliduveadniv

542 mnfiuindianansoudly deuuenndeiUdsugunsalmeluszeznandidmunld
Tr9sinlel v, fansagFuiemedulididunisunuauniinsdenueuudly viewasugunsal
aSadu Tngldvilisrernainssulssiuduanas LLaum‘ummaaLﬂumaaﬂﬂﬂﬂmmwaﬂﬂiﬂﬁﬂgu
Tnoarlddefiintu svu. agsineanainarireniodudug Atednelduiiuas v, Likeuen
anuansusedile

543 f3uinedesiamiounivug viouimsu-dadmind swu. lunsujoiau
uanamuil emsdeunsuudluieBsuuamunaniuenanuiinnass anuil Wil s, Sose
Feilfsuistesfuiiaveualitemuniiatussnnafumeing

544 nsdinsududesiifiunsudlvdouneuuondisiuuasinavinnisves s, f5uine
FOIENITOUITIS N UG DU TNAUN I UILUA AT M’%@Lsi’hmﬂ'm%’ﬂm TR R D

nandt svia. fviuale
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55 lunsdld swa. TnsUfudss WA suudamselondwgunsal saudansuduunds
Configuration #1149 9 Y835¥ULLaraUnIal Mmude 5.1 weludaunes Hardware uag Software
Wieltgunsalfandnanansaviausmdussuudu 9 Miferdomiegunsalil sy, Fanunlnl
Tuswanlédu svly. annsadeselviiudsdndsiiununiodminfififanug aruaunsodian
Fniuns o anuiinndald Tneudsiumslnsdnd Insdwiiedoud wie E-mail lénniuimsves
3. wazgFuinsesdndefinauvdarimiidandudunisaielu 15 fu Taeduaniudl s,
widlFFUE ey wiemuTunaginad slu. fivua wieurasdaviununisdudunuivaiay
msUssfiumuidesiionaifiety nanseufiotaninty UALUINIINTT U oN AR AUDRANAINF19)
sudununeaoudewdunduiuns sedielinmsdndunudiiagaaluldded fsuiados
Uszanusmuazamuiuguinsmeduiifeidesie

56 lunsdlil s, fenudududes In/ln sruunargunsalfieglude 5.1 ufimsmaaeu
uumsiAuszuy §iuisesdafivnunterd i didiundiiunisennada sl sviu. fvue

5.7 f3uisdesdaliiifunuvdeidmihiifinnandsmng qua idusnwuazudltym
masumadafuidmihfifiquaszuuves s Mumalnsdmi Insdwsiadoudl E-mail wazyn
ﬁmmwmuiummamﬁlmlm . mmimawa‘lwwmwmawmmmammmmumm
ey L.mmmmumiw 1l aeluTwihmsinly vseuuas L’Jmmw sy, Mvuala

58 Qi‘ummauwmww (Hard Disk) 19U Rack Server %@ DELL U PowerEdge R740
MU 5.1.1.1 vunlidtesndn 10 TB (usable) siayn awi RAID angluseutisednussuuuas
gunsalnnd 1

5.9 fiuinsdessuiiunisfinds Hard Disk 7 i, feglifugunsnidaiiviaya HP
3par 8400 Ao 5.1.2.1 meluseuthgsdnunszsuuuazgunsalnail 1

5.10 fFuinededldans License mude 526 wleduiumsuivussszuvanmnedidnnseing
(Microsoft Exchange Version 2013) i 5¥iyl. Tdueg iy mude 5.1.6 Wdugu (Version) Jagdu
meluseuthusinwssuulaggunsalngi 1

5.11 §3uiededddans License mudo 5.2.2 itesduiunisiuusassuuuimsdinmsgunsal
BYOD VIMiware Workspace One 71 i3, Tdnuegiiiu mude 5.1.13 MNNTYNNUULTEUU On Premise
Wunshauuuszuu Cloud Meluseuthgsdnunssuuuasgunsainaeii 2

5.12 f5udniesdamszuundsdaymnisldaumalulagansauna (Help Desk) Tnefidos
¥191uLUsEUY Cloud 911U 1 53Uy Feaunsasesiugldaldlitosndt 10 viw anely
sevthysinwszuuuazgUnsninadl 1 seiffuinafesuiunmsindrdeyaanssuuudatiym
Find sl Wewegidrszuulmifidamn Wudiadaneluseutigsinwsyuuuasgunsalonni 2

5.13 mumwaaf\mimmiﬂiﬂmLsamu (Kickoff Meeting) el 15 fwhnns uummmum
mmaﬂuamm Aovmnudlasasiausununtssfiva saviadosdssedodfndendn
JAnsodses Wz iU TR nioumneiavinsdnt nsdwiindoudl wag E-mail Address
yniimswdsuadusinsidulasens fiuiedesindadeudali sy, nsudumednuaisns
Tnei5adian ngliiauesienaiznssumsnsiasuiian

5.14 ndsanndigFuialdidninimsraeunaziigesnunuseunandidivun {3uinados
INFATIBITUNDNITNTINAOU U195 FOUWTULA UTEUUARNTILABS WYY SEuvATiualUNIS
¥19UA9 9 uazlenasdug A eates luguuuy Digital Fllemmmiml,ﬁ”lfuﬂﬁuﬂsﬂm
W .docx, xisx tudu Imamaqﬁml,ﬂusuauamﬂan aquuuy Cloud Storage gt sy, Avun
LAUOHEAMYNTINNTNTIATUNED) Tngswendediseas 1BUAATEUAGUAIL

% }A. ascall /5.14.1 a3y..



5.14.1 a3Unan13nI@euLaz i NYITEUUABNTILMGS SEUUATIUAYENITINaIUAIN
Adulumuieulade 5.3
5.14.2 Yayan1s Backup System & Configuration ﬁﬁﬁLﬁuLLazﬁ’lﬁﬁg YDITEUUMAEaUNTA]
5.14.3 srwaunsinladymaige ViLﬁ@%uw%fammeLLaﬁ%miLLﬁlm{jmmﬁaﬂdn
5.15 ApuseuvigainuszuuLazgunsalnmil 3 guirsdesdnliifivanuifianuiuay
fiuszaunsalifiovinslinngissuunouiiamed szuuiaievisdeasioya warssuvativayy
nsvuresaudaenfinmesuan s, fldaulutiegdu lnedesasunanisiinszindousa
Tifaiauanuzielfifuunmidunisuugssuulintedu waesessumslfolueunenlfosiad
Usgansam Tnedesdnvinanisiasisiuasdeiauouussieg (Ju Digital File Aianunsowdily
Uuugsléitu docx, xlsx, vsdx udu Tnedsdaiiudoyaandnn asuuiind Cloud Storage
pufl sul. fwua ielaueeamynIsuMIRTINSUTER WiouTisdesdalidinsUszyuiieasna
uazlitoiaueauuzuiiivthigauaszuu sufuuaznand sws. fvun
5.16 §¥udsazdosdaynainsdudiunuidisinnisitneususuaiiuiiunsUasnis
a15auwmaA (Information Security Awareness) 98191Usy 1 AU dieadennunsentniluivay
mumulsnemsdnwauiiuasasnsovesszuumelulaBasaumna wasdunoulfifves s,
5.17 msUfuen (Configuration) wiemsasuutasala 9 AReiugUnsainieszuumute 5.1
suifleannainanuinuniiviennudeinisves v, §3uivdesdaiauseazieavesnns
sdusiluusiazads neliuansdoyafifsadostunsduiiumu wu aungvietiads anugdeu
uazmdansUsuAwvdsidsundasen Sumanfisiduns sudsiidumsidusisien udwddlsd
sy, nsruduanednualdnes a1elu 5 Awihnis wdsainnisadunusduass lngliauesde
AENIIUNITNTIVTUIER)

5.18 {¥udadesdiiunmafsaduanuiunsasadosumaluladansauma Tnguiulge
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w1 ulsuigpnuiuasUasndvansaume (Information security policy)

wuIURUR

1.

% °

Jaldnmsiumagmumuieusudsaleueanusiuasasnde uasuuuFoATatuayunsinusis

oatioslay 1 ads Inefinrsanaintladeniandi e

11 nagndnisailunuyedsddns

12 doyangmne sudeu detsdusing q Adesfifnm

13 msvfugalenemnusiunsasnfodniulanly

14 wamsUszdiunnudsuasinuanandes

15 wansudadeulassyuuieaiunsyngalulifiinun

16  navesnsaasudeyanisUndedlud (Patch) dwduszuusing 9 Tudiiiuan

1.7 msdniuagdedyanungesnwssuukazgunsaling o

18 unumsesuUsIIIFuANsuAsaen Ay sy ldesmiamsaannunsymin

19 wamsveaaeuLudAuludiun

110 Foyafeanausng q Mnsiinduluofinuasdagiu sutfeanauildsuudanuemy
euen

111 wamInseasumsujiiammlsuisanuiunsasnislnegnsnaounieluvielnognsiaaey
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IngUIzeen
= deliildeudilafeunum wihdewiuinvey sateunsdienu senitenisiienu arduganie
Wasuwlamsinenu aaenunszuindafoanauuazdamitisifestuanutiuasuasadoves
svumaluladarsaumeaiioanninudsssuiinanniselue n1sdelns nasldauszuumalulad
asaumaiaingUirasAuazanuianainlunsu U dse1adsmansenuniovinly vl
AnALdEIY
{Surnvau
" unemsihemaluladansauma geemsiieninennsyara §8wismsie/din fituguanuid
Myhmnuneuen
31989

" ywaed 3 AnuduasUasnsiudmiuuaaing (Organization of information security)

WIAT 4 NMTUIMIIANTNINGEU (Asset management)

" yuedl 9 AnuduasUaensiudmiunsieasteya (Communications security)

wuIURUR

1.

n1saseaudiuaslaenienaun1591991u (Prior to employment) LiloARATIUARINTABUNILLUIAN

UURMU Lagiieanmudss91nnsufuRnuianatn n15elue n1sUasunlal wazn1siiseuy

ansaunavsendnensansaunaves sy, Wldlumeitlimansay sunaielvgldaundilalundan

AUTURAYDUVDINULDY

1.1

1.2

NInsRaUAMALURTeIalAT (Screening)

dren3nennsyana vieihe/diin fifuguauiiinnsiidmiisnunsusndensaaey

AuantAvesaiag (lansdimshadunineu gnine myhiomienuneusniiteufoRauli

s¥u. T dAntnAneiinew) Tnedadasdeslinenseyinfiangrans sudey Fedsdy vie

W3u593w TamldfivseTAlunsyngn udle iane wielasnssudoyalussuumalulad

asaumAfoy wasdauauiAnwd suly. fuus

nnstmuaiioulunnsd1aeu (Terms and conditions of employment) n1sindslsidideula

nsteedliinseunquludesiwielud

121 fsusmiieusuRaveusuausiunsasnfodumsaunasg 1l uaednualsnus
(Information security roles and responsibilities) wngldnu lngimualiaenndes
fuulennemnusiunsasnssvssszuumaluladansauaves suy.

122 smusalrinisasuinludygyrirazlallameaiiuduves sWu. (Non-Disclosure

Agreement: NDA)



1.23

1.24

sruumalulafasaumafiaoieiannlnogldnulussnimsindefioduduning
V09 I,

Avuarauiinvounieunading magldsnwliufoRnuulouiemsinuanusiung
Uaoafuvasszuumalulafarsauna sus. 5999 ngvane ey detadu wie

ToMmUADU 9 MABITRIAUATSNEIANLLUATUaRRABYRITEUUWMALUlAE A TaULNA

nsasennuduasUasndeluszningni1991997u (During employment) [ioa319AUA Tz UUALA

Aldnuneriudenifgtesiunmsujifnuamsauma suddianuiielviansalesiudednanle

21

22

23

24

WM NMSUSMsIMIMeuanuLiuasUasnis (Management responsibilities)

HUTMNS 9. ynseavtuiintfadvayuiasdauatuisesieialud uigldoy

2.11

212
2.13

Ussmeulonnemsnveasiunsaen s uansaumemes s, uanedmuaidnuslvivnau
SunsusasUURnu
yilaligldauuftinuuloviensinuanusiuasasnfesuasaumnayes sy,
afemnunsgnindennusiunsasndsuasaumaiieadesiunifinrmiuinvey

YDINULDILLAZUDY TN,

msadeanuasenn nshianud usenmiseusuiuanuiuasaeadeliunglden (information

security awareness, education and training) MsaseANAsErniuNMSnwANNNUAUaen Y

2819&LEND

221

222

223

Hauaszuudeaiuieufoanaiy uazdeslnifidinanssnusenuiiunsUasafoves
sruumaluladasaumannglinuiiieades venanddoudafeulildnuiue
sesinsrTenmandssng q wu hifareufuned wmalianisnasnaenisdainen (Social
engineering) Lagdoslninamnaia Wusu

9. Fesdnlunisiinevsy wieussudusiusiioainannunszninduausiuns
Uaensevessruumallagansaumenis idaulusedmnd

Ay, doaudeldaulimsu Wellnswasuulamloursmssnwinnusiunsasnse

ATAUNAYDY T, TINVBTUIENaNIZNUINNSUABULUAIRINE

nsudanansallaiund

Alfnuspaudamnnisalldunfidumnalulagarsaumaninusiugeaned sy, fvualaedifian

ASAMAUAUNEINY

24.1

ANUSURANIUNYMINY

ulsusuazuuiUfinlunssnwanuiuasasadeduasaunadllldnolmanans
yangranefivilgldenuiiiauiagliufoamuuloneuaswnufolunmssnmmissiueg
Uasafuansaua uazdldunnaduseniiadlisuiumsla g mengranese s Sl
UftRnussdeuil uiegndlsfmumndldnunssyhmaasidianiensevhiiamanleuns

waznujuRlumsshwanuiuasaendvarsaune e1aluanuianiaiveuasdume



24.2

A a

Tignadlnwmaddels svu. ldfidrusuiaveudenmsavlianinddunislayarfinain

nsldszuunsuiames

M siasaninenseinin

Jldnuiinsgsinanuiia dvm. szfingaudnsnsldaunareraduanuiinmaite wie

AnuAan NI Agates

1) winew/gnisiduvieasdnulovensinwmusiuasuaondevesszuumellad
ansaumA svhL. dosgnaslnumansyuIunImateves sy Sudengreneiifeides

2)  mihenueuendingziinuie %ﬁimwmuﬁszqiﬂuﬁ@mﬁaQmﬂﬂaau?m'é

N5l sawdaidunsaungrEnene1tes

nsauanvison1siUaEUwUAINITIY (Termination and change of employment)

Wafruantifausuiinveullieduanrsoldsunlain1sdnenu Feswludensauninddunas

A1508ANBUANT LUNNTIIND

3.1

3.2

3.3

MIRANTAUGANT ORI ULUAINTINNY

3.1.1

dreninensyaraisandslithemalulagansaunansiuiuimnnidnauiinisalsen
Tonéne nBea edeTin Werheweluladansaumneyldnsndeuwazuimsinnisans
Tunsinfsszuumaluladasaumea

dre/didn Adrfuguanuiiinisindrmiisnunsuen Fosudelidomalulad
a’rﬁaummiwﬁumuﬂsiﬁﬁ{{%’u%’ﬁamauaﬂguqmé’iyzyﬁﬂw%aﬁmisml,aﬂé’igiyﬁ'm
deld dnn. asrsaeunisldussuvatsaumanazoenaoudnslunisidiiessuy
ANSEUNAUDY T,

MsAuAUNSNEVa 53,

v

(%

HauasEuUdamsRaauivesunAudumIndves sy, 1ndldau Wemsduasvsenisiasuuuas

AU

MInennauaANSlUNISIND

331
3.3.2

333

Hauaszuudosnenaoudvslunad-feesldnu dedugaviewdeuutansineny
MMsoenneuAns s EmnesNds nanieam (Physical) wazn1emssne (Logical)
U Neyua Unsuanenu Unsusedidagldau uardnydglden Judu
Tunsdlfgldnufiduandodsumamsin SmsliaBdldmusuiu (Shared user ID)

v v W 14

fuglfanudu gUshutyndealdeusiaduiuindndugariolfsuwiamnisiney
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WA 7 Anusiuastasnienisnieninuazaninuwinasi (Physical and environmental security)

wuaUfUA

1.

o
o

AUATEUU Aedeenuuy wazfnnsgunsalvsessuuaiuayy (Facilities) iedesiuanuiuaslaonsiy

9

e e

AuMenN W gunsaliumas ssuudsediniin isesiulaliiih ssuuuueinmiAkazaIuANANNTY
sEuUWauA: uagdedinsinzeinwegadase
AuaszuURasRantgUnsalasaumaluguin (Rack) vidoanuiniiainuiuasasniouaziinslnton

Y 9

eXp eXp

Auaszuy feainslesiuaandanldiensdearsviseansln Slndinsansudayayia (Interception)

a

visellmudemeaiieiu leasfonfuanaindeiuvietesanevsemaiuaneiiduniasnsoanmsidnag
wegliiifuanerinuiuiinddddesesisay sawaeadadoansuazanslwiihdosuonaniulaed
SzogiaTiTay

mstruaUsnaiifinsshwanuiuatasn S

fuafufivesszuuimalulafansaumang 4 sgnamnzay Wedunsithsets muay mssvea
siunsuaonisangililisueygn swstlosfumnudsmeay o fenaietuld Tneudwenusnaiug

THnuszuuweluladansaumasandu

o
a o

a1 udviheru (Working area) mnefls WuiRnsaiesrouiamesduyanauaznenfianofnnmi
Usgdldzingu
42 fuiidaiudeyaneufiumes (Data storage area) vaneis Aufirudvostoya (Data center)
srIuRuNsLiioan 81A13 danud
51 dwundvisvesgldnuuagmissnumeusnlunsidisanud Tneuvsuenld il
511 fouaszuudesiinuadnsungldauifansidn - oen uagdnuatisszeznaniifians
Tumsidn - senuasiiuildaussuumeliladasaumaogadaian
512  Wwthilsnwenuvasnsds (5Un.) axdedimienuneusnyieyanameusnuantng
fannsnszyfanuresyanatu q feudisenaisues s, 1wy Srsussdauszevu

Tuougndul WWusu udrduiindeyatnsluayatuiinvisesyuuauasaune



5.2

513  wmhesnumeueniindesesesindasiinse (Visitor) ssqaiianansadiulidaaunasaiia
flaglu . wazAutnggAnse (Visitor) fousenaIneAIsves T,

514 Wmihiisnwanuvasnds (Un.) desmsieasuiiinsie gunsal nouasansendiayn
Tuiinvisesyuuasaumnalignsas

fauaszuu desmuaumadi - senftufifaiutoyaneufiames (Data storage area) lalliglaidand

\ddald TnfuuaiiufinisdaevaudiuastuiinisinisuvieUsenougunasiansaumna

(Unpack Area) ﬂ'auﬂ’wLﬁwﬁuﬁﬁﬂLﬁU%’agaﬂauﬁama% (Data storage area) WagfoIAIUANNIT

i - pen LlevAnABIN S TesTUUMsAUMALaz TeyamsaumAlag lailFSuoya e TasuFoR

ANUTURBUN Y. ANUA
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WIAT 4 NTUIMTINNIINSNEAU (Asset management)

wuIURUR

1.

wihfienusuRinveusensngauaisaumea (Responsibility for assets)

11 Wweslayauazgguassuy feesiuiudnvidydninddu/meilouningdau (Asset inventory)
waznumunsfounindauegnaleslas 1 ad viedlefinswdsuudadidtod

12 Wwesdeyauazdguaszuy deeszyidivemindauasaumannsionis esuinveugua
AnusiunsUaansuansaumanasniasenygnsldny

£ [%

13 Wnesdeyauasguaszuy FesSendunindaumsaumaioduanvioifeuntaimsineny

14 fdnudeddmingduasaumeaves . ogasziinsg Ty uadldifeufoReuves s, wihy
suvdofiRmungmng sudeu fetadu wazulvune ves vl

MIfuunUsznTamIndduansauma (Asset classification)

21 Wnesleyauasiguaszuy FessuunUssamyingdumutunoudl sy, fsua uasnuvaums
Fuundsnanednaasiiame

22 Eweroyaussipuaszuu desdeitedonsndaumamumn (Labelng Widamu wiouidaiilinnsns
guanisieriiuataenasaumaTidenndasiuUssammIng Aunse AUt uedud i,
Avun

nsdnnsdetuiindeya (Media handling)

31 Wiwesteya fauasyuu uasdlinudesmuaunisidnusardnfiudetudinuuuasaviasonias
fuisesaenfiamosle (Removable media) mud sy, fviun

v o= Y

32 Wvedeya Hauaszuu wazgldnudesiatedeyadidglugunsaldetuiinteys uiludeya

Y

Mutunoud sy, dvue taeldanansadrudeyanduinladnieuazindngunsaifnainse
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Aeunvreygnligauthaunsaitululdnuseiiieesiuldlviinsidrdstoyanddyla lng

A o o= v '

fasusmaianeteyauudeduiinteyausiazUszinn Aadl

Y

Usziandatuiintaya Wihane
ATEANY Tunlgmsainangenans
Flash Drive 1) v‘hmasﬁa;ﬂauu Flash Drive muunsgiu

DOD5220.22M ¥aIN5ENFHNAMUENTFaREM
Fulumsdewivdeyaiiuvaissou
2) W yuviseunlidenie

Wiy CD/DVD TiuaIeiAsoinaeLenans
Wy ey unseualidemenseninans
ginfan 1) vhanedeyauusnsafianmusmsgIl

DOD5220.22M Up4NT¥NT 1N NENITFOETN

Fadumsadewivteyanuraleseu

2) TEvuviseualidene

Wivestoya fauasyuy uaedldnu dedmstesriudetuiindeyalidaiuieyamsaumea Tunsdl

Y

1% =

nfnsedeudreatasiunisdnielagldlasuaugia gninluldnuiaingussasd sauds
Jestudeduiintoyalalilasuanudems lnesnwiauvasadeaisaumaniutunoun sy,

ANNUA
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WeAIuANMIIAM Wawn uarrssshwssuuansauna lnisivuauasnmsnssnwianuduag

Unondy wetaaiurnuiianain gayvne wazsmsasuwdasuilussuy
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LY

WUl
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AUATIUY
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vnan 10 lassasansdovn mswann waen1sungssnwnsyuuansauma (System acquisition, development
and maintenance)

WY 11 Anudunusiumisauneuen (Supplier relationships)

wuIURUR

1.

AUy Aespuaulvidnsimusdennasazanuiuiaveuiingitesiuanudeswiuauiua

Unoadvansaunaasludyaiudiiusnisaeuen Inglinseunqusiuiiaguinaiene

Y

C YY) v

Wudyrresmurdlyivennas (Sign off) newEuldausyuuase (Production) 3eneusy Go live

e eXp

Auaszuy AernvindeimunlagsrufansmuguauiuasUaeniun 1w saumAnaena et uuleuy
wazhuUfURAuANiuntaenfpansEumATEDIANT W A5 skuulasndeluniswaunlusunsuany
1105574 OWASP (Open Web Application Security Project) Top 10 #381195§1% CWE (Common

Weakness Enumeration) Top 25 M%ammgmﬁﬂam%ﬂumﬂa

[V =3

AuaszuufeseanuuulasEnIsinIessuunulasiaueUsAudysuiuveuneulsy Go Live

A o
= « a a

AUATEUU ABalin1seanLuUsSTUULBnTIvdaudayaiiazSulidueundindu Joyailiinainnis

e eX¢

' v
v = = o Y

Uszanana waztayaiogseninanisussaiana ensamuazlesiumnuligndesiiintuiudeya

u

v

Wi ndeAuTdu (Buffer overflows) nsldudsiiaussinn uadedlunasnislesiunianiunu
ANHAIMAITENININ1TUSEINARA (Rollback)
Hauasruusiosdinmanmuaumadifauasmununmafeunlanieutlsruunudunoud v, fwvuaiile
muqmamwuﬁﬁm?’fu

Jauaszuudssirinliiimsidsuutadla 9 sdewemsiuasildau (Software package) Insiasuudas
s uduminy UAYAIUANYN naidsundasesnadunamuduneud s, fvua

o
2 1w

AUaTEUUARIINAANTSNRY Source code halaamegniianswmintu

e X

@JLL@S%UU%J%’@VT’I Source code review LlavdaianaIAnIedRaUnARarUSUUTY Source code

TdAn



10.

11.

12.

13.

14.

15.

16.

17.

18.
19.

20.

21.

22.

23.

13

AALATZUUABIATUANNITINAS Source code HutRInIsidiuntUaandouazidutomien suu.
mvualrldanuingy

I3 1

guaszuudesadedeyadiuyana (Data Masking) TativegluszuuuasaunafIgisnisi

X2

N/ UGN

o w ¥

AouaszuURoLanideyaveslinueg1sianu wu nstatedeyadAnveldau (Sensitive data

masking) tUugiu
nsflvesuoundindunldiuiiugunsaliafoun (Mobile device) Widguaszuusniums Ml

o w

131 Undamineidlegaueundindu (Application blurring) LﬁaammmL?%mﬁﬁi’iagamﬂzyﬁuaq {lduay
$ilva

132 Yednsdminensndeusnisineuaundndy (Application permission) Uuqﬂﬂiiﬁm?{auﬁ
vosglinuniniisniu uardinssvrunsmuniunisvednsiulssdniletestunisaziingns
Anududivosyldau

Aauaszuudinsnupudeyaiithanldlumsvaaeusyuy (Test data) agrammnza Taglsihdoyaasen

nadeu nssidudeddtoyasseaslasveugndeyasinidvesnauiiuildau wagvianedeya

oEaEaANAITURauT T viun

Hauaszuuivalenszuuasaumadmiunsiau naaey wagldnuiieenantuiieannnandes

Annnadsuuasszuuasaumelaglild Suoyam wasdosinistmuedvdniaddesuuansaumnead

fann veseu vielinuase Mssuuasaumall ussnsufuusudlussuuasaumaiy

AuaszuuRainsiutunsun1saaeusruvasaumanauinlulduase Midlunsaluiuuseseuy

e

ansaumARNLazN SR STUUATAUINALY
fauaszuufosiamesensuafuussuuasaumailiuinig (Production) maduneudl sy, fsun
uasniiadvmsRadereniiftelisruuasaumerng q faugniesnsuduuazinidetie
puaszuUSaseensua ST lias dadvavsinfadunssuasaumailiuins (Production)

Y

e

waszuudsemiugualiig Suis Jifnudyayivietennamisiiuinsiszyll lneaseunquis

e e @
fZa0)]

|
o

AuaNuuaUaenYEsaUNe LLasmiﬂﬁﬂ’ﬁmu{?umauﬁLﬁ'ms’u’awm 9 91 59 fvuald
Aauaszuy Fosfinm psvaeuT eI ietufinnsliuinsvesyaravievisnumeuenitliinisun
whenumudygidieguaiiae

fauaszuy dosqualimingauasaumaldfumstisainyuasdenusuniuaudiomis suagasd
nstuinUseiansvihnuiauni nMstseinm LLaSﬂﬂiﬁﬁauLL‘quﬂﬂiiﬁﬁu 7 g1saIAND
Houaszuvasdedavodimvesuuasaumeni seiuanuguussussivingd (Gitical uaeseFuANLFULSS
sedfuga (High) iavmnrauthluldanuaia (Production) si¥eriouidy Go live Inslamzszuuiliuinig
Hasetnedumeditn (ntermet facing) warsvuufianuddsenisadurues su.
Hauasruudesfiorsandontd Version wes Software fafl
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23.1 sl Software WRaanlglunsInmusaimuIsE UL 8689 INaN1SASIAE0 UYL ILATHANTS
VAABULINZITZUUNIUTENOUNSRANTANAAENNesTuTes Software dae wiotestulylviAn
FodlwiiusadieannszanlunsUngesluiiug

23.2 nsaldu Software Alsiaetinrldanlidonld Software nosduaran
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Wemuauuazdeaiunsidnie n1sasd uaznsuiluszuvansaumaves s, Inglalldsueyyn
{Surnvau
" dauassuy
" wereya
"l
31989119537
" el 5 MsAuANNEdd (Access control)
" yaedl 8 Anuuataenfudmnsunssiiuaiu (Operations security)
" yunadi 9 mwmﬁumﬂaaﬂﬁaﬁm%’umﬁami“ﬁaga (Communications security)
wuaUfUA
1. msmuaunsiifiassuuansauna (Access control)
11 Weesdeyauazdauaszuu destamdudmuadvslumsinfeszuuansaumna (Authorization matri)
fmnzauuazasaadesiunthiianufuinvouesilisu uaznumuiledinsvasundas
1.2 Wweeyauariguaszuy fesTiuiuiivunsyaiumseydd (Authorization level) nMsidndiasyuuy
walulagansaumne
13 Wwedeyauaviguaszuu desdalitimsudsusnmihiiainuiuiinvey (Segregation of duties) Tu
msdfsszuumaluladansaumeeg nawsnzay Wy fmsuduenvinfissrnensudemsszainng
dhfauagniseydPnsidnde sy
14 nadlvesweundieduiilinusugunsaiindoudl (Mobile device) fauassuuasufji weil
1.4.1 111'6)1,;iymiﬁqﬂﬂ‘iiﬁmﬁ'auﬁﬁw’iwuﬂﬁﬂam’ﬁé"laﬁﬂ (Obsolete operating system) LUlE U
weUnaLedy viavmneyqwlildusmsldmstiinnsnssesiuiiieanmnded s, axlé3y
safsannansenusedldaumumumIzay Wy Mafinasnstususinu Wus
142 ldeugwligunsalfifinisuduusamsdrdassuuufiiinig (rooted/ailbroken) iildau
ueUndiadu Wieanmundesiglivszasdfamnsadnideyaddyvosltonuazaziia
vievanidesnnsmsmasnmansiunsasaden s, Awunly
143 lioyaaligldanldueundiadunesdudining s, fuun dieliueundinduiinig

SnwimnuiuasUasnddulununinsgiuves swa.
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1.10 ¥vesdoyaiaziauaseuy feslinsaeuniuanslunisidifsssvumaluladaisaunaotng

alwaue wieunadineeudvddlenumiudnsiligndewnudvsiunmsidngs (Authorization matrix)

miu%miﬁmm3ﬂm%’15wawﬂ%’mu (User access management)

Tiinsmununsamadowdldnu nsusmsianissiaiiu msuwsmsdanisdrsnisldamussuumalulad

ansaunNA Wagn1snunIuansSNsIintave it

2.1 m’ﬁawuﬁﬂuiﬂ%}ﬂ’lu (User registration)

2.11
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HauaszuudesuImsiamsuazmuaNdadderlten (Usemame) Tliinsldandadde
fldanudniu il Tudiuveswiinau/gndne svu. Wiwusdefldu (Usemame) anu
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Wvestoyarealufeysifinisairstaddldnutingn (Temporary user) wazsiosdnin

1 v I Ao &
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2.2 MIVIMTINNIIRaRIU (User password management)
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Yy
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Y

e

AuaszuufssmuualiiinsBuduiinuwuunatedade (Multi-Factor Authentication)
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3)  flfudeszuy (System account) TiIsanuasusiasunuA WA
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e

wasEUUResdnlrEnIIAIuAN AR UBE 1 TNIA
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e
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e
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23

2.2.11 auaszuudesmuualiglduinis ldsiarusgadunslasndy dsil

18

[

nstwaUnawmTunall
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swasudesliidudiiaaanldde 1wy disglunauiynsy Je-uwana
SuifloutiAn fieg vidowueslnsdmst iy

ivsuliuAsusiariu edtueg fuauadinslalumsdsusiariu uassuy

Assossumsasusianulunsddng o awisnsivasnsy

nsdluaundwnduildnuriuginsalnfaui (Mobile device)

1)

2)

Arvuasian1ulaeld PIN code wSosWan1undudou (PIN/Password
complexity) Tnansel PIN code Aaslasianu 6 nantuld
LideAulviasusanu vedvueyiuauadaslalunisiwfsusianu wag

szuUAessessunmsildsusiannulunsdlang o meisnsivasnde

2.2.12 douaszuukazglteusedddsiariiuegauasnsdy Al

1)

2)

5)

Fostmuasiasiuiliamsanmnildie Wy dieglunauynsy “querty”
“abcde” “12345” Fo-uwana YuieuliAn fieg vioiveslnsdmi Wusu
Aesldldnusianulaenssuiumadildnuleedaludd laun n1simuaei
“Remember Password” 1Jusiu

Foafusianuliidunuduianzyana Liameligdusunsu uadl
faisvianindudnvaz o 1wy Ranisiar el aumay s
#oslailiva TP efldsmuazsiarusiufudiugdu wiiyddedldnuazlssy
mssygnnidesdedldauyanatuin
FoadAsundassiarudlefimsudaieuninszuy vieasdoirsiaiuaiilng

UARAADY

MIUTIMIVMIAVT (Privilege management)
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Wasuulasdns wasnisnumudnsvesdldiueganduaednualdngs

232 dmuednsiunzauiudldnunuanuinduiaraensdasivniianusvinveuuas

v @ va = a a £ a a £ 14
FaiudseR (Log) MIawmzileu nsidinaeudns wazniswisunlasansvesldnu

233 W1vesleyauaviguaszuy Aesdnliinisaivguuazdrdadanslunisidaussuuny

Ay dulunsidauvingu
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)
3)
)

s,
¢

avislunisas1adeya (Create)

s,
¢

avslunisenudeyanseisunateya (READ)

o,

a a

avslunisusuugatoya (Modify / Update)

avislunisauteya (Delete)
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5)  avdlumsueumnednslunissiiunisun (Assign)

6) avslumsiusesanugniesasuiuvesieya (Approve/Authenticate)

7 liffans
Wrvesdeyauaziguassuudondudeydanisliandideitrisansaunaniaszuy
weluladansaumele 9 eghaduarednwaldnes
Wiwestoyauazguaszuu desdrindugldanuiivivi i dudlranstudldnulides
flapmnueavsnzay
W1veIteYAkATHARATEUY AasdninTrerianisidaussuuinaluladansaunaves
¥, uivtheuneueniidiufoRausuiu sy,
dwestoyauardauaszuy deadaliiinisnennouriendsundasdvimainfieiui e
Flénundon Wasuuamihfiauiuiiarey Wasuudainisinsau vielifininy
Sululunsldnuszuumelulagasauwme

guasTuudesaunsessiumsldnuansvewldeiuniuszuy (Default user) Tunsalitdl

ey

AnuIdudesldaudesinrunsianiuegesiuasUaonsiy

nMsnumudnsnisiingaveldan (Review of user access rights)

24.1

24.2

WveslayanazEnuasru Aesinsasunudnsnisidnfieesldaussuuidle snu. d
msdsuwdasszuuinalulagansaunavielasasnieains

Anuaszuu Aesdimsasumuayssiumsltnud i ldamun bilaldamuiu 180 Tu ynngldamu
Aosnsnavnldnuazfosdududnuli dvm. nsu il syezanfldlalduve sl
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Y

3. mytesiugunialiilififaua waznismuaumshindunindasaumaddgylilunnlivaenss

3.1

3.2

nstlesiiugunsalnlififgua (Unattended user equipment)

3.1.1

3.13
3.14

douaszuusosdnlifiinmsnisdmiutesfuszuuneuiinmes ssuuirdetiedeansioy
wagszuuwmaluladaisaumnd lnensiinuaaA1ueeszuu (Configuration) Tiidin1sden
iheedmiugunsalfilsifininsugua viedengunsniogiaue
Jldunazmissnunieuen Fesdenniiaesnludfdlelifinisldauszuumalulad
asaumATes S, Auszeznafifivue nedesinwiee (Screen saver) §alusl
vdsnilifinsltnueesfiamesiuszeznannumii 15 il flfnuasmienumeusnay
Tsusslsidedinmsldsiariuiignies

fldnusios Log out senmniatesresfiamesiledirnusndudiosasiineiomoniiomes
Jldsmdosdostuldlgduldaunsal Wu ndesiivia ta3esdiuitonans ndesauny

wenanstaglilasuousnye

s

mim‘Uﬂ:u’?iuw%f‘wE?miaumﬂLLazmﬂ%jmu%UUﬂamﬁ’JLmai (Clear desk and clear screen control)

3.2.1

322

Y Aaa @ ]

AR udnnderimsliiiySur sreulumn uase T MsSU - dawind viewmaned - een

Fudeseeaniinsyuureuiiames (Log out) viuil Weduludesaseiislaeliiifaua



20
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324 gldnudenitenaiseendniesesfiuiviufinfiuiauad

NSAIUANNTINEUATEUY (Network access control)

Tdnsauaunsidauuinmsesedie Minuaunsiigadimnudmivdldnunegneusn sy, ms

muRLMsiglimugUnsalumeietie mstesiuwesn (Pord) Ml¥dmiunmadeuwasUTULASTYUU N3

WUIKENLAIRYNY (Segregation in networks) BE1MANZAN N1IATUANNITIBUABNIUNATEVIY UAYNIT

ATUANNISIVUALEUNNUULATEUNY

4.1

4.2

4.3

4.4

4.5

4.6

AMTMUUSNNSATNY (Use of network services)

[ £

411  HOUATEUUABIATUANNSIHELNTUNUNITEUULIATRY BdBa15TaYa (Network diagram)

s3delaseasng IP address ¥o5vUU Uaziipgunsalansaumeawignlilasuaygynvie

WgueUen

412  fpuaszsuudiosmununslifnuszuuienedomsieya Wetesiunsidiifeszuueiote
domnsteyauazinsvessruuiaieriedeastoyalaglaildFuoygn

413  fuassuudesmunumadensioriotnameuen wieltnudumesiln Ssoradudesmals

miguAsuenidIfsasaumnansaszuumalulagasaumaves sy, lnedilasy
UM
4.14  gldnudewdnnudszasalunisveldnuuinmsiesetioun dvv. waganansaldusnis
w3atnglivaannlasunseydiiain wnm. uaa
415 o dedildszuuiaietnedeanstoyaiieduromdumsiangszuy (Hacking wiens
aunuadlmivessyuulnedlisuau e
msfigatsmmeslinuiieg mousn sw. (User authentication for extemal connections)
Hauaszuudestmualiiin13igaufInuN1uIEUU Active directory 984 sy, fouauy1ali
dauilognieusn s, Whldauedetionasszuvasaumnaves s,
ﬂ’l'ﬁﬁqﬁ]ﬂ@f’mu%ﬂqﬂﬂimﬂuiwuLﬂ%ﬁ]‘tngamﬁamﬂa (Equipment identification in networks)
Hauaszuudesimunlitimsfigadiuesgunsafluszuuiaietnedeansioya leud msnsraaeu
MAC address
mstestunesaiilddmiunsinaeunazuunseseuu (Remote diagnostic and configuration port
protection)
Hauaszuudessziuuimsuaznese (Port) Alifinnudndudeddduundesnoufiamesuie

aunsalASeTNe

]
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l}uJQLLaix‘U‘Uﬁlaﬂamﬁg\‘i’iwumaﬁﬁmmmﬂ‘gﬂ (Instrusion prevention system/ instrusion detection
system) U093 UULATEVY

NTLULNLATOUY (Segregation in networks)

4.6.1  HAuATTUUARIIAMAINISHUIMENIATEY IR INNGNYR LY visenduvassruumAlulad

a1sauwe Weauaunslidnuluusiasinevisgesag 1amunza lngiansnnanay
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4.6.2

4.6.3
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foanslunisiinfateya seAuaud1AyveItoya SIUTINITHIITAUIAIUTIAY
UsyAvBnm uasnansenunsnuaTsasnfodeelul
1) ietneiteygalidndannmeusnuagiietneildnegly s,
2) n3et1sueundindu (Application) Aflarudrfyfuindetnedu q Al
ANEIARY RN
3) iesededmIuLAsesliiuInig (Server farm) Aui3etnsvesdlday aasiinng
Andagunsnifianunsoutaneniadotnsld 1wy Firewall 3e Switch flamunsn
WUs VLAN 1o iJusiu
Hauaszuutzimmadunauueietefidunn Wedinmsdhfeszerlnalulameiedete
firumiyii

ey

f
ALATEUUABIAIAT (Configuration) aUnTaliATetne wu Firewall w38 Router $ilvianansn
UImsdansanneuenesetiels duusilunsilanidudsiesldsuniseuynainggua

EUUWINTY

m'ﬁmuqmm%awiawLﬂ%mha (Network connection control)

471

4.7.2

Hauaszuudesiriamsldauaietsveslinulunsioudofuiniotisves . wWu
Router 3a Firewall tusiu wiousiafndaszuuaunuiitondunsosdoyadisu - 41 1oy
Web filtering, E-mail filtering \Judu iievhlinsdeuseiiniudasase
Hauaszuudasinia Frewall ssviaipotnees swu. fuietianisuen el n1sfass
Firewall fasfinnsnniFossasielud

1) msdeefiun1sasnasanateuen desgaimuslildidunisiiiag First tier

'
0%

frewall fiflanusiunsdasndoiiiadesfunindduaisaumeaves sy, uaz
Tnssasitugruiiaruddyanmaddaildlésueyge

2) Firewall fosszyianunazfigavinuvesldaunouiiazliansnnsdif
Suwesivla (Interface) Wion15UM3IANIS Firewall

3)  Firewall Hosharnlifss Sty Bglfnundanniinuneeuiiondigszull
duga 5 af mssnidnnsssiudesdudunslng s

4 llougwnliigaudinurun1aBumesivg (nterface) 11330135 Firewall 311
sveylna (Remote)

5 gildunisuauminen dvn. winjuiiiandfesiddsunisiedduni

Uaoanauy Firewall

6) Firewall fosstaliufinmmmsaiduanusiunsuannsie
7)  Firewall Fadléunisaeuvnu nagey wagmsiadous e Lawe
8) Firewall fosgnuimsdnmsriumenisinsedoansitiimsidisiia
9) doslarinsuazwesn (Port) Alusnududesliuu Firewall
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Firewall Uszanveniuag (Software) fesinfeuuiniosneuiinaeiuignouen
RNl

Firewall Apsa1unsadesiuaiiesarnni1siaui@ DOS (Denial of service) 1o
981918 Ping, Sweeps 138 TCP SYN Floods tHudu
#odldnesturesmonduas (Software) Firewall uagszuudfuAnisiidiives
Handaudslinsatuayu

daua Firewall fesinnudeyaveslniangliuinis (Vendor) tlesunsnu
$17813 115 Upgrade uazumind (Patch) sy wazdesindausind (Patch)

& S A v
NVUANLAYIVD

4.7.3 ﬁauawuuﬁm@m@fﬂ Firewall 1iawuawen Zone Miiin1sts DMZ (Demilitarized zone)

TnefINaNsLserasa Ul

1)

2)
3)

\3esneNiumesuavelviuinisiiudumediin 1w FTP, Email, Web uag
External DNS server 1{usu ﬁaﬂamﬁg@ﬂu DMZ
madhdsnnszeglnadesigaudnaud Firewall wiesuuimsieglu DMZ
DNS Servers fadliaynnlifinisuaniuasulsu (Zone transfers) Luusiiivg

Fudu

4.8 MIAIUANMIAMUALTUNINULLATEYIY (Network routing control)

HAkasEUUABIAIUANNTISAMUAEUIULAS et e i ulaiinsWeudainesnauiames

wazn1stradeuvesasaunavuasedie lnsdnalnlun1snsiaaeufieguateniasiuniaves

nsfeusia Wy n1sAuALlag Firewall 38 Proxy usiu

NsAUANNITINTSEUUUURNNS (Operating system access control)

¢

lfinsAruaunsifessuuudinisegreiuaslasnds N13AUANNITIEYLAEIaUAINUYDY

[
aaa

Ald9u n1smIvAusEuuUIMsianissiadiy nmsmuaunsidaulusunsudssinngiaa (System

utilities) N13AIVANNISTNUALIAINTTITUTEULIALUlA g TAUIA KAaTAIUANNITIINATEELLIAINTT

WWRUADTTUUNALLL AT A TEUMNA

51 YupeulfuRlumsitniessuusgiaiunslasnss (Secure log-on procedures)

511  Hauwaszuy desdnlvlinisaiuaunisidifsssuuliinisedisiunivaendelag

1%
[

JunpumMIingsruudeslnmedeyaneltussuulvides naniievanifedldeunldles

FuauIN FVUABUNIT Log-on ABINRNTAN Aall

1) mnnszuaumsdngssuulidnsa ssuusedliiuanideyavesssuuiousuniiaduy

(Application) ﬁwmuagj

2)  sruuspanlarIiaugldnuinainsadldnuaTesreNiiimesimame gl

avowinuu

3) winnsguIunsdngsyuulidnia seuusesliuanideyaiiaiunsoseydinuves

SYUU WU 159189 NY a0 UNAedTEuy visatainsaimauiiwes vy Wusu
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4)  szuudetliuanslonnuidamamnveansidigsruulidnsa wu likanstonnui
Undfldaniin vise saruin Jusiu

5) thadhgszuunndydfldnudiuyanatiisifuainniimis Session Tuszuu
Wiy

6) sruudesirfnsuafidumamesmdngaruuiilidise wasdosiiansandeuly
soluil
(M) madutiufinnanisdngszuueiidsauasbiduse

Q) MNTTELIATUNSWN MaUsTUUASIse LY

(v)
(M) msFansidousio
@) mauansomuifiouiivinesvesipuassuuiiefinadrgdsruuiusuiunds
fidinls
7 ssuudauanstu e lumadhgssuuiidisaluadideu nieuststuinduauade
fnengundlaidisatusinadngssuuiidusdluaditeunesdldnu

8) szuusedlidesiaruuuy Clear text Huszuuledotiedeansioya

9) fauaszuudesimunswiuadaivenlnldsiaiuinlaliiu 5
nsszywazigauinuveldau (User identification and authentication)
Fauaszu desdalvigldnuiivadgldauvesusazyanaiiieldfigaddinulunisidifeszuy
waluladansauma wazdesldszuumaluladarsawnaiasddinugldaulunisidnbs
s3UUUUANTS Iner1ussUy Active directory %se Lightweight Derectory Access Protocol
(LDAP) ynads wieutstufindoyanisidnd
nslfulusunsuussameian (Use of system utilities)

Houaszuu desmunumsldemlusunsnsuinngfiaauusyuuni¥anuasa (Production system) #iail
53.1 fesdnidydlusunsulsenmgfian (System utilities) Nwldanu

v
aaa

532  mnuaanusuiayeulun1sldlusunsudsenngias (System utilities) Wiags1en1s
st etaaunarieaslifiistemauiiiofioujua

533 Ifinsfigeddanu uasdmuadnslunisldaulvsunsssnng fidfangnguauid
i fifuRnveu

534  fnstufinugnisal (Log) msldaulusunsudsunngfian wasdesaauniuanggua
szuveathaaiame

535  fowhmafinoouniessiulusunsusziamgianildsuiu

nsvEaaINsidnuUsTUAITaUImNA (Session time-out)

541 fuaszuudiastisua Session time-out vesszuumaluladansaumedlsifl msldnuniely
syezaan 15 W17l Wil drszuuiilianansodaniaidenseuvusaludf@ls tuuelild
Tsunsuinwthaefidedldsiarinuniermusliiinisdenuiioe

502 fguasruy wasdldon Feadsenldilusunsuinuiefidasldsiaiiudmiuinias

Y Y

ABNTIIADTAIUYAAS LATBIADUNIADTUUUNNNT LaztATaInRUNIABTulYY Tiadl
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55  A1591NASEELLIANNISaNRasEUUANSAUWA (Limitation of connection time)

£ £

551 fuaszuy desidnszeznalunindousessuuasaumadifianuddags Tnedos
Asszegnaidndulunssummsiidummagsia lou dvualidldemildlugaanm
yn5989 Tl 08.00 1. — 17.00 U wasdensaiieldnuldndoyliifu 3 dlug
552 fldaw mnfimmsduieddauuennaiitwusdemeoysfnndswusapmitu
6. nMsmuauNERdUsknsIUsEendwavansaumna (Application and information access control)
Tinsdriansidideansaume uazmsuonszvumaluladasaumaiiauddgygsliluudnud
AIUALLANTE
6.1 MsAANsnfsansaume (information access restriction)
6.1.1 Wwesteyauaziguassuudosimunansnisididaungldnumiidndudedslunis
UFtRnu TnensliavsdesinsuiluFestselud
1) msddnllildiaudon (Options) Alalssusygm
)
)

AM3IANTS109 Command Line

N

3)  miamadndseyauaeilaidunsidnuveseundiedy (Application) flaiferdsatu
i finnusuiiavey
1) msdinszsuanslunsdnidlng wu sruedaden W
5 N15AIVANNITLANTIY N15Redeya N15UNTLARRNINTEUVANTAUNA (YU
191 1Jusiu
6.1.2 1¥vesdeyauaziguaszuy msivualiiszuuasaumasosiunisimundnslunis
Wndanuungula
6.2 MIUBNTTUUASAUMAT 8N 35UmIL (Sensitive system isolation) Tisanszyiusienungsilve) viiesvuy
AfenudAgseniieauy Fosndumseeid
6.21 Wvesteyauazguaszuy uonszuudshienissuniuesnainseuudy 9 uarAIUAL
annnasuesszuulagianiy lawn szuu File sharing S¥UUANTAUMANIINITIEUY
uagszuy Active directory Tnaninialdfagunsainoufinnosuazdeasiadouiiuaznis
UfuRnuanneuenasdng (Mobile computing and teleworking)
622 fauaszuuiesnmunugunsalnoufinnesuazgunsailadoufivaznsujiauain
AeuenMEy (Mobile computing and teleworking) fiigndasfiuszuusang
6.23 ivesdeyaiduivessruvansaumaifinnuddygedesduiounn lunsdiiszuy
anseueidrdfngdrnusdusioshnus wiussuumsaumaduiitiensd deyeend
7. asvANMSUURIuIINA1gUen s, (Teleworking)
71 dauaszuusesimuslifimsfigaisauneunisldeu uasdeuderudeamsifaudasn fei
fwaluladidsiadeaniu
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4. fdnusedsliiiogaavanedidnnseding (E-mail address) wasduiilosu §u - dsforny snuldisums
Buranmnid e uaglifiold werla@anvined d rvsetindidud Suiaveust omsldoumng 4 Tuannune
didnnsedindvawmy

5. fldeudeddfieyamnedidmsetindues . Weufhnu fnde uasUszaunuues . whiy

6. flinusedilifieganmnedidnmsetindviuesenvulunsufiiau faso uasUssaunuves sy,

7. fldaudes Logout sananszuunass vdsnlinussuvanmnedidnnseindiaseduiietesiuyana
duthldauanmnedidnmsedind

8. fldnudisnsivasuionansuuvananmnedidnnsednddeudineiy Tngldlusunsutiosiulada e
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dunane uagdrsesdeyalisgainane ieliddeyadisealild lunsdndeyandniinanudsme
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seuua Toyaveriiuwnd W sewdissruuUiRms sevduaiszuuny wevsendnity q Wy

13 fauaszuudosdisasteyanuanudidimuely sl mndudeyadiaduayunsruaumavhaud
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32 duniinivesgunsaifiliuinisvnuiingn NTP Server vas s, ity

33 Fosmumuuiinifl NTP Server aghatiosduaniar 1 ada
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3.5 vinwideyassiasreuiiunesludefaiuisainuwininuasuiiugnieanriase dnisiiuinw
AuduvestayanuseRutuauaulunsiddiaudn sy, fvua
3.6 UsBNNUIEnIaumATAUTNY LARIRNINAIS19
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Authentication server logs 1) W19 UYElA11AI8n1INTEINALER .
(RADIUS, TACACS) LNIAUABNNILADS W.A. 2550
Email server logs 2) wizrmliyaiimensnsgininuie 1
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pRMTIWEI VDI IAUTNT N.A. 2564
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waszuuseadimsdaiudufinimnnisal (Event logs) nsldausyuvansaumna

waszuudoniuduiindeya Audit log Fetudinfanssunislduresdldiussuu
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HauaszuusiauaniUdsutoyaasaumadeuaniUdsuriutesnsiivasnsis 19y Web Service A4y
Wuluslaaea https

dauaszuy desiinnstestudeyaansaumaiiinisdoarsiusiudeyadidnnsedng (Electronic
messaging) LU aAnNeBi&nnsaind (E-mail) 38 Instant messaging #a833n15UTaNIMIN5T
WiNT

auaszuy desdastudeyaansaumadiifinisuaniudsulunsyimnduddidnnsedind (Electronic
commerce) HuAToTBARNRImasas e Wedliin1sdelng avdadyny viedn1silva wie
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Y

WasuwUas gnvieiivl visegnadsinlnedlasueyme

fauassu Fesmuaumsiudsdeyamsaumafiotiosturufionan el
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Wil 6 nswsiadeya (Cryptography)
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ALITAVBNEY sussleudndienssnyIATMUEUTEINITIVNT WA, 2504 UavALTUADUN SN, fYun
Wvesleya Hauaseuy uaw I nudesjuRmussilouivemsinmenaduresnes s we. 2544 Tuns
inmsdsanldiudeyanduemuduazsioddisnsdhsda (Encryption) Mlusmsguena

1%

Apuaszuy fedldiBniaidnsia (Encryption) Mlumasgiuaina vindesnisldguuuunisidisad

v A

WauUues eliiuladndunewds (Algorithm) Alglunisidrsiatuianusiunilasnde fadl
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NEYLALUUENNIAT (Symmetric) AES 256 bits
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A5 Hashing BCrypt Cost Factor 10 Fuly

ALATEUU ABIINITNUNIUTURDUTT (Algorithm) uarANE1weINuInIsiaeteeelay 1 AT
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