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4.1  mseeniuulasaing

Gulasstnsiafioufiontsfneiduilugiu : OBEC Virtual Private Network (MPLS VPN)
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4.1.1

2

sUluunNsWonsialAseng Internet Layer uag Network Gateway
ALiuinisiaseinedumesidanosfinineinsnmsay wWesesiunisldau dell

4.1.1.1

4.1.1.2

41.13

i Internet Layer TugﬂLLU‘U Single Gateway ﬁﬁ Internet Bandwidth
Capacity 5943ulaitiosndn 200 Gbps wariinnuvasndunIuuInsgiy
msiuasasnsendlsiues
3 Network Gateway ﬁﬁwﬂ'ﬂamﬂmsn‘s'ﬁumsnﬂsﬁﬂm{?uﬁugmLﬂ.‘n’ian‘Ju
gudnandlunisuimsianislassteiadouwiionisdnuduiiuguuas
nsifonsedumesiin iflmulasefununasgiunutiuasasnse
maleiues soasunmsiiusmsaniuAnwnazrulsunsAne ludain
InedlsruunargUninisassun1suinsianislassieeeetoy il

1) flgunsal Internet Gateway Router fviauluguuuuves High
Availability 31 Interface Bandwidth Capacity LWHINDF BN sldenu
Inasiasll Interface Bandwidth Capacity s8e3ulsivosni 400 Gbps

2) figunsal Core Router M¥a1ud w3y ISP Gateway lusunuy
494 High Availability Ineifl Interface Bandwidth Capacity 5845Uliitiosnan
400 Gbps

3) iqUnsal Broadband Gateway Router f1vi1a1ulusuuuuves
High Availability 1medl Interface Bandwidth Capacity ses5uldtiasni
400 Gbps

a) figUnsai Core Router #ivia1ud1niu ISP Network #ivina1u
Tugduuuves High Availability 1nedl Interface Bandwidth Capacity
soesulsidonnin 400 Gbps

5) i1 Domain Name System (DNS) #ifiszuuuinisdanis ffledu
N15%197% DNS Security LLaxﬁwmu'lugﬂmeaa High Availability

6) flaunsal Next Generation Firewall (NGFW) fivianuluguiuy

494 Hierarchical Layer Waz High Availability 1aeil Interface Bandwidth

Capacity 5995Ulaitioenin 400 Gbps

7) 152UV Log Management System R1uWsEs 1901028
msnsehauAnieriussufiames w.e. 2560

8) 3% UU Network Management wag Network Monitoring
Fifpmesanisuimsianmsiasstewaiiouiionsinwm
Wulasensadeuanignulsauludadadiinauanenssanis
ﬂﬁﬁﬂm%ﬂuﬁug'\ﬂugmmu OBEC Private Network
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4.1.3

4.1.1.4

A

fin15\¥eusesenine OBEC Private Network waz OBEC Data Center
fioniy G‘E‘?afuzLfJuﬁ]‘uE'fﬂa'Nmsu‘%wWﬁmmﬁw‘umiﬁumﬁ“ﬂaqﬁ’}ﬁmm
ﬂmzﬂﬁumimsﬁnm%ﬁugm waziduaudnananisuinisdanis
\w3oten1sAnuItuitug1u Taedl Bandwidth Capacity iisewesie
nslgeu Taurasdl Bandwidth Capacity sassulsitioenin 400 Gbps

IYAULATDUEDY (Access Layer)

4.1.2.1

4122

Wuszuuiasedisnisluvesaniudnyy wagunulrganuludaia
finsdousiofiu OBEC Private Network Hiugunsal fail

1) gunsalAumdunIaAIeYe (Router)

2) gunsninsanedygyndliane (Access Point)
fin13nsranerRTdumesiialudiennisrie 9 wieuidousdeniu
aufyyinludigunsainsyanedyyulians (Access Point)
Ingiduaugunsalnmuaanuan

USENNUINI5AIDUMDT RN 15AN®N

4.1.3.1

4132

9958 umedidaifiontsAnwinuuil 1 Svuraeauialddesndn
500 Mbps/500 Mbps fimaudnwmizesnstion dail

1) fliuinsdesinmanazdaoy 29asdumedidnuuuansloudn
1huas JFiber Opticlnefiqnfnis (InanuAnwuazdrinainiiuil
nsAnwrludefn ang 1Feusolufiqud Data Center angonans .
AudRdAionsAnuTuRugIU (andle) BaziBnmunanuan

2) {l¥uinnsiesnduasdsuougunsalfunidunia Router)
A5l WAN Port aginatfos 1 Port i LAN Port agnatiay 2 Port 5895
n151497u Protocols IPv4, Static Routes Wag@1u150%1 Network
Address Translation (NAT), Access Control List (ACL) Iewduseination

3) 13958umesidaiiianisfnwinuud 1 favedeaduuuy
Fix Public IPv4 Address §1urumanianudn laggliuinisaesdnns
Public IPva Address fitaus 1491ugauf U Autonomous System
Number (ASN) uazguUnsaliasav1eves ang lneg1aiuszdnsam .

4) 29959 uwmsiinuuuasdng (Corporate Internet) Fiauadoadl
Service Availability laitiaenan 95% wazsiosamsanadeay Bandwidth
Taldvosnin 90%

29353 umesiiaifen1sdneiuuud 2 fvuinarnusaluteeni
300 Mbps/300 Mbps fifnansmuzeensioy il
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1) flinsiesinfaazdaey wasdumesidauuuameloudia
uas Fiber Optic () lnuSqaRnssananiudnwuazdidnauaiiug
n1sAnyiludedn ang. (Wousieluiigud Data Center ang. 01A13
quéﬁ%ﬁagﬁamsﬁﬂmﬁv’uﬁugm (1onsTy) S1UaZIBEARIUAIANLIN

2) fliusnsdesfindanazdmaugunsaifunidunia Router)
731 WAN Port 8813108 1 Port §§ LAN Port ag13ifa8 2 Port 5843U
n1519 974 Protocols IPv4, Static Routes kag@11150%1 Network
Address Translation (NAT), Access Control List (ACL) teiluaeinatios

3) 29353 umesilafionsAnwuuud 2 fiauedeuduuvy
Fix Public IPv4 Address $7u2un1un1ARuIn Lagdliuinnifeadnng
Public IPv4 Address 7itaue 1491us2ufU Autonomous System
Number (ASN) kazgunsniiAsotneves anglaogreliuszansnn .

4) 19958 umesidnuuupadng (Corporate Internet) fiiauadosd
Service Availability litsnin 95% uazApsd@uIsana@ay Bandwidth
Talsidpanin 90%

4.1.33 2995dumediiaifientsfnuiuuud 3 Svuraadudalidesnda
1000 Mbps/500 Mbps finuanunzataies il

1) glansiosianeuardweunnsdumedidn iensdnwuuud
3 wuvawlowdaniuas Fiber Optic (nviigafindannaniudnyiuay
dninenuamiuiinsAneludedn ang (Jeusiolufigud Data Center
angonans .AudddvaiienisAnwduiiugiu enids) siwaziden
AUNIANUIN

2) {lwu3nsdesfniauasdmay gunsaifuniidunia (Router)
7T WAN Port e8hstfo 1 Port & LAN Port aghation 2 Port uagsesdy
N15%11 Network Address Translation (NAT)

3) 29955 unesiinifianisAnwiuuud 3 Aauedouduuuy
Fix Public IPv4 Address 37UUmUNANWAN

4.2  NTUIMITIANIATDUNY

421  fHguduiuAnisia3esis (Network Operation Center : NOC) wiaidugudnans
TunshiuiniaesoT e UIMsInMIssuLinyIANUaaAABLA3aUY N1TRARIN ATIFADY LALTI8LMED
RliuInisludnwnizves Logical Single Gateway

422 fin15U3n1599n158n3 58U Network Management Wag Network Monitoring
Witugldriussiuduimsdansiesothevesdinnuanenssunsmsinduiiugiu egheties 2 fldnu

423 fAnstinuadndnisfaninaniugnisldinuieesduinesidn (Network
Monitoring) I¥iufidhiinautunitufinisfnm eghetios 1 {ldny

/4.3 ASUTHS...

T,
V..



-6-

43  n15UIN1IIANITLIATIYIE OBEC Private Network kazn139mnIs Public IPvd Address
driinnuanznssumsmsAinuduiiugudiunaraduguimsiansuazinassiaenivsin Tasdliusns
Tnsuredumesidadesdnnisuazatuayunisuiuidsunisisaaauiin Public IPva Address
va9guUnsal Router UMsnasBumesdidnfionisdnwuazgunsaiuimsinnisdiunans (intemet Layer
waz Network Gateway) 310 Public IPv4 Address veslviuinsiasstne uwmesidauildau public IPva
Address uaz Autonomous System Number (ASN) maaéwﬂ’ﬂ:nuamxnﬁumsnﬁﬁﬂmcﬂ“uﬁuﬁm

44 nsdifl Public IPva Address vasd1inarunmunssunITNsAnwITuRuguisauay
Liigawesianisldau flduinislasevneduinesidadeslinisaduayu Public IPv4 Address
Idinnuauznssumsmsnunduiugulinueghadivone

4.5  ewiiunslaendfaszuuaietng

451  divesnadn - sandumesiinuuuresmaien (Single Gateway)
452 diszuvdhwimnuasadoeietiiemumnasgiumiuiuasUsensemsleves
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OBEC Private Network
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Data Center (BME ANINTTUANNISHATSNISANINTURUSIY

5. Meulunsuiuuseiu dannasszaunisliuinis (Service Level Agreement: SLA)

51 fl¥uinisies qua udly deuusy wiawasugunsaivauny o antufifiad (Onsite
Service) naaABYARYNYN

52 gliusnisdesliusnisdumesiin stufiadeude Virual Private Network (VPN) LU
AuE Data Center amg. e1AsAudadialiomsAnuduiiugiu Gendly) Wegrwwaides 7 3u naen 24 Falue
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nslihauglinne wisnslwilueswans

6.2 fliuinisesiainseaziBeanisideude uaznisudnunganudades niouunur
ns\ensaiugunsaifmumidumna Router Wifumbegiuuins
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