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4. YDULYNVBINU

4.1 myvenuuulasedie
Dulassrsiadoudion1s@nuiduiiugiu : OBEC Virtual Private Network (MPLS
VPN) finnstiuinisasesBumesidadmsunisfine dnisquavhsednen Wunishivinisves
Tudnslaseheduwedidn Tnaiiniseenuuulasetne st
4.1.1 ;JULLUUUﬂﬂsLGTiauGiEJIﬂiﬂ‘ZIWU Internet Layer tagNetwork Gateway
glivinisiasstnadumesidasadinensninsu Wiosesdumslda st
4.1.1.1 & Intemnet Layer lugUuuy Single Gateway 7§ Internet Bandwidth
Capacity 5895Uld/an71 200 Gbps wazdaiulasafuniuuinsgruausiunsuaoase
mlaiues

4.1.1.2 1 Network Gateway fidiiniuamenssunisnisfinuduiuguitedy
gudnandtunsuimsdanslassdeaiiouionsdnuduiiugunasnisideuds Sumefiiaid
auvasafsamanasgriumNiuaasasemsleves secfunsiiuinig anufnvinay
misumafnuludetn Tneflszuuuargunsaisessumsuimsinnislaswheetales deil
1) d9Unsal Internet Gateway Router VTWFNW‘LJI‘lJEULLUU?JEJQ High
Availabilitydl Interface Bandwidth Capacity tWsInan 8n1519 974
Inesiaedl Interface Bandwidth Capacity sas5ulsivesnin 400 Gbps
2) flgunsal Core Router ¥a1ud 1§ ISP Gateway luguuuuses
High Availability Iaedl Interface Bandwidth Capacity sae5ulu ey
A1 400 Gbps
3) flgunsal Broadband Gateway Router ﬁlﬁwmulugﬂuuwm High
Availability Taedl Interface Bandwidth Capacity 5895 uluWeosnin
400 Gbps
4) {lgunsal Core Router vinaudm3u ISP Network Avinaulugunuy
984 High Availability Inadl Interface Bandwidth Capacity 995Uy
#esni1 400 Gbps
5) § Domain Name System (DNS) fi i szuvu3nnssanis fedunts
¥Me1u DNS Security wagviauluguwuuves High Availability
6) fgUnsal Next Generation Firewall (NGFW) 7 ina1uluguuuuues
Hierarchical Layer L@z High Availability lnefl Interface Bandwidth
Capacity 895uliitioundn 400 Gbps
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7) 52UV Log Management System suns¥I U QeiRI628n15ATEY
AsRaAenfuReLRIADS WA, 2560
8) T58UU Network Management uag Network Monitoring fiLiteaness
nMsuimsdanislasssadioudiontsfing
4.1.1.3 \Julassheadiowansmisauludsinduinausmznssunisnsfne
%’uﬁyugm luguiwuy OBEC Private Network
4.1.1.4 fin1sifeudosening OBEC Private Network Way OBEC Data Center #
wndfedsaifugudnaninisuimsdanisssuvasaumavesdiinauanen s ANty
fugnu westdugudnananmsuinsianinaietemsnuiduilugiu Taesl Bandwildth Capacity
Weswerensleu Tnesasdl Bandwidth Capacity seesulddesnit 400 Gbps
4.1.2 S3URTOUBERY (Access Layer)
4.1.2.1 WussuuiaTevieneluvesanudng wazmisaludsia Snsdouste
ffu OBEC Private Network thugunssi fail
1) gunsalrumduniaesetng (Router)
2) gunsninseredaaaliane (Access Point)
4.1.2.2 fnsnzarerasdumeidnludioinisine wieudousenuaedyayio
TWésgunsalnszatedygraldans (Access Point) Taefiduugunsalmaunianuan
4.1.3 Usslanuimseesdumesilsiionsfnm
4131 29978 umedidaiion1sfnwiuuud 1 Svumadiudalidesnda 500
Mbps/500 Mbps finadnuazeenion fail
1) fliuinisresdndsnarvdsuey 2sasdumedidauvuanslondarh
was (Fiber Optic) Inefqgafadsananiufnuuazdineuion
fuiinisfnwludedn ang. 1Woudelufigug Data Center ang.
o1AsAuAdtaiienafinuduilugiu (lendy) s1uasidunn
AANUIN
2) fluimdesindauasdsuaugunaifumidums Router) i
WAN Port 98130t 1 Port § LAN Port 8819tjo8 2 Port 5845
A5197U Protocols IPv4, Static Routes wag@unsayin Network
Address Translation (NAT), Access Control List (ACL) l@agnatiae
3) 2wasdumesilaionsfnwuuuil 1 Miauedsaduuuy Fix
Public IPV4 Address 31uaua1uaIanuIn T LHusn1sees
§nn1s Public IPV4 Address Tivaus Tda1us2uiu Autonomous
System Number (ASN) uaggunsadiniatgues ang. taodell
Usgansnm
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4) 19358uwmesiinuuusfng (Corporate Internet) A tauod
Service Availability la/da8n71 95% wazd eedu15avadeU
Bandwidth laluitiaenit 90%
2.1.3.2 2eesdumefidnidiontsfinwuud 2 Svunrnugaldidesnda 300
Mbps/300 Mbps lnaianunzetisiay et
1) {lisnsdesindauardwmey 2adumesifiauvuanslondah
uas (Fiber Optic) InefiqaRnssatnanufinwuardninmuien
fuiinisfnurludein ang. \Wousialufigued Data Center awg.
s1msgudAdvaiiontsfinuduiiugiu Gendfe) Teandenny
AANANUIN '
2 ludnsdesindauazdmougunsaifunudumg Router) i
WAN Port ageiee 1 Port # LAN Port agneties 2 Port 5845U
A15t4de71u Protocols IPv4, Static Routes wagau15avin Network
Address Translation (NAT), Access Control List (ACL) ta v T
BEANIRN
3) 9asdumesuaienisAnwuuudl 2 fauedeaduwuy Fix
Public IPv4 Address F1uiun1lAIANUIN 1ags 1TUTn156 B4
§@n1s Public IPv8 Address Miaualdarusansy Autonomous
System Number (ASN) uaggunsaiiaIedteuas ang, taoeiell
Usgansnw
) 2edumeiiauuuseAng (Corporate Internet) fitauadasd
Service Availability liaeni1 95% wasdsediunsanngsy
Bandwidth laldaanin 90%
4.1.33 19958umedilaianisfnviuuud 3 dvuiaanudalidesnia
1000 Mbps/1000 Mbps Tnnanumgat1aiey il
‘ 1) ;:ﬂﬁu%miﬁaﬂﬁw??aLLazﬁquamwsSumaiﬁm \onisfnwuuy
7 3 wuvarwloudauas (Fiber Optic) Tnadiaadad ann
aouAnwnazdninauaiuiins@nwludeia ang. 1Wey
#olUilgud Data Center ang. armsaudATviaiiontsfinwdy
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Wug1 (18nily) IEaglRuRMUAIANNIN

2) yliuinisdesdndwazdtey gunsalAaundunis (Router)
79 WAN Port ag19tfes 1 Port §l LAN Port ag3as 2 Port

W warToIsuUN1IYI1 Network Address Translation (NAT) :
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3) asasdumesiiailenisAnwuuud 3 Mauedeuduuuy Fix
Public IPv4 Address 97UAURMNATPRUIN
4.2 MIVIMTIANSLAS DTN
4.2.1 SgudufiRn1sieSetts (Network Operation Center : NOC iterdugudnanslu
N5IRUSNITIAS 918 USMIsTaNIsTEuUSnwALlaenfensevie NSReRIN NIEOY WAL
Premdegliuinsludnuuyves Logical Single Gateway
4.2.2 fn15Uswsdannsandssuy Network Management wag Network Monitoring
Tifugldamulussdufuimsdamaniesivesdiinnuanenssunismsinuduiiugiu odales
2 gl
.23 fn1siuundni n1sfemuaatusnsideiuicassunesiile (Network

Monitoring) WAdinauuniiuiinisinu ogwios 1 §lda

4.3 M5UIMIIANI5LAsIYY OBEC Private Network uagn153mni3 Public IPv4 Address
dinauamznsaunnsinuduiiugudunanaiuduinsdanisuasdaassiaenmsan
Tnegliusmslasainedusumesifindanisuazativayumsuudsunisiadnauiin Public IPva
Address vasgunsal Router U3MsasBumesidnifiensinuuazgunsaiudmsinnisdiunans
(internet Layer uaiz Network Gateway) 311 Public IPv4 Address v0 98 LW usn15lA59 8
Suweiidnuildaru Public IPva Address uas Autonomous System Number (ASN) vasdtinanu
AENTINNINSANT ALY

4.4 nsdi Public IPva Address apsdniinauanznssunsAsAnwduRuguisualsl
deawe  Aensidau fliuinslassiedumesidadedinisaduayu Public IPva Address T
dinuannssunsmnndugulfoueshadisome

4.5 mrusiuasUaendessuuiaiete

4.5.1 fefpanaidn - oendumesidanuutdasmadien Single Gateway)

4.5.2 TsyuuinwienuuasasisiasatnanuuasgiuanuduasUasasieslaiues
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