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yienumeusn mneie ssdngeng 9 sadesiuing e sy, eygelsiiavslumadngs vielideya
visaAunSndang q vea sy, Tneagldsuanslunislészuumuussinnanunusnauazdessufiney
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Fauaszuu e wiinaudldsuneumneangdsfudyulitmhisuinseulunsguainuszuy
ansaume waswiinauassuineiifuiavoufndaviotissinussutansaumel s
Wvesteya viineds dlasuneugunanngisdudyniviuiinveuteyavesssuunulagdivedoya
Hufsuiinveudeyatu o violdsunanssmulasnsmmndeyamatuiagyme
umsgu mneds vssiaguivedultlunmsufoamsesadielildnuinussasduiowdmine
FupeuUfuR e Meandeaiivendunewdude q ideniuuioadelilindanasgiunudily
MrualinuingUszasa
WU el wuameiidesdfiRmuiiel fannsoussaTnguszasdudatimne ety
svuumelulagiansaume (information technology systern) Mianeds seuusuwes sy, fidnennalulad
asauA sTUURABLMes wazszuuinietedeansteyauntislunsadsansaumai sy, a11sa
thirldUsglomilunsnauss msuims msatuayy msliuing mefauuazaununsiasedoans
Fatlosduszneu loun svuumeniiavmes szuueSetne Tsunsy deyauazansaumer Wusy
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Yoyaarasmeneniiames (Traffic log) vnefis Teyaientumsinredomsvesszuunoniiumes Jauansds
wastile fumns Yaene an Jufl Usina seeznan wedu o Miierdestunisindedeaisves
szuuRpNIAeTi

ansauma (Information) mnefs derfiasseiliaindeyatiusiunsUszinana madnszdeulidoya
Fetoyaniveglugivesiuay dorm viieamnsinliiduszuuigldannsadileldie wazasn
ilulduselonilunmsuims msnasy nsdadule wagdy 1

szuuReBNfAes (Computer system) Mg gunsalvieyngunsalvesnenfinmesiiiennsyineuy
dherulagldfinmsimuadds yaddaFediduln wasuufoRaulvigunsalvideyngunsalvivii
Usvaradayalnednlulia

szuuiietnedeasdeya (Network system) vinefls szuuiianansaldlunsissedeansviemsdsdoya
waraTEUMATENINSEUUmAlUlaBaN SEUmMARS 9 U89 S9N, WU Syuukau (LAN) ssuudunsie
(Intranet) sxUUBUMOSLER (Internet) Wudu

avisvesfldanu nunefa anSalu avsdunng avsiay uaravsaule MiAeatestuszuvasauma
VYBINUIBIU

AnusiuAsUasafofuansauma vneis n3s15sliTannudu (Confidentiality) Anugndaansudiu
(Integrity) wazanmniauldau (Availability) vesansauna iauﬁaamauﬁﬁﬁu lawn ANUGNADINVITS
(Authenticity) muSURA (Accountability) M3viuULasA1u5uRn (Non-repudiation) Wz ede
(Reliability)

wnsaliuanuiunsasade wneds wmmsaituandiiiuanandululifasinnsdiuuloune
surmasiunsaendt smstestuiidumen viewmmsalsultienasliinenfetesiuaisiuanaonsds
aumsaifuenusiunsaendoilifisszasdrie hisnamaia vanefa anunsaliuaisiuasUaende
flaifisUszasdvielaionanin@a (Unwanted or unexpected) Fse1aviliszuuvosesdnsgnyngn
vielauduazanusiunsasnfognana

msidavdemuaumslinuasauna vneis mssyyn mstmueans viensuousunaliglinu
driwielinueioteviossuumsaune sneBidnvselinduasynamen saosaueat muadoUfoa
Rerfunaindslaeiiveuionlismels

unine (Assets) nunefa Auningdfuszuuimaluladansaumauaznisieansves sy, 1wy gunsal
Aonfnes gUnsalszuuLASeUY BewsdlTAAvAYS deya sruuteua vav
anedidnnselind (e-mail) mnefs sruuiyaaaldlunisfu - defenrusezninadu laguiu
\insnoufinnesuaziadoriedidoulesisty doyaiidsasfuldisdadnus nmdie awnadin
amedeuln uawdes ddsensdwnasluduauiendovansaufly Tedmansiidsiumzgniiulilu

fAanmng (Mail box) A mualidmsugldenu giuaunsalngm iuiainseny viessauiianle
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gaAdlifiaUseasd (Malicious code) nunefis yaAdsiilinavinlvinouiinmes viessuunauiiawmes

| '
o A

voyamdduiRamudene gnviiate gudludsuulawBeifiuiy YademseufoRanvlings
mudsifunly

idesnoufnes el indesreufmesuuuiilfy uazAiesroufameiuuun

gunsalirdeuil (Mobile device) nefia gunsaldidnvsedinduuumnin dedleuannsalunsidosoiy
gunsalbulilesudsdoyaruszuuiaietislnsaunasliaevidelnsedoaduusimanlnidudenans

Wy Tablet, Smart Phone

' v
a = =

nindauves sy, vuneds agdne sy, wagninddunluinisvunsiounidudn sWy. dnass

q

d‘l [ ! 7 v =l !
aulszanawivedualdangliviavaunvseunsdu
gunsaldIudd nuneds gunsainldlenindauves sy, Aldanudwdeudeiussuvaisaumeves
SY. WU LATBIARUNILABSAIUYAAS (Personal computer) 1ATBIABNTIABTNANT (Notebook)

aunsalindeui (Mobile device) Removable media visegunsnireuiiameivediassmasatii Wusiu
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819890IMIFIU: ISO/IEC 27001: 2022

UININIIAIUANAUBIANS (Organizational Controls)

wuIURUR

1.

% o

Fnlrdinsiuasnunuvseusulsauleuiganuiuasasnis waswuUianatuayunisviauni 9

ag9ueelay 1 A Ingnasanantadeiing fail

1.1
1.2
13
14
15
1.6
1.7
1.8
1.9
1.10
1.11
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Yoyasuanasing 4 fireiatuluofnuastisgu satstanauldsudsnmasmumeueon
namsnsRaounsUTRnauleuenmsiunasndelnetnaaeunsluvielnegnsiaasy
fasziuanuiunsasnisanmeuen

(%

FalisinsnensauyAaIng sz A1SUTNSIANTS waringAuilitesneransuIinsdanisaiy

JluaslasnivansaumaluwsasUaulseunn

JaltiupaInIAduuAIUAMNINAIUA DA UANTEUNALAE A NUANTNNIAITUTURAYOUTINNY

USulgslassasnenanarinunanudndu

wananuIsuainIedearsegsananeie gl nunmualaiuisnnudidyuesnisu uaaau

wurganuiuaslasndouazuleuisaivauusig 4 lnenssasauaziufivinveunaniuides

AULEENNE UITUATIENLAATUNUAITAUMAVDIDIANT SAUDIAS19ANNUIINT BTENI1aMUI89U

MAYIVDINUANULUAIUR DA UEITEUMNA



[

nnu

Y a
NIUN
U

[ 3
3649

daun 2

AMuduAsUanfeingINUYARINT

el ldanidnlafisunum mihfianusuiavey Menounsineu sendnmIdneu uasdugavse

Waguwlain sy aaenduaseninfedeanaiuiasUyninifeitesiuanudunsuasnieves

STUUMALULAgANSAULNANBaNAINULELIULANINNANSVINY N15ABLNY NITETINUSEUUWMALULAE

ansaumaiaTngUizasAakazauianainlun1sUJURnT T Feenadaansenunsevinli sulu.

LANAULEY WY

YU

o

Ao o

e e sewaluladansauma gennemsieninensyana gemnensiie/d1iin Antuguanuidl

N3 NNUBIUABUBN
319890 51U: ISO/IEC 27001: 2022

UININIIAIUANAUBIANS (Organizational Controls)

UINTNTAIUANAUYAAINT (People Controls)

wuaUfUA

1.

n1saseaudiuaslaenienaun1591991u (Prior to employment) LiloARATIUARINTABUNILLUIAN

UYURMU Lagieanmudss9Inn1sUfuRnuranatn n15vlue n1sUasunlal wazn1siiseuy

ansaunavsendnensasawnaves sy, Wldlumeitlimansay sunaielvgldaundilaluntan

AHNSURATDUVDINULDY

1.1

1.2

NInsIRaRUANALURTeIalAT (Screening)

dren3wennsyana vieihe/diin fifuguauiiinnsiidmiisnunsusndensaaey

AuantAvesating (lnsdimshadunineu gnire myhiomienuneusniiteufoRaul

s¥u. T dAntnAngiinew) Tnedadasdeslinenseyinfiangans sudey fedsdy vie

W3u5930 TuneldivseTalunisyngn wile viane vielasnssudeualuszuuinalulad

ansaumnAiou LasdgaaudRniud s, fvue

nsimuaiiaulunsd1931u (Terms and conditions of employment) n331873lidiioula

nstsedlinseunquludesiwielud

121 fsusmiieusuRaveusuausiunsasnfodumsaumasg 1 uaednuals s
(Information security roles and responsibilities) wngldnu lngimualiaenndes
fuulsnnemnusiuasasndsvesszuumaluladansauaves sw.

122 fvualriinisasuinludygriiazldilameniuduess swu. (Non-Disclosure

Agreement: NDA)



1.23

1.24

sruumalulafasaumafiaoieiannlnogldnulussnimsindefioduduning
V09 I,

Avuarauiinvounieunading magldsnwliufoRnuulouiemsinuanusiung
UaoafuvasszuuimalulaBarsauna swu. 99 nguane suidey detsdu ude

ToMmUADU 9 MABITRIAUATSNEIANLLUATUaRRABYRITEUUWMALUlAE A TaULNA

nsasennuduasUasndeluszningni1991997u (During employment) [ioa319AUA Tz UUALA

Aldnuneriudenifgtesiunmsujifnuamsauma suddianuiielviansalesiudednanle

21

22

23

24

WM NMSUSMsIMIMeuanuLiuasUasnis (Management responsibilities)

HUTMNS 9. ynseavtuiintfadvayuiasdauatuisesieialud uigldoy

2.11

212
2.13

Ussmeulonnemsnveasiunsaen s uansaumemes s, uanedmuaidnuslvivnau
SunsusasUURnu
yilaligldauuftinuuloviensinuanusiuasasnfesuasaumnayes sy,
afemnunsgnindennusiunsasndsuasaumaiieadesiunifinrmiuinvey

YDINULDILLAZUDY TN,

msadeanuasenn nshianud usenmiseusuiuanuiuasaeadeliunglden (information

security awareness, education and training) MsaseANAsErniuNMSnwANNNUAUaen Y

2819&LEND

221

222

223

Hauaszuudeaiuieufoanaiy uazdeslnifidinanssnusenuiiunsUasafoves
sruumaluladasaumannglinuiiieades venanddoudafeulildnuiue
sesinsrTenmandssng q wu hifareufuned wmalianisnasnaenisdainen (Social
engineering) Lagdoslninamnaia Wusu

9. Fesdnlunisiinevsy wieussudusiusiioainannunszninduausiuns
Uaensevessruumallagansaumenis idaulusedmnd

Ay, doaudeldaulimsu Wellnswasuulamloursmssnwinnusiunsasnse

ATAUNAYDY T, TINVBTUIENaNIZNUINNSUABULUAIRINE

nsudanansallaiund

Alfnuspaudamnnisalldunfidumnalulagarsaumaninusiugeaned sy, fvualaedifian

ASAMAUAUNEINY

24.1

ANUSURANIUNYMINY

ulsusuazuuiUfinlunssnwanuiuasasadeduasaunadllldnolmanans
yangranefivilgldenuiiiauiagliufoamuuloneuaswnufoalunmssnuvimusiuag
Uasafuansaua uazdldunnaduseniiadlisuiumsla g mengranese s Sl
UftRnussdeuil uiegndlsfmumndldnunssyhmaasidianiensevhiiamanleuns

waznujuRlumsshwanuiuasaendvarsaune e1aluanuianiaiveuasdume



24.2

A a

Tignadlnwmaddels svu. ldfidrusuiaveudenmsavlianinddunislayarfinain

nsldszuunsuiames

M siasaninenseinin

Jldnuiinsgsinanuiia dvm. szfingaudnsnsldaunareraduanuiinmaite wie

AnuAan NI Agates

1) winew/gnisiduvieasdnulovensinwmusiuasuaondevesszuumellad
ansaumA svhL. dosgnaslnumansyuIunImateves sy Sudengreneiifeides

2)  mihenueuendingziinuie %ﬁimwmuﬁszqiﬂuﬁ@mﬁaQmﬂﬂaau?m'é

N5l sawdaidunsaungrEnene1tes

nsauanvison1siUaEUwUAINITIY (Termination and change of employment)

Wafruantifausuiinveullieduanrsoldsunlain1sdnenu Feswludensauninddunas

A1508ANBUANT LUNNTIIND

3.1

3.2

3.3

MIRANTAUGANT ORI ULUAINTINNY

3.1.1

dreninensyaraisandslithemalulagansaunansiuiuimnnidnauiinisalsen
Tonéne nBea edeTin Werheweluladansaumneyldnsndeuwazuimsinnisans
Tunsinfsszuumaluladasaumea

dre/didn Adrfuguanuiiinisindrmiisnunsuen Fosudelidomalulad
a’rﬁaummiwﬁumuﬂsiﬁﬁ{{%’u%’ﬁamauaﬂguqmé’iyzyﬁﬂw%aﬁmisml,aﬂé’igiyﬁ'm
deld dnn. asrsaeunisldussuvatsaumanazoenaoudnslunisidiiessuy
ANSEUNAUDY T,

MsAuAUNSNEVa 53,

v
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HauasEuUdamsRaauivesunAudumIndves sy, 1ndldau Wemsduasvsenisiasuuuas

AU

MInennauaANSlUNISIND

331
3.3.2

333

Hauaszuudosnenaoudvslunad-feesldnu dedugaviewdeuutansineny
MMsoenneuAns s EmnesNds nanieam (Physical) wazn1emssne (Logical)
U Neyua Unsuanenu Unsusedidagldau uardnydglden Judu
Tunsdlfgldnufiduandodsumamsin SmsliaBdldmusuiu (Shared user ID)

v v W 14

fuglfanudu gUshutyndealdeusiaduiuindndugariolfsuwiamnisiney
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11MINIAIVANAIUNIEAMN (Physical Controls)

wuaUfUA

1.

o
o

AUATEUU Aedeenuuy wazfnnsgunsalvsessuuaiuayy (Facilities) iedesiuanuiuaslaonsiy

9

e e

AuMenN W gunsaliumas ssuudsediniin isesiulaliiih ssuuuueinmiAkazaIuANANNTY
sEuUWauA: uagdedinsinzeinwegadase
AuaszuURasRantgUnsalasaumaluguin (Rack) vidoanuiniiainuiuasasniouaziinslnton

Y 9

eXp eXp

Auaszuy feainslesiuaandanldiensdearsviseansln Slndinsansudayayia (Interception)

a

visellmudemeaiieiu leasfonfuanaindeiuvietesanevsemaiuaneiiduniasnsoanmsidnag
waglyiiduaeiuiuiinddddossasisay suaendadoansuazansliiindossnaniulagi
SzogiaTiTay

mstruaUsnaiifinsshwanuiuatasn S

sveiuiivesszuumalulafansaumesing 4 ognawsnean WailunaihseTs muay mssnwanusiuag
Uaensuangiilailésueuanm suiatlesfumnudemesu q ioraiatuld Tnewsuenusnaiuildny

syuuwmelladansauneeandu

v ' o
A aa v

4.1 funvinau (Working area) i1 NuifndLesoAouianosaIuUARaLALADNNIADINAN

PUsEILAZYINeY

[ '
A A

42 fuiidaiudeyaneufiumes (Data storage area) vaneis Aufirudvostoya (Data center)
srIuRuNsLiioan 81A13 danud
51 dwundvisvesgldnuuagmissnumeusnlunsidisanud Tneuvsuenld il
511 fouaszuudesiinuadnsungldauifansidn - oen uagdnuatisszeznaniifians
Tumsidn - senuasiiuildaussuumeliladasaumaogadaian
512  Wwthilsnwenuvasnsds (5Un.) axdedimienuneusnyieyanameusnuantng
fannsnszyfanuresyanatu q feudisenaisues s, 1wy Srsussdauszevu

Tuougndul WWusu udrduiindeyatnsluayatuiinvisesyuuauasaune



5.2

513  wmhesnumeueniindesesesindasiinse (Visitor) ssqaiianansadiulidaaunasaiia
floglu svh. uazAutinggfinse (Visitor) neusenatne1Ansyes .

514 Wmihiisnwanuvasnds (Un.) desmsieasuiiinsie gunsal nouasansendiayn
Tuiinvisesyuuasaumnalignsas

fauaszuu desmuaumadi - senftufifaiutoyaneufiames (Data storage area) lalliglaidand

\ddald TnfuuaiiufinisdaevaudiuastuiinisinisuvieUsenougunasiansaumna

(Unpack Area) dauthiinitufidaiudoyanoufiames (Data storage area) uazfasniun

15 141 - sen lendnidsanisidiessuvasaumanazdeyaansaumalaglyilduayyn

IngufuRnuTuaoun suw. Avue
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Wvestaya

Alda
319890IMg1U: ISO/IEC 27001: 2022

UININIIAIUANAUBIANS (Organizational Controls)

UININITATUANAIUNENIN (Physical Controls)

WMIN13AIVANMUMALLLEE (Technological Controls)

wuIURUR

1.

wihnauSuResauRenIndduasauwma (Responsibility for assets)

1.1

1.2
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1.4

v ¢

Wrvesteyauaziaiasyuy AeaniuiudniUydnsnddu/medeuninddu (Asset inventory)
waznumunsfounindauegnalenlas 1 ad viedlefinswdsuudadidtod
Wvesdoyanaziguaszuy Fesszyidnvemindauasaunannienis weduiinveugua
AnusiunIasafoansaumanaeneasetgnslday

¥ v a =l

WIYBUBYaLALHARATYUU fouSunAunindduasaumailoaugaviionfsuuain1sdnsny

fldnudedldnindduasaumeaves svlu. egreseinseds uarldiiouiRnuves sy, Wil

wsseuRmungmie seideu UatiAu uasuleuney ved Sny.

MIILUNUTLNNVBINSNEAUANTAUNEA (Asset classification)

2.1

2.2

W1vestoyauaziauaseuy dosdkunussiannindduniudunaui sy, Mvua Lagnuniu

N3 UUNPINATIDE &I NALD
WveraauazinasEuU et etenindusmsaumiea (Labeling idaau wiaumidelidinnsns

auansihwinnusiuaaendansaumenaenas o uUssMMSng FunussAUTUANNEUN .

ANAUA

nsdamsietiufintesya (Media handling)

3.1

Wivesoya douaszuu wazdldnudesmuaunisldruiasdninudetuiinuuunenrsesenis

fULATRIRBURABSLS (Removable media) ANuH 53L. AU
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3.3

3.4
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Wvestayadesinisidnsiateyafigeulny (Sensitive Data) vas 3w, AdaLAvegludetuiin

u

LUUDaAkLe

v == Y

W1vesteyn dauaszuy wavgldnudeviatedeyadAylugunsaidetuiinteya uwiludoya
MRtunoud sy, Avue taeldanunsadfudeyanduunlasniouazindngunsaifnginie
neoufiazeuy1aliddutgunsaldulyldanudeiedesdulaliinsidrfisdoyanidrdegyle

lngfiansanismsvianedeyauudetuiindeyaudazUseunn fall

Usziandatuiindaya Wihae
N3TAY TnuseLATasinaneLenals
Flash Drive 1) vhanedeyauu Flash Drive AmuiAsgIY

DOD5220.22M ¥aIN5ENFHNAMUENTFaREM
Fulumsdeswivdeyaiiuvaiesou

2) TEvuveunlidene

Wiy CD/DVD Tiusiginsesinanglenans
wy lEBnunseualidemeseminany
ginfan 1) vhanedeyauusnsaianmusmg Il

DOD5220.22M U24NIENTHNaMNansgomsni

Fadumadewivdeyaiurataseu

2) WWEyuvseunlidevig

Y

Wivestoya fauasyuy uaedldnu dedimstesriudetuiindeyailidaiuleyaamsaumea Tunsdl

A < v

fin1swdeudeiiedasdunisidiifsdeyaansaumnelaelilasuaygin gnirluldau

=D

o

=

adnguszasd udsdesdudeduiindoyalilvldsuniuideme Inesnwiaiudasade

=)

v '

ANSAUNANUTUNDUN SN, NAUA

MUIMTIANTANABUTNSTU (Configuration Management)

4.1
4.2

4.3

4.4
4.5

v LY ¥ o

RudndesimualiuIMmsUINsInMsaAreuiiLst (Configuration Management)

e X

ALATTUUADININUAAT Minimum baseline standard titatluninsgiulunisnisarives
sPUUURURMS seuugiudeya svuuau uwazaunsalinsevedearsing 9 egraluanednualdnes
wazAan1snumulsulslilulagiuededeslas 1 ads

AuaTTUUABIMIUANNSWAULUAINTAIAYBIsEUUUURMS Seuugudeya svuunu uay

e

guUnsalAeT e dEeansi1e 4 auduneulfifnisaivaunsdsuilawsaunlussuun sy,
fi

1%UR

e

AUaTTUURRIMUANIBITWIBIAABUTINISTY (System configuration version control)

AuATEUUABIENITARUNIUAIABUTNISTUYRITEUUUJURNTS STUUsIuleya sEUUNU Uay

e

gunInliATeuIdeasine q eduteslar 1 AT
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N159ANT NITWAUT WATNISUIFIINYITEUUETHUINA

[

ngUszaen
" iemuAumsiam Wawn uarunssshwssuuansauna lnisiivuauiasnsnsinwianuduag

Unondy wetaaiurnuiianain gayvne wazsmsasuwdasuilussuy

[

HiuRavau

LY

. AUV

e eXp

AUATEUY
819890 IFIU: ISO/IEC 27001: 2022
" 11RIMIAIUANATUBIANS (Organizational Controls)
" ypsmseauausunalulad (Technological Controls)
wuIURUR
1. fisdulyn fesmugulsiinsimuadennasuaranufulaveuitisfestuaudssiuausiung

(%

Uaendeasaumaasludyandudliusnisaeuen Inglinseunausiufeyudneiiame

u 9

v v W v

Wudayrsesmuadliivennad (Sign off) newsuldausyuuase (Production) 3aneuau Go live

e X

guaszuy desdavindermunlagsyyfinismuaumuiuasaenfufuansaumafiaenadosiuulouns
wazuuUiURF uATIunaenfsaTaumAYeteIAng 1y Tnsuuudasadslunmsiaulusuny
M1UU1M 31U OWASP (Open Web Application Security Project) Top 10 ¥3 811015571 CWE (Common Weakness
Enumeration) Top 25 M%mm'igmﬁﬂau%fﬂumﬂa

v o 3

AuasEUUABIeaNkUUlATEINsInesTuuNULaauei TR u Ty WiuYeUNausY Go Live

U £

eXe X

AUATEUU FesiiniseenuuuszuuIiensisaeuteyafioz Suldinguoundiadu feyaiiinain
n13Uszanana wazteyailegsyninsnisUszuiana Lﬁam’sfumLLaxﬂaqﬁ’ummlﬁgﬂé}’mﬁLﬁ@%uﬁ’u
Taya LU NdIeAINIIaY (Buffer overflows) N1sldianUsiaussnn wazdosuinsnistesiumnie
AIUANANILALLMEITENININTSUTENIANE (Rollback)
dauasruudesinisauaunisididauazaiuguninuisuudamieudlossuunuduneud sy,
ﬁmumﬁamuamaﬂiwuﬁLﬁmﬁﬁu

AuaszuuResdfaliinsiudsuwladle o sewenduisildau (Software package) lngiudguunas

Ay
ey

wngidnduwiiy uwazauaun 9 nsiasuwlategadunnmudunaun su. fue

a

AUaTEUUARIINAANTSWNES Source code Tl NiiEnSIWinty

e Xl

@JLL@S%UU%J%’@VT’I Source code review LlavdaRana1AnIeARaUNARarUSUUTY Source code

TdAn
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18.
19.

20.

21.

22.

23.
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AALATZUUABIATUANNITINAS Source code HutRInIsidiuntUaandouazidutomien suu.
mvualrldanuingy

I3 1

guaszuudesUadedeyadiuyana (Data Masking) Nfaivegluszuuuasaumnafgisnisi

X2

N/ UGN

e

AuaTEUUABInanstayavaldnueg1eianu wu nsUadedeyadAtyvesgldeu (Sensitive data

v Y

masking) 1Uugu

nstlvesneundindunldinsiugunsalinfoun (Mobile device) Wiguaszuudiuns il

o w

131 Undaminveidlogenesundintu (Application blurring) iieanauidesiiveyadifyvosldnuas

$iluva

13.2 wednsindmingnsvieuinislasneundiadu (Application permission) uugunsaliAdou
voltuindndy wasiinszuiunisnuniunisvednsiluszdniedesiunisazidindns
< ] v 14
Anaduduivesgldanu

auaszuussnuandeyamhunldlunisvaaeussuy (Test data) egnamianzau tnglithdayaisen

e

nadeu nsddndudeddddoyasseseslasveoygindoyasinidvesneuinunldaiu wazviaredeya
oEaINEaLARTuneuT . e

dauaszuusiatenszuvasaumad iU siam naaey wagldnuideenantuiieananudesi
Annnawdsuuasszuuansaumlaglild Fuoyanm wasdosinisimuedvdniaddesuuansaumnead
fann veseu vielinuase Hszuuasaumall ussnsufuusudlussuuasaumaiy

AuaszuuRainsimuntuneun1saaeusruvasaumanaunlulduase Midlunsaiuiuuseseuy

ey

ANTAUNFLALLAL NI TWAIUNTEUUANTAUMNA AL

AUATTUUABIAAAIONALISUNTEULANTAUNATIIAUIANT (Production) msdunaun s, Amua

ey

ez indvsNsAnmweviduaseissuuansauman1e o danugndesnsudiuiazinietio

a a a

puasvuUfoniwendwsliasndrdvsuAansuussuuasaumanliusng (Production)

g
Anuaszuudasiiugualigfudnaujianudygyivsedennainsiiusnisiseyld lneaseunguis
A

uanuiuaaendeasaume waznsuiRnutuneuinettadsing o 9 suy. Amuald

e

AUATEUU ABIRnnIY ATIadeuTey visetuiinnsliusmsvesyaravsenilsnumeuaniliuinig
WNUUETUANE YYD 9AAND

AuaTEUU fesgualiminddua saunalaiunsunesnuiardauusunINAINABINIT IR0

e

nstuiinUsedinsyihnurauni nMstiseinm LLaxﬂWSGEJIE]QJLL“ZJJJQﬂﬂ‘JEIjﬁ?u 7 pg1sai AN
Houaszuvasdedavodimvesssuuasaumeni seiuanuguussussivingd (Gitical uaeseiuANLFULSS
sedfuga (High) iavmnrauthluldauaia (Production) si¥eriouidy Go live Inslawzszuuiliuinig
Hpsetnedumedidn (Internet facing) wawszuufiianuddusenisiidunuves sy,

uasTuURBsiMsaLEentd Version ¥es Software fiail

ey
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23.1 @ Software WU IUNSTAMIMTONAIUITEUU 28R DMNANITATINABUL DI IWATHANTT
NAADULINETLTUVLIUTLNDUNITNINTUIARLADNIBSTUVBY Software aae wilatasduliliia
YIS nNeanszaunlun1sUave Il AL

232 n3dhdu Software Miliagihunldanulidenld Software nastuagn
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ngUszaen
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" iemduaumsinfesruuinalulagan saumaneuinisimueans dvuadssinnvesteya dna16u
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AYWEIRYMTORIAUTUAINAUTRITRYA SERuTuUNITdnTs naiddld wazdeanisnisiige viall
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Wemuauuazdeaiunsidnie n1sasd uaznsuiluszuvansaumaves s, Inglalldsueyyn
{Surnvau
" dauassuy
" wereya
"l
819890IMIFIU: ISO/IEC 27001: 2022
" 1IAINITAIUANAILBIANS (Organizational Controls)
" yesmsauAneumAlulag (Technological Controls)
wuaUfUA
1. MIAIUANNISIIDITEULANTaUmA (Access control)
11 Wivesdeyauazdguaszuy dessuiuimundvislunsdfiszuuansaume (Authorization matri)
fimnzanuazaenndesiuiniinnuiuiaveuesglinm wagnumuilodinsudsuuas
1.2 W1veslayauaziauaseuy fesuiuivuaseaunseyds (Authorization level) Msindsszuuy
walulagansaumne
13 Wvesteyauazdguastuy dosdnliinsudauenuiniinanusuiinvey (Segregation of duties)
Tumsihisssuumaluladansaumeodamangan Wy dmsudsuenntiisswintmsudamusvase
madfaarnseydAnisdnda WWudu
1.4 nadvesueundaduilldansinugunsaiindoudl (Mobile device) fauaseuusonfjoR il
1.4.1 13Ja‘1§@ﬂmiﬁqﬂﬂizﬁmﬁauﬁﬁiﬂif’izwﬂﬁﬁa nsanane (Obsolete operating system) 1l
ueunAie vievnnoyaneliliuEnsldmstiinnsnssesiuiioanauided s, aglisy
safaannansenuseldaunmumumIzay Wy Mafiuasnstususinu Wus
142 ldeugwligunsalfifinisuduusamsdrdassuuufifing (rooted/ailbroken) 14
ueUndiady Weanmundesiglivszasdfamnsadnideyaddyuositonuazaziia
vevanidennnsnsmssnanuiunsaensen sy, dwueld
143 lioygnaligldanldueundiatunesdudining s, fun dWeliweundinduiing

SnwauduasUaenduilulumuinnsgiuves swu.
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JupsuUfifiienisdniiudeya
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esdeya dauaszuu uazdldan dosUjoR il
151 ulsUssivdoya Gl
1) doyauazansaumadmivatvayunsdadulavesiuims 1dud deyamsauman
anuddndeiinusnduseimidesdinauetidlnddafiousznounsinaula
Weuleuty AMvuauleung WagnITIURUTBIEUSINTIEAUES
2)  YeyauazasAUmARIUAYLBENSAEnS (Strategy data) kN Teyauaransaumeids
Armaiiieaiuayunisiiununsiushauazgvsmansues sy, Irussgdmne
swidoyafmeunsungsuuimanisuen
3)  doyauaransaumaniatuayunisufifenuyszdn (Operation data) léun Teyad
atfuayumevinawluves sy,
152 daudsszauanuddgyuestoya senlu 3 sediu fie
1) douafillsziumudfapnn mnes doyailddmivatuayunsindlavesiuins
2 deyafillsziumudfaiunans vanefls deyafildufiRnuamengunu wun neq
vsorhenegluasdng
3)  deyaiiszfumwddylios nuneds deyaiinidnau/gnirenielu s awise
whilesuiulavseanunsaweunsla
153 dautsdutumuduresdeyanud sviu. fivua

1.54  IQLBUISEAUTUNITNDS

Qe
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1) s¥aU

o [ %

W wSuduIng Whildldamudunanihfiuagasanlasuteuning

e

[ o

2)  sivtud iU uRnunill diieyanldsuseuenemugunavtiin

Qe

(% o

3)  sgautudmsudauassuuvsegilateuning HanstunsusmIInmsseuuwasidnge
Joyafl A sULoUNNEAINEIWIINTNT

LN VDI YALAZHAUATEUUABIAMUALIA NS AT EUUA AU A

¥
[N =

Hauaszuudasdingesminmsidniassuumalulagansaunanuyeanig fadl
1) w3evieneluves .

2) w3evEngUDN THAL.

3) nsetneduiidnlil 1wy suuieSevnedoansdoya GIN
fauassuusioatifugua Default permission wedlld (File) uae Trlaino$ (Folder) fiasadulsis
nssinavslumsdnbs

Wwesdeyauaziquastuy Fosfinsanderivuading q Ainanisngrnedafedesiunsinm

va ¥ J

ANUTUAIUaRASBATAUWIATEY SN, WU WIzsaTyald Yermunnengvine denivunludee
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uazdamuuansuAmNsuAsUaend By o uAY o mundvian1sINtsE SaumMALAE YUY

waluladansaumaAvod s

1.10 ¥vesdoyaiaziauaseuy feslinsaeuniuanslunisidifsssvumaluladaisaunaotng

alwaue wieunadineeudvddlenumiudnsiligndewnudvsiunmsidngs (Authorization matrix)

miu%miﬁmm3ﬂm%’15wawﬂ%’mu (User access management)

Tiinsmununsamadowdldnu nsusmsianissiaiiu msuwsmsdanisdrsnisldamussuumalulad

ansaunNA Wagn1snunIuansSNsIintave it

2.1 m’ﬁawuﬁﬂuiﬂ%}ﬂ’lu (User registration)

2.11

212

HauaszuudesuImsiamsuazmuaNdadderlten (Usemame) Tliinsldandadde
fldanudniu il Tudiuveswiinau/gndne svu. Wiwusdefldu (Usemame) anu
inpsyuemvenedidnvisednd E-Mall) Mdluosdng

Wrvestoyadealudeysifinisairstnyddldautangn (Temporary usen wagdodarin

1 v I Ao &
ﬂ?ﬂL?ﬁWﬂ’Wi&L‘U\‘i’]um’mﬁ]%ﬂu

2.2 MIVIMTINNIIRaRIU (User password management)

221

222

223

224

225

226
2.2.7
2.28

229

2.2.10

AauaszuudasivuasiaiuuuiinTlagldTsmsdu wasdeiulilinsdeusdeariu

A

o ldeuthldnussuuluasausn

ALATTUUABIMVUARINENIVDITHARY Fiail

ey

1) HAwasTUUiANeNIe819uey 16 Bian

Yy

2)  dlgulinue1Ing19tes 12 vian

Y

e

AuaszuufssmuualiiinsBuduiinuwuunatedade (Multi-Factor Authentication)

ATUANULUANTEN

Q

£

Aauaszuudesimualisiaiuiianududeu Ineusenausie dsnys fuay uagdnuse
ey WU @2) 09) (@, #,8&,“, % =<,>,%,5,+, 7 Judu
Hauaszuudoatmusliinisudsuudassiariu dad

1) fauaszuudeatdsusiiaiun q 3 Wey

2) fldnudesdsusiarinumgn 9 6 e

3)  flfudeszuy (System account) TiIsanuasusiasunuA WA

wasvuudRsMvua N s siateyasianuluseuy

e

wasEUUResdnlrEnIIAIuAN AR UBE 1 TNIA

eXPp eXp eXp
e

waszuUResdndsyTverldeu (Username) wagsaniu (Password) fe38n159

e

.
)
©
o]
)
e

AALATEUUABIAIUANUATEUUULURNS seuugiudeya uazssuusuansaumna
(Application) Adaudadildnunassaruegradune Tnebiddddamedauaszuud
I§suaynawiny

dauaszuudesimumismesenssuumstuduimuiiuasnds Wy nsdifidusiasinu
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2.2.11 auaszuudesmuualiglduinis ldsiarusgadunslasndy dsil
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nstwaUnawmTunall

1)

2)

3)

fvuaANNEITERIUDE1ates 12 dn JsUsznoude fidnus fiay uaz
Snuszivee Wi -2 (09) (@, #,&,“, % = <,>,%,$, +, ) Jusu
swasudesliidudiiaaanldde 1wy disglunauiynsy Je-uwana
SuifloutiAn fieg vidowueslnsdmst iy

isduliuAsusiariu iedtueg furuadeslalumsAsusiariu uayssuy

Assossumsasusianulunsddng o awisnsivasnsy

nsdluaundwnduildnuriuginsalnfaui (Mobile device)

1)

2)

Arvuasian1ulaeld PIN code wSosWan1undudou (PIN/Password
complexity) Tnansel PIN code Aaslasianu 6 nantuld
LiveAulriasusianu vedvuegiuauadaslalunisideusianiiu wag

szuUAessessunmsildsusiannulunsdlang o meisnsivasnde

2.2.12 douaszuukazglteusedddsiariiuegauasnsdy Al

1)

2)

5)

Fostmuasiasiuiliamsanmnildie Wy dieglunauynsy “querty”
“abcde” “12345” Fo-uwana YuieuliAn fieg vioiveslnsdmi Wusu
Aesldldnusianulaenssuiumadildnuleedaludd laun n1simuaei
“Remember Password” 1Jusiu

Foafusianuliidunnuduianzyana Liamelgdusunsiu uayll
faisvianindudnvaz o 1wy Ranisiar el aumay s
#oslailiva TP efldsmuazsiarusiufudiugdu wiiyddedldnuazlssy
mssygnnidesdedldauyanatuin
FoaAsundassiaruilefimsudaiouninszuy videasdoirsdaniuaisilng

UARAADY

MIUTIMIVMIAVT (Privilege management)

19
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231 gUirutgyydesimualiituneudiRdmiunisameidey mafinaoudns n1s

Y

Wasuulasdnd wasnisnumudvdvesdldiuedianduaednualdnus

232 dmuednsiunzauiudldnunuanuinduiaraensdasivniianusvinveuuas

v @ va = a a £ a a £ 14
FaiudseR (Log) MIawmzileu nsidinaeudns wazniswisunlasansvesldnu

233 W1vesleyauaviguaszuy Aesdnliinisaivguuazdrdadanslunisidaussuuny

Ay dulunsidauvingu

1)

)
3)
)

s,
¢

avislunisas1adeya (Create)

s,
¢

avslunisenudeyanseisunateya (READ)

o,

a a

avslunisusuugatoya (Modify / Update)

avislunisauteya (Delete)
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5)  avdlumsueumnednslunissiiunisun (Assign)

6) avslumsiusesanugniesasuiuvesieya (Approve/Authenticate)

7 liffans
Wrvesdeyauaziguassuudondudeydanisliandideitrisansaunaniaszuy
weluladansaumele 9 eghaduarednwaldnes
Wiwestoyauazguaszuu desdrindugldanuiivivi i dudlranstudldnulides
flapmnueavsnzay
W1veIteYAkATHARATEUY AasdninTrerianisidaussuuinaluladansaunaves
¥, uivtheuneueniidiufoRausuiu sy,
dwestoyauardauassuy desdaliinisnennouniendsundasdvimainfieiui e
Flénundon Wasuuamihiinuiuiiavey Wasuudaimsinsnu vislifining
Sululunsldnuszuumelulagasauwme

guasTuudesaunsessiumsldnuansvewldeiuniuszuy (Default user) Tunsalitdl

ey

Ay dudesldaudasnvunsianusgsTiuasUaansdy

nMsnumudnsnisiingaveldan (Review of user access rights)

24.1

24.2

WveslayanazEnuasru Aesinsasunudnsnisidnfieesldaussuuidle snu. d
msdsuwdasssuuinalulagasaunavselasaseins

Anuaszuu Aesdimsasumuayssiumsltnudadgldamn bilaldamuiu 180 Tu ynngldamu
Aosnsnavnldnuazfosdududnuli dvm. nsu il syezanfldlalduve sl

[

Hldaue1az Nl Auldar sEUUaTAUmA

Y

3. mytesiugunsaliiliififaua wasnmsamuaumshindunindasaumadidgylilunflivaense

3.1

3.2

nstlesiiugunsalnlififgua (Unattended user equipment)

3.1.1

3.13
3.14

douaszuusosdnlifiinmsnisdmiutesfuszuuneuiinmes ssuuirdetiedeansioy
wagszuuwmaluladaisaumnd lnensiiruaaA1uesszuu (Configuration) Tiidin1sden
iheedmiugunsalfilsifininsugua viedengunsniogiaue
Jldunazmissnunieuen Fesdenniiaesnludfdlelifinisldauszuumalulad
asaumATes S, Auszeznafifivue nedesinwiee (Screen saver) §alusl
vdsnilifinsltnueesfiamesiuszeznannumii 15 il flfnuasmienumeusnay
Tsusslsidedinmsldsiariuiignies

fldnusios Log out senmniatesresfiamesiledirnusndudiosasiineiomoniiomes
Jldsmdostosfuldlgduldaunsal Wu ndesddvia La3osduitonans indesauny

wenanstaglilasuousnye

s

mim‘Uﬂ:u’?iuw%f‘wE?miaumﬂLLazmﬂ%jmu%UUﬂamﬁ’JLmai (Clear desk and clear screen control)

3.2.1

322

Y Aaa @ ]

AR udnnderimsliiiySur sreulumn uase T MsSU - dawind viewmaned - een

Fudeseeaniinsyuureuiiames (Log out) viuil Weduludesaseiislaeliiifaua
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323 gldnusedaiufeyadiAgueniovnn waslesiulifinnudaensdeeganeiios

Ada ¢

324 gldnussnienaiseendiniesesfiuiviufiniuiaueas

NSAIUANNTINEUATEUY (Network access control)

Tdnsauaunsidauuinmsesedie Minuaunsiigadimnudmivdldnunegneusn sy, ms

AUANMSTg Rfmug UnsaluuaTenne nstesiunesn (Pord) MlYdwsunsaaeuuasUSulsaszuy N3

WUIKENLAIRYNY (Segregation in networks) BE1MANZAN N1IATUANNITIBUABNIUNATEVIY UAYNIT

ATUANNISIVUALEUNNUULATEUNY

4.1

4.2

4.3

4.4

4.5

4.6

AMTMUUSNNSATNY (Use of network services)

[ £

411  HOUATEUUABIATUANNSIHELNTUNUNITEUULIATRY BdBa15TaYa (Network diagram)

s3delaseasng IP address ¥o5vUU Uaziipgunsalansaumeawignlilasuaygynvie

WgueUen
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4.8 MIAIUANMIAMUALTUNINULLATEYIY (Network routing control)
Hauaszuufosmuaum sivuaidunsueierisiieliiulainnsdenseirdosnenfinmes
waznslnaieuvesmsaumauuedotts nefinalalumsnsivasuiiogatsmsuaziunisves
nsidiewsio Wy n1smuaslag Firewall vide Proxy s
NsAUANNITINTSEUUUURNNS (Operating system access control)

¢
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9) Hauaszuusmaiuaduuaisseulldsianuialaliviu 5 A%
nsszywazigauinuveldau (User identification and authentication)
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st etaaunarieaslifiistemauiiiofioujua

533 Ifinsfigaddanu uasdmuadnslunisldeulvsunsssang idfamegnguauid
i fifuRnveu
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6. nMsmuauNERdUsknsIUsEendwavansaumna (Application and information access control)
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6.1 MsAANsnfsansaume (information access restriction)
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UININIIAIUANAUBIANS (Organizational Controls)

1NATMIATUANALYAAINT (People Controls)

UININITATUANAUNENIN (Physical Controls)
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WMIN13AIVANMUIMALULAE (Technological Controls)

wuIURUR

1.

10.

11.

12.

AuaTEUURRINIMUAdNSNsiinfessuvannuneBidnnsedndues srlu. Wimungauduniniianny

e eXe

a

SuRaveuvelday TauanunIudnsnsildnuegwalitaie

Q

17 o

Aauastuudoamualtadldnunnnasgusnmnedidnnselng (E-mall) fldlussdng
Adnudessziinsyfdunsldanmnedidnnsedndliliiinanudenede sy, aviindvdns as
A Iaysiedy Aanguune azdiadasssy warliwmemustloved vieoyyraliddunarm
nauszleriludsgsnannnsldanmnedidnnsednduves s,

i nudedailifogammnedidnnselind (E-mail address) vaaf{duitestu 3u - defory nciulsums
Buranmnid e uaglifiold werla@anvined d rvsetindidud Suiaveust omsldoumng 4 Tuannune
didnnsedindvawmy

i nusoddfiegaavanedidnusetinduos s, ioufohnu fnde uasUszauauues s, whiy

it nusiedslifiegammnedidnvsedindwivesenuulunsuftifnu Aese wazUszanuamues v
fldianuses Logout sananszuunneds vdsnldussuvammanedidnvseindiasiduiietesiuyana
duthldauanmnedidnmsedind
Aldudesnsradeuionarsuuvanaanuiedidnnsedndneulagiu Ineldlusunsudeadulaa
ilansIvaeusiawaieing

Aousodailnvsedsiesnmnedidnnsedndldsuanddailizdn
fdrudeddtonuiignlunsiu - demenedidnmseind uadidndamaneifidomeayily s,
FedoiduaierinlmAnanuunnuennely s
Fldsudoshiszyauddguesdoyaadduidosnmunedidnnseinduazdendrsiaiiedesiu
nsiifetoyalasglifetoutefinsddoyaiidumudy
Alfnudewmsinaeudiiuannedidnnselindvesnueaniu wagdesdnivanmnedidnvselindlug
vosmulivdeduiutieniign miniideyaiidndudeniunldersddunsufoanumendsllda
Toudnganmunedidnnsoindunduaiesnoufinneveanu il iloanuTinunisldidefivesssuy
Imanedianvseiind



37

dufl 12

msdsesdayauazmaiiuinendayassnasmenauiiames

WQUszaeA

Welviivayadseslildaulunsdindeyandniinanudsmelidaunsaldnursedifala vsewdieiin

Y

AMIENIAUANa 9

ieltinsujuRnaenadasfungvuneg wezswlya® vietetadunteusndu 9

{Surnvau

v v

TaRuUaY"

e X

AuaTZUY
\Wvesleya

Alda

319890 5g1U: ISO/IEC 27001: 2022

11MINIAIVANALBIANT (Organizational Controls)

WMIN13AIVANMUIMALLLAE (Technological Controls)
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