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fuulsunernusiunsasnsvosszuumaluladansaumnaves sy,
122 mnualiiinisasuinludyrirazlailameaiuduves sWs. (Non-Disclosure
Agreement: NDA) %nnf J?)w

BN
Vo qﬁm
R



1.23

1.2.4

szuumalulafasaumeiaisvideiannlnedldauluseninnsidadodudunsnd
09 T,

fvuannasuinveunieunastny magldauliuftRnauleuiemsinmanusiung
UaoafevessruumalulaBarsauna s, sauis nguune sudey dededu ude

YOMNUADY 9 NMABITBINUNMTSNEIANULUAsUasadBTRITsUUIMALUlaEaNTaWYA

nsasenutuasUasndslusenineni1991997u (During employment) iaasanunsyninLa

Aldnudeiudeiifgtesiunmsuifnumsauma sufdianuiiiieliamnsalesiudedsnanle

2.1

2.2

2.3

24

WM NMSUIMsInMImMeuanutiuasUasnie (Management responsibilities)

AUIMIS Tl ynsedutuiindfaduayukasdaatuisedealud uigldou

211

212
2.13

Usgmenlennemsinwrmsiuasaen s uansaumenes . Wumednualdnuslinnay
SunsusaruURnY

el uufinuulouiemsmwenusiuasasnfosuasaumaues s,
afeanunsymindennusiunmasadiuamsaumaiifoadesiunifinnuiuinvey

YDIRULDILATUDI TWY.

msasenuaserln Mslianug warnseusuinuauiuasaendelvungldan (Information

security awareness, education and training) MsassANuUAsERINUNITSNEIANNTUAIUADAAY

ARG RIGED

221

222

223

Hauaszuudeauiuieufoanaiu uazdeslnifidiansznusenmiiunsUaonfoves
szuumaluladarsaumaungldnuiiieades venanddoudafeuliildruiua
seifnseTemmudsssng q wu hiareufiumed wedanisasnaeniadainen (Social
engineering) kagdoslwinamada [Wudu

v, Fosdndunisineusy wieUszunduiusiioadrsanunseuindruanusiuag
Uaondevessvuumaluladansaumauddldnuduusedmnd

dvn. deaudaldaulimau Welinmswasuuvamlouismsinvinnusiunsaonsde

ANTAUNAYDY TN, TINIBTUIBNANITZNUAINNTIUABULUAIRINET

maudamanisallaiund

Alfanussaudamnisalliunfdumalulagasaumaiinudiugemned sy, fuualaeisiiign

AMSAAUAUNGIINY

241

AMUTURAMUNg VY

ulbusuazunUfiilunissnvanuiuasasadoduaisaunadldldnolhianans
manguanefilgldnuiiauieglsugoamumleneuasunufialunmssnuvimusiuag
Uaenfuansauina uazdldunnadusonfiagliduiumsla q mangmnese siu. Tl
UftRnussdoutl utegslsfimumndldnunssyhmaasidianienseyhiiananleuns

waznwfuRlumsShwanuduasaendvasauneg o1aduanuianiaiteuazdume

s

SN

339



Tignastnemadold svly. lifidiusuiinveusenisazifaningduniatagiinain
nsldszuumauiunes
2.4.2  msiarsanlnednseyinie
Aiauiinszviianuiin dn. szifinaeudninmslisutazeraduanuiianide vie
AuARRLn eI
1) winew/gnieidHuvieasdaulouensinwimnsiuasuaensovesszuumelilad
ansename v, Fosgnaslmumnunszuaumsmaiiioves s, sufangrneiifoites
2) whenuneueniinsgitanuiin sgillneaniiseyliludygvdegniinnouans
msldu sudadiudunmsnungneiades
miéluqmﬁam'ﬁmgﬂuLL‘Uaﬂm’i?ﬁN\‘ﬂu (Termination and change of employment)
iefmunniihfinusuisveuidieduganiedsuntainisinienu Senulusnishunindaunay
n1snennoudnslunsidiis
31 maudimsdugariersdsunuasnsiisny
3.1.1  dhenineinsyanadesdddigmalulagasaumansiuiuiivanidnauiinisaileen
Tonéhe o viioldein ilerhemaluladasaumeagldnsaaeuuasdmsdinmsans
lumaihfessuumalulagansauwme

%

3.12 dhe/didn Anduguauninisindiamideauaiguen desuwdalidigimalulag

Nd vy v

arsauwmensuiuilunsalngSuinanguenduandyyrdraseinisenidndyyidig
Wold duvv. asrvseunisitausyuvasaumakazaonnouanslunisidnfessuu
ANSAUNAYDI TN,
3.2 MsAUAUNSNGURY S,
o o A o N a o ¢ o = & = =
HauasTUUsawmNasuiaRenAudunindvas s, 9ngldnu Wensdugavsenisiudsuudas
N1591997U
3.3 AS0A0RUANSIUNTIUNGN
331  douaszuudewmanaeudvslumsidifwesildny Weduanvtodsuilamsdnenuy
3.3.2  A130en0oudndlunisinierngsINDe 1enenn (Physical) wagn1emssng (Logical)
1 % LY o % vV LY a ¥ [ 9
wiu Nagd Uhswaneny Unsusednigldanu wasdnddldau Jusiu
333 Tunsdingldnundugavserfsuilainisnenu dinmslddasldausiuiu (Shared user ID)

Y] 1% A Yo o o v = o T £ o~ ::4' %
ﬂ‘UE:lﬂsﬁqqu@u QUQQUUQJ‘%’]@@QLUa8u3WaN1umumﬂaQ§]qﬂﬁuaﬂﬂ'§@LUaEJULL‘UaQﬂTﬁf\nQﬂ’]u

s ﬂ\o‘
%ﬂﬁr\ﬁ



daun 3

N195N¥IAMUAUAIUADANTNIIATUNITATNLAZ FILINA DY

Tnguszeaea

dl ) o o v A a v %) v «:4' & do =
LWE]ﬂ']U@lILLa3‘13@5ﬂUﬂqiiﬂwqﬂﬁqNNUQQUaaﬂﬂﬂwLﬂ‘EJ'JGUENﬂ‘Uﬂ']iLmqﬂQ@qﬂqiaﬂqum LAENUNINLAU

Joyanouiianes (Data storage area)

HSuRavau
" auassuy
" gewiemsihedndeuasuinig

31989119351

nuIAd 7 AnusiuasUasndenisnieninuazanInwInasi (Physical and environmental security)

TR

1.

AUATTUU Aodeenuuy warfnrsgunsalviessuvaiuayu (Facilities) ieUesiuanuiunsUaonsiy

e e

AUNEAN WU gUnsaliumAs svuudsedindin esesillaliih svuuUueniALazauANAILTY
SpUURBUA wagdeinsUneinwegwadae

puaszuUdeRnrsgunsalansaumaluguin (Rack) vieanuiniinnudunsasndsuasiinistnden

Y 9

e eXp

AUATIUY Fosiinstesfuasindaildifiensdoarsdeasln SWiinsdnsudayeyas (interception)
vellerudemenisny newdesiumenildaiuiofesameniemauaeiifuncasadornmadigs
waglilAuaner it dddegasisay Tuasndadeasuazaeliihdomenaniulaed
svevveiivanzay

msfmuauinaiiiinisnwanuiuasaende

fvuafuiivessyuuimalulafansaumang 4 sgramnzay Wedumaithses AIUAN MITNHIAIY
ﬁumﬂaamﬁsmﬂﬁﬁiﬂié\’%’uawm satstlosfurnudemedy o ienaieduld Tnowdwenusnadiud

T aussuumealuladansaumeasanidy

v
U

a1 Wuiliheu (Working area) munefls ufiRndaeiosroufiumosduyanauazneufinnoinnmi
Usgdldiziinany
42 fuiidniuteyaneufiumes (Data storage area) e ufirudvostoya (Data center)
nseuRuNsLiioen 81As aanud
51 fvundvdvesdlfnuwarmienunouenlunsdifsanud Tnewdaenld di
511 fouaszuudesivuadnsunildauidansiin - een wazivuatisszeziandifians
Tunsidh - senusiaiuldussuumalilaBansaumang1adaiau
512 Wwdhitsnwanuvasasts (5Un.) sxdeslimissumeusnuieyaranisusnuaniing
flannsnsryfnuvesyanatu q newdifeernsves s, 1wy Tnsdszsiiserimy
Tuounedud Wudu udduiindeyatnsluaynduiinvdessuusuasaumne FW—

M X

.

O



52

513  mhenumeueniinfindedesiamsiinsde (Visitor) ssqaitanansaiulsdaaunasniia
fleglu svhu. uazAutnsdAnse (Visitor) Aeusenatneransves sl

514 Wwmihfisnwanuvasnsds (Un.) desmsieasuinsie gunsal niouasansendiaya
Juiinvisessuuansaunaliignies

fauaszuu desnuaunmadi - sentuiidaiutoyaneufiimes (Data storage area) lalliglaifiand

Fadald Tasuuaiuiinisdawevaudiuasiuiinnnnionndouseneugunsniansauine

(Unpack Area) fioutiudnituidafiudoyanonfinnes (Data storage area) wagdasmiuaunig

W - gen Llendnideanisiifessuuansaumekaztoyaansaumelaeliladueynn neu o

MNTUABUT SHL. AU - j)j\ of

Lo

‘niqﬁ

eAM

v



10

daun a4

AN5IANISNSNEIFU

WUIZEIA
B {0USMNISIANISNSNOAUAITAUMNA HIANITINUT AITETITU FUDINTENLANLTINUY Inedin15Tey

9

duninduesesdnsuazimunnihiimusuinreulunsundemindauasaumeogamnzay
HSuRavau
" auaszuy
" 31vedeya
" Jldau
31989119351
" ynad 4 NSUEMNSIANISVENGAY (Asset management)
WuIURUR
1. whiieusuRewaudensndduaisauna (Responsivility for assets)
11 Wwesleyauazgguatsuy Aessiuiudnidyininddu/meileunindau (Asset inventory)
waznumunsloundndauegialenlas 1 ad viedlefinsidsuudasiidtoddy
12 Wwesfeyauazguaszuy deaszyidnvemindauasaumannsionis e 3uinveugua
PnusiuasUaanfuansauImARasnIeseg Iy
13 Wnedeyauasguasruy FesSenfunindaumsaumaiioduanuioideunaimsineny
14 fifnudeddvindauaisaumeaves s, ogsseiinss Ty uadldileufoRouves s, wihdy
saderiiRnungmng sudeu detadu wazuloune ves vl
2. MshwunUssinnvemingduansaume (Asset classification)
21 Wneseyauazguassuy FessuunUssamningaumudunoud sy, fuua uagnuvaums
Fuundsnanetsasiiae
22 Emedoyausspuaszuu desdmiinedonsndaumsamumn (Labeling Wiaau ieuiadslisinmsns
guanissnenusuataenuasaumaTisenndestulssnymingaumussdutuamudui s
AU
3. msdamsdetiufindoya (Media handling)
31 Wwesteya dauaszuu ualdaudesmuaunisldounaziniAvdetuiinuuuneaviesenis
fuiriesneniianmesle (Removable media) Aufl sy, v

32 Wwedleya Fauaszuu wazldnudeviatedeyadiAnylugunsaldetuiinteya uiludeya

U

) = ° | v vy ) ya o w ¢ v ' =
ANUVUABUN WU, ATUUA Iﬂﬂl@ia’]m’ﬁﬂqgﬂusﬂa%aﬂa‘Ull’]bL@E]ﬂﬂ@u‘ﬂgﬂqf\]ﬂQUﬂim@Nﬂaq’J‘Wia

s Y



33

11

Aeunazeygnligauthaunsaitululdnuseiieesiuldivinisidrietoyanddgle lng

Y

fnsanismsvianedeyauudetuiindeyaudazUseunn fail

Ussindatuiindoya ABvinang
nTaY TumeLAToINaeNans
Flash Drive 1) vhanedeyauy Flash Drive AuinsgIu

DOD5220.22M ¥a4nseNnsmnaviavsgenisn
FulumsBewivdeyaidiuvanssou
2) TEnurseunlidene

Wiy CD/DVD TuaeLA3evaIeenans
wy LB unseualiidenevsewinay
ginfan 1) vihanedeyauussafannamng I

DOD5220.22M ¥a4NT¥NTHNANMMUANTFORITN

= & a v v a
FAU UM EJUV]UGUEJJ‘JJaL@NV‘a']Eﬁ@U

2) TEvuviseualdene

Y

Wwesdeya dauaszuu waedldonu dedimstesiudotuiindeyaildiniuieyaasaumea Tunsdl
finandeudieifietesiunadiddaglalaiveugn gniiluldeuininguszasd siuds
HJestuetufintoyalililésuanudesms Tnsinwarnasndvasaumanudunoudl s,
e AnS BN

b

N

ghm

v



12

daui 5

N15IAN NITWAUT wagNISUIRINYITTUUETEUINA

WUIZEIA
" dleAiuAumsdam e wavursednwssuvansauna Winisiivuaunasnisnisihwanuduag

Uaondy Weldesiunnuianain gayye wazmaasuwdasunlassuy

[

HSuRavau

v v W

. IAUUYB

eXp ey

" HkATTUY

31989119351
" yoadi 10 Tassademsdevn nswan uagnsUNs B nwnsTUUASEUme (System acquisition, development
and maintenance)
" ned 11 anuduiudfumiienumeen (Supplier relationships)
WuIURUR

YU v v ¥

1. guedudgm desmuauliinsivuadennauazanuiuiaveuiifnetdesiuanudeswimuniuiuag

Y

Unendvansaunaasludyaudiiusnisaieuen Inglinseunqusiuiiaguinegieeig

2. fiutiymdesmunsliiifennas (Sin off) Aeuuldauszuusds (Production) wierow3a Go live

3. fquaszuu Fesiminderimunlneszyfamseuauansiunsaenfodumsaumeaiisonndostuileun
wazkUiURM A TIETuAsUaeR e IaumATeteIRnT W FBnsuuutaeadelunstanTusunsuey
1175574 OWASP (Open Web Application Security Project) Top 10 #381165§114 CWE (Common
Weakness Enumeration) Top 25 w%ammgmﬁaau%’ﬂumﬂa

4. fuaszuudeseenuuulasaamsdansssuununasiauedlidudyyiuseueuy Go Live

5. fguaszuu desiniseonuuuszuuiilensavaeuteyaiiezsfuidigueunaadu deyaiiinainnis

' [
¥ = < o v

Uszanana uazteyaiiegszninamaUszinana ionsiamuazdesfualsigndesiiAnduiudoya
Wy Mileaudau (Buffer overflows) nslddudsiiaussinn uavdesdlunasnisdesiunieniunu
ANHAUYAITENININTUTEIAHA (Rollback)

6. fauasruuiodimemuaumsdifuasmuaumsiuisuuaneudlussuumuduroud s, fvuniite
AUANKANSENUTIARTY

AuasruudsdInalidnmsasuulasle 9 segendwisildau (Software package) Ineiasuulas

-
e

o & & a ' v & ~ o
WNENUUNIUY ASAIUANNN € NNTUAYULUAIDYIUNIINATUVUADUN TWU. NI1AUA

8. Hauaszuumesdiansidniia Source code Tidndslalanizgniansivintu
9. WAATEUUABITAYIN Source code review tilevUaRanaIavIedsinunfiLazUsulse Source code

Tiflaaunn A y\zw
Lo, g
WSS



10.

11.

12.

13.

14.

15.

16.

17.

18.
19.

20.

21.

22.

23.

13

AAUATEUUABIAIUANNITIAGAS Source code HIutRInIeidunsUaandowazidutemien suu.
mvualildauwintu

< I

guaszuudesUadideyadiuyana (Data Masking) Ndaiivegluszuvauamsaunangisnisn

@32y

LAUNTEU

[

Auaszuudesanstoyaveldnusgiedany 1wy nisUadeteyadidnyvesldaiu (Sensitive data

v Y

ey

masking) LUusu
a a o &gy | ¢ A a . . v v o a o X
ﬂimsUENLLE]UWEiLﬂ“ﬁumi‘lﬁﬂ’]umuqﬂﬂimma@u‘ﬂ (MOblle deVlce) 1“%@]LL@'§3UU@r]Luuﬂqi AU

o w

131 Undaminqeidlodewaundintu (Application blurring) Wieanaywdesfiveyadfyvesldnuas

$alvia
132 vednaihdaminensnieuinislaseundiadu (Application permission) uugunsalindouil

1% N = a £ o A ) a a £
EUENP:ﬂSU\T]ULVHV]C\]’]Lﬂu LLagllﬂ'ﬁ%‘U’J‘Uﬂ73WUW’JUﬂ735UE]aV]6LUUU'§3§]7LW@ﬂQQﬂUﬂqiagLﬂJﬂa'ﬂﬁ
13 | v 14
anuudiuivesyldau

guaszuusssnIugudeyamhunldlunismeaaeussuy (Test data) egramnzau Inglithdeyaasen

ey

nageu nsadndudedddtayaisdecldasuangindoyasnidivesneutiunldnu uasiaiedoya
oganEaNmsTumeuil T, v

dauaszuudioaenszuvasaumadmiunsian naaey wagldnuiieenaniuiieananudesd
Ainnnnswdsuwasszuuansaumelaglild Suoyam wadsinismuedrdniadrderuuasaumnead
fiann vedeu videlinuase fessuuansaumalvl uasnsUfuuudlussuuamsaumady

AuaszuUdainIsivuntuneunsaaeusruUasaumatautlUlduase vdlunsdluiudsessuy

ey

ATAULNFLALLAL N TNAIUNTEUUANTAUN ALY
Yy a o ¢ s a8 ¥ a . & a °
@LLa'ﬁwwammmsﬁa‘V\ImLnsuuizuuaﬁaumﬂvﬂ,mimi (Production) UTURBDUN SWU. N1RUA

ey

wazdtedvimsRadsreniu el uuasaumeng  faugniesnsudusazinidote
Hauaszundioniwenduniiliazdindvaviinfiafsuusruuasaumaiiliinig (Production)
Hauaszuudesifugualii3uisujianwdygymiedennainslruinsfissyly Tnoaseunquils
Frunnusuasannfvansauma uaznsUfiRnuduneufifendosg q 7 sru. duel

AUATEUU Fosnn nsradeUTIa vietufinnsliiinsvenyarasevihenumeuesnitlsuinisua

eXp

NUIUA T YY1 NDE NI LEND
AUATTUY fsgualinindduasaunaliiun1sungesneuasdouusunIuAINABINIg SRl

ey

nstufinUsefintsvianuiaund nisthgsne warnistenusugunsaity 4 sgasiuaue
Houassuvazdedaradmivesssuuansaumeiissiunnuguusdussiuingd (Critical) uagsefunaguuse
szAUge (High) wemaneulUlFruese (Production) siersuisy Go live Inatawzszuuiiliuinis
WuseteBumedidn (ntemet facing) warsvuufianuddysenisaiurures su. ﬂ\Qﬂ
Hauaszuuiesiiarsandontd Version wes Software fail AS



14

23.1 N3 Software WUUNYIUNITIATIMTDWAUNITEUU AADIUINANITHIINADUY DI ILALHANTS
NAADULINETZUULIUTLNDUNITNANSUIARLADNIBSTUVBY Software mqe wiatasriuliliina

JaslmipusudieannszaulunsUnvedluninugd ﬁ, .
232 nsdhiu Software Miliaeihuildnuliidenld Software nastuagn

%ms 4?7% oV



15

dun 6

nsAuANNsidfsszuumAlulagansaume

o/

agUszasn

£ o v v o w

" deaduaunsidnfeszuuinalulagan saumaneuinisimueans dvuadssinnvesdeya dnadu

be

o
= (Y

AYINEAYYTORITUTUANNAUTDITRYA TERUTUNITNTY nadnddld wazteanianisiig viall
WeonuAnwartoiun1sidnfs n1saed wagnmsuilyssuvansaunaves svu. lngldldsuaygyin

HSuiavau
" auassuy
" Qweeya
" gl
31989119351
" yedl 5 msauAusidde (Access control)
" yned 8 Anuiuatasndednsunsiuiiuaiu (Operations security)
" yedl 9 AnusiunsUaendvdmiumsieansdeya (Communications security)
TR
1. mimuaunMsintasruuasaumna (Access control)
11 Wwesdeyauazdguaszuy desududmundvislumainfszuuansaume (Authorization matri)
fmnyauuazasaadosiunihiianuiuinseuvesglinu waznumuiledinsuasundas
1.2 Wvedeyalariauassuy Aesiuiuivunsyaunseuld (Authorization level) nMsidniiaszuuy
walulagansaume
13 Westeyauaviguassuy dosdalitimsuiauenmihiianuiuinveu (Segregation of duties) Tu
msdfaszuumaluladansaumeegtammnzay Wy fnmsuuenmiiissrsnsudemszasinng
dndawagniseudfinisdifa WWudu
14 nadlveswoundieduillinuriugunsaiindoudl (Mobile device) fauaszuusasufii il
141 lloygnelvigunsalindouiinldszuuUftRnisdiasiy (Obsolete operating system) ilFu
weUwALTY v ovneyaelldumslimsiiinasmssesiuileanmnuded sviu. aglisy
sufsannansenusegldaunumumIzan 1wy Msfiuasnstuduseu Wus
142 ldeygeligunsaififinisuiuudsmatindessuuufifinig (rooted/jailbroken) Lildau
weUndiaty weanmudssidliszasdfansadfdoyadduesldaunazaszida
vievanidsunnsmmsinnanaiunsasaden s, fwualy
143 lieyaalsgldanldueundiadunesdumning sy, fuun eliueundinduiinig

Snwmnusiupsasndaidulumusnnsgiues s, M ;)AW v

SN (i
RN



1.5

1.6
1.7

1.8

1.9

16

FuneutjiRifensdaiutoya
esdeya dauaszuu uasildann dosfoR il
151 wisUssiandoya dedl
1) doyauavansaumadmsvatuayunsdaaulavesiums 1iud deyaansauman
anuddnSeiinnusnduseinidesinauetiddnddafioustnounsindula
Waulgute Myuauleuny KagnITIUNUYBNEUIITTEAUES
2)  dayauazasAUWARTUAYLNENSAanS (Strategy data) Wkd Yeyauaransaumenide
Fmafieatiuayunisiidunumuiusiauazgvismanives s, Wussqdmane

FItayamngunsuigTuuINIneuen

a

3)  deyawavansaunanaivayun1sujiRauysedn (Operation data) lauwn taya

U

anvayumsviumlives sy,

152  daudsszrunnuddyuesioyn senilu 3 seiu Ao

1% =

1) doyaniseiurnudfann vaneds deyanlidwuatuayunisdadulavesuims

1% =

2)  deyanilsgiuanuddyUunans vangia TeyanltufiRauamengunu unun neg

eehenelueenng

1% =

3)  doyaiisziuauddnyidos nuneds deyainidnaw/gnitenielu siu. awisn
WndeswAulavseanunsameunsta
153 dSautaddudumuduvesdeyanudl sviu. duua
154 dauvsszduduniadie

o
v v o v Y

1) SEAUTUEIMSUEUSINS W1D9lAMIUBIUIAnTNAkaEANSNaN RS ULBUMINg

U

€

v o o

2)  sivtud miugui iRl iiiweyanlasuieuenemug nnavtiin

3)  sgiutudmsudguassuuvsedilateuning davslunisuimsdanmisseuuuasidnie
Yoy af iFULoUNLERINBIWIINTN
LNV YALATHALATEUUABIAMILALIAINSUNDITEUUANTAUINA

[N (%

AUATEUUABINAATRIMNINM SRSz uUmAlUlagansaumANLY8INg Al

e

1) wsetienigluves su.

2) AseYnngUDN THAL

3) iAdevedundalild Wy szuuieetndeansdeya GIN

fauaszuusioatifugua Default permission vedlld (File) uas Tnlaino$ (Folder) fiasnatuliis
msmavslunsitnis

Wueadeyauaziguastuy Feafimsanderiiuuning q Aflnanangunedafetosiunssom

£

ANuTuPIUaRnfBaTAUWATEY S, WU Wzt yalR Yanmuanenguune denvunludaye

w Ums P



17

wagdamuuamsuANNTiuAsUaendBaY o LAY oM mruaansn1snt@ saumALaE Sy UU

wialuladasaumauag S,

1.10 W¥vesdeyanazyauaseuy fesinsasuniuanslunisidrfsssvumaluladaisaumnaagng

alawe wiounadinaeudviddlonumudnsiligndownudvsiunmsdngs (Authorization matrix)

mM3uImsdan1snsiintiavesyldany (User access management)

Wiinmsmuaunsamzdeudldnu msusmsdanissianiy msvimsdanisansnisldnussuumealulad

ansaumne Lazn1snuniudvsnisiiniavesldem

2.1

2.2

m‘ia\‘m&ﬁﬂuiﬂ“i’f\ﬂu (User registration)

211 fouaszuudesuimsiamsuazmunndadderlten (Usemame) Tliinsldaudydde
fldanugnfu ot Tudruvesminau/gndna s, Tidmuededlda (Usemame) au
wnnsguanvsnedidnvseding E-Mail) Mtluosdns

212  Wwestoyasealufeysiinsaietydglinuiinsm (Temporary user) uazsiosdnin
Franansldnuwiiduiu

NITUIMITAANITINANIU (User password management)

221 fuaszuudesimuasiainuuuuinnslagldiBnsdu uasdsiuliinswasusianiu
legldeudldaussuulundausn
222 fguaszuudostmuaauvessTakIY feil
1) dauaszuuiianugniedietey 16 wiein
2)  gldnuianugnegrniey 12 vidn
223 gouasruudesmvualvinstududinuuuuvatedady (Multi-Factor Authentication)
ANUANUMINE AN
224  douaszuudasmvualvisiainuiinnududou lneusenaume @onws duay wazdnusy
iy WU (a-2) (0-9) (@, #,&,“,*, % = <,>,%,$,+,7) 1Tudu
225 fauaszuudoatmusliinisudsuudassiariu fd
1) fauaszuudeaddsusiasiunn 9 3 Wy
2) fldnudesdsusiiaiugn q 6 ey
3)  flfnudeszuy (System account) TisauAsusiasunuA s EEY
226  gouaszuudesmvualiiinsihsviateyasvianulusyuy
227  {ouaseuudednliln1smuanIiaR1Leg 19
228 fauaszuudeadndsiydTodldsu (Usemname) uagswariu (Password) #e38nnsi
Uaensie

229 uaszuufeInluANguaszuuUfuAnis seuugiudeya uagszuuuaIsauLnNe
(Application) AdnuTadgldnuuassiarwetadune lnglmddddamedauaszuui
I¢suoynaiiiy

2210 fauaszuudesmusismssensyuumstuduiauiiuasade Wy nsdlfidusiasinu

‘a;f/rng }2(\0”

N5



2.3

18

[

2211 gouasruudesmvualigliuinis Wsiaiuegaiunsaendy el

nstwaUNAnTuTbU

1) fnunanuensianueg1itos 12 ndn JeUsenaudie fdnus et wae
snvsEiildy WU (a-2) (09) (@, #,&,“,“, % =, <,>,%, %, +, ?) Husu

2) swasudesliidudiaiaianlade wu disglunauiynsy Je-uiwana
JulloutiAn fieg videruasinsdmi (Judu

3)  lituliuasustaru st ueg fuanuasinslalunaudsusieninu wasssuy
Feseasunsilasusiaiulunsding q deisnmsiivasade

nsdluaundnduinlgnuriiuginsainioui (Mobile device)

) Avunsiariiulaeld PIN code n3esWan1ufidudou (PIN/Password
complexity) Tnensal PIN code #asldsraring 6 nanTuld

2) hitduliiasusianiou feiltuegfumuaiinslalunisudeusianiiu way
svuufpesesunsiUdsusiarulunsdlsing q faeSnsfivasnsde

2212 fguaszuukasldnudoddstariuogaasade dail

1) destmunstariuiliassamanlaieg wu dieglunaunynsy “querty”
“abcde” “12345” Fo-uwana Tuieutiin fieg vidoieslnsdwi Wusdu

2) aesldldausiadimlnenssuiumadldnuleedaludd loun n1simuean
“Remember Password” tusu

3) deafusiariuliifuauduianizyana Lilawmeligdusunsiu uaylsl
funisvarindudnuazlome 1wy Ranistarudevinglfoums Wusy

o A

a)  deslailiva@Pedldsmnazsiarusiuduiuidu wihtyddedldauazlssy
mseygnnnidesdedldiuyanatufn
5)  doudAvundassiarudledimsudafiouainszuy vieasdoirsianinuaisilng
yAnADY
MIBNIIAMIAVS (Privilege managerment)
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231 gududyyidesmnualiituneud jUadmiunisamedou n1sifinneudns n1s
wWasuuUasdng wagn1snumiudnsvesdifiuegraduanednualdnys

232 fmuednsiuvanzauiudldanunuanuindusaraenndesiuntiiiannusuingeuuas
v @ wa =] a a £ a a £ 174
Fauiudsed (Log) MIawmzileu n1sidinaeaudns uaznisidsuwlasansvesyldanu

233 W1vesteyalaziaiassuy fesdalidnisaivguuazdindnslunisldauszuuniy
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Audndulunsldanumingu
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1) @nslunsaietoya (Create)

Doy

2)  @nslumseudeyaniasungdeua (READ)
3)  avslunisuiuusstesa (Modify / Update)
4) avslumsaudeya (Delete)
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5)  @nslumsusunnied@nslunisadunsini (Assign)

s,
=

6) AnslumssusesrnugniesnsuIIuYeItaua (Approve/Authenticate)
7)) ladfians

wazhguaszuudenlufeuliinisiiansiiodnfarsaumaniassuy

Y Y

Wvesdoy

f2)}

weluladansaundln 9 edraduarednualdnes

Wwesteyauazguaszuu desirinduugldanuiivivii i dudlsanstugldnuliides
fgamunnamszay

WIvesleyakariakasruy Aesdnfnsseziainsidnussuumalulagansauneves
¥y, uAvthenuneueniiduU iRty s,

Westeyauazipuaszuy dosdalifinisnennouvielldsundasdvimaindeiui e
Fénundon Wasuulamihiinuiuiievey Wasuudainsinsau vislifininy
Fudulunsldaussuumelulagasaume
Hauaszuudomuniesziunslidanavives]lianiiinuszuy (Default user) Tunsdliid

AnududasldudasirussianusgeTuasUasnsiy

a ta‘ Y = L4 . .
msnunIuansnsidntievesylden (Review of user access rights)

241

242

Wvesdeyauaziguaseuy doslinisaeuyudvinisidifwesilinuszuuile sw.
mswasuuassyuumeluladansaumavielaseainsoding

Houaszuu desimsseuvnuuagssfumsld ol a @i o il auiu 180 Yu o
Fosmsnduuldnuasdesdudufnuld du. vau siel sreznaniillldldmuvesiad
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3. mstesiuguniaifilififaua wasnismuaumshindunindasaumadidgylilunnlivaense

3.1

3.2

nstlesiugunsaiiliifigaua (Unattended user equipment)

3.1.1

3.1.3
3.14

3.2.1
322

Aouaszuudosdnlifiinmsnisdmiutlestuszuuneuiinmes svuuiedeiiedeansioy
wagszvuwmaluladasaumne lnon1sinruaauesszuu (Configuration) Tiiin1saen
wihvedwmiugunsalfilifininaugua viedengunssiegiane
Jldnunazmirsnuneuen desdennieesnlud@ilelifinsldauszuumalulad
asAumATeY . Awszeznanfiivue lnedesinwiee (Screen saver) §alusid
vdsniiliinsld nueesiiawesiduszeznanununit 15 il {linuuesmismuneuonay
Tnusielsidesinmsldsiiariiuiignses

fldsios Log out senaniedeseniiamosisledimnusnudesnsinniomonfiomes
Jldnudesdesfulaliiduldaunsal 1wy ndesida in3esdiuonans ta3osauny

wnanslaglilasuoygyn

a v 6
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ARl eI SUR aveUlN I waee
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PHMTU - dwsing v oarmanen — een

nseuANAWNdasaumALazn1sTusTUURENiwmes (Clear desk and clear screen control)
i

&3

FufpteonaNTEUUABNTTINAGS (Log out) viudl Wedndusesaseidlaglaildaua
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323 gldnusedaiufeyadiAgueniionn waslesiulifinnuvasndeeganeiios

324 flinudenitenarsesnaniedosfanivudinfaninuade
NsAUANNTNTNAIeU1Y (Network access control)
Tinsmuaumslianuuimsieietns msmuaunsfigaismudmivgldanuiegaouen sy, ms
muRrMsigadisug Unsaluuei et mstastunesa (Por) MddmiuaneaeuuazUsuLiszUY N3
WUILENLATEYE (Segregation in networks) BEILUNIZEY msﬂwﬂmmsﬁawﬁamqm%asﬂm WarN3
AIUANNIINUALEUN N UUIATEYNY
4.1 mslgnuuInsnIetig (Use of network services)

411 fuaszuUAeImUANMTHELNS UHUR ST UUIAT oY e doasTeya (Network diagram)

U 9

= % = = ¢ YAy M Yo =
FalAT9ad1a IP address Fo3UU wazdiogunsalansaumennialdlisuougavse

WgNUNEUBN

412  fuasruudinsmununslinussuuiaiennedomsieya etesiunadirfeszuueiote
doanstieyauaziinsvessruuiaieriedemstoyalnglaili suoygm

413  fguassuudesmunumadensioriotnameuen wieltnudumesiln Fsoradudemnali

mhgnuagusnidIfasaunansesrvumalulagasaumnaves sviy. lnefilasy
B
4.14  gldnudeudinnudszasalunisveldruuimsiesetioun dvm. waganansaldusnis
wintglavaanlasumseysifan wnm. uda
415 o dedsldszuuiaietedeanstoyaiieduromddumsiangsyuu (Hacking wions
aunuaatlmvesszuulnedlasuayyn
4.2 miﬂqﬁ]ﬁﬁamu%aﬂﬁﬂ%’muﬁa%}mauaﬂ 513, (User authentication for external connections)
HALATEUURDITUALAEIN15 g UAINUNIUTIUU Active directory U89 T1L. Aausyy1nly
fdsuitegaouen s, ildaueetienasssuuansaumaues s,
43 msigaiinuresgunsallussuueieniedeasieya (Equipment identification in networks)
Hauaszuudesimuslitimsfigadimumesgunsafluszuuieietnedeansioya ldud msnsiaaou
MAC address
4.4  msdertunesaiilddmiunmiadeunayUsuusesyuu (Remote diagnostic and configuration port
protection)
dauaszuusesszfuuinsuaznasa (Port) Alifianusndudedddvuniosmenfinmeiude

6 G ]
2uNIULATRUY

]
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4.5 @QLLa'is‘UUG]aaaﬂﬁﬁwumi’mﬁumiqﬂﬁqﬂ (Instrusion prevention system/ instrusion detection
system) Y8935 UULATEUY
4.6  MILULBNATEUY (Segregation in networks)

4.6.1  HouasvuusiesdaliinisulkeniaTeYinunguuedldeu vienduvessruumelulag

ansauwma ieauaunsiduluwiazaIeysgeseg 1M gay IngiiansnnaInaIy
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AoanslunIsiinfeteya seAuAudIAyveIteya SIUTINITHANTAUIAIUTIAN
UsyAnEnim uasmansenunssnuaTaasn ool
1) efetefieygnlidnfnaeuenuasieietneildnelu sw.
2) n3evrsuaundindu (Application) Aflaruddnfuinietiedu 4 Al
ANEAYEDYNIN
3) iedevedviuiadesliiuinig (Server farm) AuieSetnsveadfldany aasiinng
Ansagunnifiannsnutaueniedetneld wu Firewall 3o Switch fiaunsn
WUS VLAN 1 ilusiu

LATTUUILAMUAEUNNULLAS 8U1ETILN9 e iansindeszeglnaluianigmsaane

462 iy
RURY)
f Aty
4.63  HuaTEUURBIAtA1 (Configuration) gUnsaliA3atny Wi Firewall 38 Router dilvianunse

Uimsiamsnnmeueniaiedield Guudlunsdlgnidudsdedldiumsouannainggua
sEuuwTL

mim‘uqumw’?’fawﬁamam’%aﬂw (Network connection control)

471 fouaszuudesiiiansldoueievvesldiulunsdendetuinieteves s, 1y
Router 3o Firewall tusiu wiouriaindessuuaunuiitondunsosdoyadisu - 41 1oy
Web filtering, E-mail filtering \Jusu Liievhldnsideusdeinudasase

472 fguasruuiesinna Firewall szvinaedotneves s, Auiedodnaniouen il msfins
Firewall fasfinnsanFosdvieluil

1) msdesiun1sasasanaeguen Aesgninvualildiduniafisny First tier

'
o

firewall Afinusiunsdasnfoiedosfunsndauasaumaves s, uaz
Tnssasituguiifanuddyanmaddeildlésueyge

2) Firewall fosszydinunazfigatdnuvesldaunouiazliansnisdife
Suwosinia (interface) oA5U3M3INNS Firewall

3)  Firewall Rosisanlvfar futndgldrumdnniinnuneeuiiosdrgssulal
dda 5 ¥y nsenidnnisseiudiosduiumslag dvm.

) ldougwlvifigaufinurun1aBumesing (nterfface) M3IANTS Firewall 310
svoylna (Remote)

5 gildFunisueuminean dvn. whiuiiianifesdsunisieaduna

Jaoanguu Firewall

6) Firewall FosiaAlitufinmmmanidiuarusiunsuaensty
7) Firewall fiosléfunsaeuniu ndeu waznsIadeUs @ LAND
8) Firewall fosgnuivnsinmisshumsnsiinsedeansiiinisidhsia
9) Hedlauinmsuaznesn (Port) Ailsidndusedliuu Firewall
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10) Firewall Ussinviowsiiag (Software) fasinfsuuiniasaouiinnesudeouen
AN9YN
11) Firewall fasarunsadosduiaesainnistaud DOS (Denial of service) la
981918 Ping, Sweeps 1138 TCP SYN Floods 1{uu
12) Fodldinofduvesmenduas (Software) Firewall wagszuuufianisiiinues
Hanuggalinsativayy
13) fgua Firewall doadnaudoyatedlniannglsiudnng (Vendor Ltesunsiu
§19815 115 Upgrade wazuiind (Patch) sy wardesfindeuiing (Patch)
HanaiiAeades
4.7.3 ﬂ@LLa’ﬁwuéfaﬂamﬁgﬂ Firewall iifouusuan Zone 19514 DMZ (Demilitarized zone)
TnedosfinnsanFossatolud
1) in3esneNfiumesusidefiliuinsiudumesiin 1wy FTP, Email, Web way
External DNS server LJugiu G’f@ﬂaﬂﬁgﬂagﬂu DMZ
2) mathinszeglnadosiigatifnuil Firewall i3esuuinmsiiegly DMZ
3)  DNS Servers fadliiaygnalifinisuanidsulsu (Zone transfers) Liuusiiling
iy
4.8 MIAIUANMIIINUAEUNIIUWATENEY (Network routing control)
Hauaszuufesmunumsivuadunsuuaiediiieliilaiinisdenseindosneufiames
waznsinaisuresasaumavuadois Inefnalalumsnsivasuiioguatemisuassiunisves
mMsidlensie Wu n1smuesilag Firewall vi3e Proxy s
NMsmUANNMIResEuUUfURNT (Operating system access control)
Tfinsaugunisidifessuuufoanisediaiunsasades nsaiuaunisseyLazigaufinuyos

aa

flFau nsmuausEULUIMsiansTTaRIY MmuaunslFaulusunsuUssamgiiai (System
utilities) N1smuANM IMUALAIMSIdUszUUWAlUlaga saunNA LazAIUANNITIINRTEEZIIAINTT
\ousiszuumaluladansauwme
5.1 dupeuufdilunsidideszuvethaifunsasnsty (Secure log-on procedures)
511 fuaszuy desdalifinismuaunisidifessuuufiinsegraiunsiasndslng
fupounadigszuufendnmetoyaienfuszuulitesfignifovanissdoudlals
Fueun e Fetupounis Log-on Fosfansan fail
1) ynnszuaumsdngssuuliidnsa szuudedlivanidayavessvuuniowsuniiaduy
(Application) Mla1ueg
2) szuusesansdemuiFeudldiuinannsadldnueioneniamesldanz i
Avisuviniu
3) nnszuumsitngszuuliduia stuudediuansteyaiiannsnszyinuues
seuu W wierefldnu amufifmesszuy vietoiniowenianesuvne Wy
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0) ssuudedsiuansiomuiitionzmmresmatigsruulaidnga i liuansdoanariy
Unydgldiin vise sWaruin (Jusiu

5) vhudhgszuvanndadldnudiuyanatiivatuuinniimis Session luszuy
Wt

6) wuuéfaqa‘l’ﬁm‘]’wuauﬂ%ﬂuﬂw3‘wsﬂ8mL%JwejswuﬁhiﬁﬂL’%ﬁ] uazdesiansanitouly
deluil
(M maduiufinnanisdngszuuisiidisauasbidusa

Q) UUNsTEELAN NS MausTUUASIHBlY

(v)
() m3Fansidensio
(@) mauansdomuifiouiivinsvesdpuassuuidiedinadigssuuiuuiunds
fdals
7 ssvudowmanstu na lumaddssuuiidisalundideu nieurtstufinduauady
fneneundnlsidnsatuwinisdigszuuiiduduadideuneslfa

8) szuudadlidestarunuy Clear text duszuuAietedeanstoya

9)  dauasruudestmunswiundaivenlnldsiaiuinldliiu 5
NssEyLaEigaliimuveldau (User identification and authentication)
Hauaszuy desdalvigldauiivadldauvesudasyanaiiieldfigaddinulunindifessuy
walulagdansaumne wagdosldszuumaluladarsaumaiaaddinugtdaulunisidnis
53UVUHURANTS Iner1usEUY Active directory %38 Lightweight Derectory Access Protocol
(LDAP) yinads wieussufindeyanisidni
mslfnulusunsuussameian (Use of system utilities)

HuasyuU desrurumsldamlusinsulsuinngAdnuuseuuiidauass (Production system) ¢iail
53.1  fewnvidayBlusunsulssnmgfian (System utilities) Ndmldeu

v
ada

532  mnuaanusuiavevlunisldlusunsuuseinngian (System utilities) uiazsienas
ogstaumardoansliifetomauiiledeu]

533 lfinnsfigaddanu uasdmuadnslunisldaulvsunsulssangfidfamenguauiid
wihfisuRnveu

534  fnmstufinugnisal (Log) msldanulusunsudssuang@iah wasdesaauniuanggua
szuvethaaiawe

535  fowhnafinnouniessiulusunsussnmgiaailds i

NsruALAINTSIFNUITEULasaUmA (Session time-out)

541  fpuaszuudiesiimmua Session time-out vesszuumaluladansaumeiilsifmsldanuniely
szoziaa 15 W17 il dszuuitliannsodaniadeudeuuudalusils tuuelild
Tusunsuinwthaefidedldsiaiumiofmualiiinisdenmiiee

502 fauasru uasdldou Featsenldilusunsuinmiefidesldsvaniudmiuiaias
poufiumesduyana n3osroufinmosuuunnmn uazie3osnoufinmesudtne Wil

Ams PV
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TWsunsuinutaefmualideusiaiudanniiimsiaeiostananlilaglifimsldnu
Junan 15wl
55  mIsiiaszeziainisideusessuuansaumne (Limitation of connection time)
551  fauaszuy desidnszeznanlunindouseszuvasaumadisinnuddags Tnedos
Aisszeznaidndulunssummsiiiiumumessia o sualidldanddlugaam
ymsues T, 08.00 1. - 17.00 1. wandeusafieldnuldadarliifu 3 dalu
552 fldaw nnflerusdusoddnuueniaaditmusdomesyiiRnng i utymwinby
m3muANMIIRlUsUNIHUTEE NALAZaNTaWmA (Application and information access control)
Tinnsdrdamadiieansaumea waznsuonszvumaluladansaumaniauddngeliluuind
AIUANANY
6.1 M3 saume (information access restriction)

6.1.1 Wvesteyauaziquaszuudiosimunandnisitrfauagldauminisnduseddlunis

o o

1) msdriabililddauden (Options) Milailasueuan

A159ANT5NH9 Command Line

N

Ufthnu Tnensansdesinnsaludestaelud
)
)
)

3) MM seyauaeilaitumsitnuveaeUndedu (Application) Flaifendeiu
wihfinaiuiiavey
a)  m3rinseiuanslunndndslild wu sruediaden s
5 ASAIVANNITEANTIY N1sinfedeaya N15UNTBYADRNINTEULATAUMA LYY
1891 1Jusiu
6.1.2 ivesdeyauaziguaszuu msimualiszuvasaumasesiunisiinuadnslunis
vihdanuungule
6.2  MIMENTPUUASAUIAT LsaNTTUMmIY (Sensitive system isolation)ﬁwaﬂiwwﬁaﬂumjﬂmﬁ EREEATNY
AfAnudAydevtieuy Fosndumssieid
621 1iveadoyauazdguasyuy wenszuudshronnssuniuesnaInsruudy o wazAIuay
dan1minasueesszuUlnglaniy lawn szuu File sharing S¥UUANTEUMANIINITIEIY
uAYITUU Active directory Tnewiivléisgunsninoufiunesuasdoannndoutinaznis
UfuRunaeuenasdng (Mobile computing and teleworking)
622 fouaszuufesmuaugunsaineufininesuazgunsailndeufinazmsujiRuain
AeuenMEy (Mobile computing and teleworking) Tiiendasfiussuusanany
623 iwestoyanduivesssuvasaumaiifinrmddygeieadugounn lunsdiiszuy
anseumeinidfyg dlanusdudonhnus wiussuuansaumaduiidennsd dayesndn
nsAUANNISUHURUIINAEUBN 1L, (Teleworking)

7.1 Hauaszuusesmvualiiinsiigaddinunaunsldnu waslousenuteimnanianuuaenden
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72 dauwaszuuseniinisaennsudnsiunisidifesldnuannnieusndiinauy Weasuiivun
TP IVROYY W

73 gy windndudesdnisujifauainaisuendrinauves swu. deslasuniseunyinain
Adsfutymegaluaednualdnes Tunsdlisadiuanmnsadiliunmsneu Ineudsigedutay
@ % Yo o W Y a - a o &
Sunsueg Taggddudydesinsanieululunmswieunms deieludl

a wa

1) enuduAsaendenenenmkazanmwinsenyeimsuiRnuainaieuen suy.

v d'

2)  anuduasasnadeniinisdeas lnggnanseauauddgy (Sensitivity) veadeyaiay
v = Vo | dll oA . . . = o
QNLUIDILASAINIUTDINIINITLYOUABEADAS (Communication link) 39189580
AUEIATY (Sensitivity) vasszuunelu s,
74 Jinussdanuenasiluanudulugunsaindentiuasimsasununisidnds Ingldvaninasinis
Shwanuduuigivansaumanegludinauves s,
75 Hldau desdnadslusunsudesdulafauas Personal firewall dwsugunsaidiudildidouse
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AUsRudyn fesmuaunsidudeyadiuyanalriinisldnunaenndesiungvung wsesvdydga

Y
wva vV ¥

ngszley JeteRuninedtes wu wseswlydRnuasestoyadiuuana w.e. 2562 %[ P9

IS e

RN

e

v



26

daun 7

n1sAruAuNIsdnfsszuuaseYigliang

ngUsZaA

&

B e muaunsnistunsauaunsintiassuuesetisliane (Wireless LAN) 483 suly. lagnisiiviue

'3
a a

avsvesldnulunsiinfsssuulivngaunmuninanusuiageulunsuiRen sauvedinismuniu

av5nNswneeYnE ELe

" feasenuduasUasndevainsidaussuuesediglsane

[

HSuRavau

" olasYuY

YUy
[

= pfldeu
31989119351
" yedl 5 msauAusidde (Access control)
" adi 9 mmﬁ’umﬂaamﬁaé’m%fums?%ami%’aga (Communications security)
wuaUfUR
1. fl¥nuiidesniadifeszuuiaietisliansves su. desamzifourugguaszuy uazdosldiunis
augnan lnm. egaduansdnvaldnys

2. HauaszuudesmnuannsgiuanuUaendevesssuuasevietianslininiiuinsgiu WPA2
auaszuudesameidoudvuadnsgldnulunisdifisssuvuaiedislfaneiivunsaudundn

(SN
e

amufufiseulunisufifnu sauidinmmmumuavinsdndsedisaiame

4. fouassuuiesamelougunsainniilifedeszuuieierieliany
fauaszuy deafmuasumanisansgunsal Access Point (AP) lallidyaavesgunsaisaluasenld
uenuinadildan iletesiulalliilausly Access Point (AP) wea syl 3u - dsdnyaadlsl

6. fauaszuudendenlititddimnyausuiuildounasdesdsaidyyraiilvasenluniguen
I uaﬂmﬂﬂfmﬂ%mmmﬂﬁLwﬁmmiafﬁ’muﬂﬁﬂmmml,wiﬂismamaaé’mmﬂmaﬂaﬁaaamﬂﬁs
Hivavosdnyaalliitu

7. fquaszuuseadsuei SSID (Service Set Identifier) fignimuaifudn Default 3nngnaavufifiv
Access Point (AP) ulga1u

8. dauassuudeuudsuaiie Login uarsiakiudmiumsnimahanuresgunsailians waeduassuy
#eadenldde Login wazsiariufifinnuaannldeniiedesfugloudlaliamisanmioins siia
Iolngdne

9. fguaszuudnsmIuAN MAC address Foffld (Username) wagswasinu (Password) vesgldaudifians
Tunsiildaussuuadorislans Inseygnaameglinunldsveygnalndnldiedetnelfamelfoeis

gnABLYINIY
10. dAuaszuudemsIvdauAuiuAtaendevesssuunievigliavegatiaus wasduiinimnnisel
Wasdeninvuluszuuiasetigldaenutuneui sy, mvua AmS ;U\Q o
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agUszasn
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. UIAUULYYN

e

" mhgnunguen
" gl¥au (yaraniguen)
31999M 3
" yed 5 NNSAUANMSIINES (Access control)
" ned 7 anuduaslasndenienenmuazaanangen (Physical and environment security)
" yndl 11 anuduiusiugane gliuinisaneuen (Supplier relationships)
WuIURUR
1. fauaszuudesdsuiiurnuidssnnisifeszuumaluladansaumea iegunsalitltlunisuszanana

Tngyitgnumeuenuagd lEnuneuen waeimuaiasn1ssesiurseud luimuzaunouniagoyy 1l

wWhilaszuumalulagansaumeaveas s
2. msmuaunsildnussuumalulagansaumavasmilsnungusnuagglduniguen
2.1 dWredeyadenlufeugnnslidvdunimienumeusnuazdldeunieueniideansasiunisd

T¥nuszuvansauwmaves sy, sgraduasdnualdnus

U v v ¥ o o w

sfutiyrssaimualiiinsawunshiawedayanddguaziluanuduves su.

o
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23 fusAuTen desmruaulviinisiimuadennasuazanuiuinveuiiiieidesiuaiiuides
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