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Udn nsznsramalnelddarlassmsiamagsusiguddeyanatssznsramalng uasdmiam
Uszinaiieliguimsvesnsemsraumalnetasfmianasnsudssyvulaldlssleninndeya
ddyasnsznnamalveuasmiadadisuuasaumaiionisuims uasssuuansaumangiieneans
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2. IngUIzean

Wedeulouedetevesdinnuudnnsenmaumalnefugliuinmsiedetienisiedns
Toyauazfiudnsdumesiln  wazsesunsdng Thailand 4.0 dwiumsdnliunussuy
sumesidauazivladvssnsensiamalng aunseatvayuiuimstasguiiRauvesdrinnu
UdansevmamalnsuasTaniandousisliuinisiudeyadnasiussuauiilldedneazain
9057 wagiiawsiung Yasade

3. pruautAvagliuInig

3.1 fANuausonIung g

3.2 Wiluyaraduazane

3.3 ldegseninadnianis

3.4 13JL‘fJuqﬂﬂa?&\aagssmdwgnisé’unﬁ?}wﬁaLauaw%av‘iﬁzyﬁywﬁwﬁwmwaﬁgﬁ%ﬂ'ﬁn
desndudiiliimunurinisussifiunanisufiioueeusenaunsnusailouiisguuniinnis
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3.5 Liifuyaradsgnazydelilutydnededivny warldufaioudelifudiisnures
mhsmumesiglussuuetetsasaumassnauydna Siufiyanaiifisnuduiududionis
nssumsganns §uims gisunatunsdiiunuluensvesifyaratiudng

3.6 dnuauH wazliifdnvasdesiunuiinaenssumadenensiatedninauasnsuims
Wannasgimualuswianyunm

3.7 \Juyprasssunvisedfyana diiendwlilgingn

3.8 Liiugldsuienavivionuduiu Feorufiashivestumalne uudssunavesiy
FowauslFiimdsliaaziondndauduiuduiniy
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3.9 Qﬁu%’aLauaé"\aqawzLﬂau‘luawu%ﬂ%@%’m%’waﬂm%’ié‘s&JSLﬁﬂmaﬁﬂé (Electronic
Government Procurement : e - GP) wa9nsuigyiinana

3.10 glleuasinvzae (Bandwidth) Pidouraiu Gateway foenluieusamdlitosnia 100
Gbps

3.11 flauesimsesdigudSuudetamising q fiindu (Call center) e AasaLIan 24
Hilaa wiouailusunsuseaiumstiuiingeazdoalunssundelam (helpdesk) Tnediauasian
FodauauuUIMIsIAMIMsFuLdaaminsdilunaninms uazuennanyiinisremnasiens aely
10 Twimstudnain Juasunuludyan

a. wiWvesgiauasian/glhen
0.1 flavermissauormymgunsaiftosdlduins uasdsuansmusnausegUnsalii
agildusnsluiuasuuludyan
4.2 {l¥i1aedosds Username  uaz Password  fiinfie uazuimsdnntssesiugegn
(Administrator) nngunsaifiinAnsslfnuwenmusegUasainmelu 30 Juiudinanfusnnudayan
4.3 ;ﬂﬁm}'wxﬁwmimﬁﬂuuﬂm config %38 policy maasxuunnﬂ%%ﬁmlﬁ%’umfm
Wiureuangiginourimsdsuas
4.4 fifnazdesiahssuuiilidlildnuiniussuumunumsi-dusdetuieansieya
(Authentication) sasdtinauudnnsenmsmalngld el
- aedieti Users oglugudeyalu Server  Authentication wesdinaiuudn
nsznmsvalnedundnlunsmusarslunisldaudumesidn
4.5 flfanesdndimsnuyszsmnidion meluiuil 5 veudeudaly swazduadall
4.5.1 5u e ¥, naiidudades, narfiannsaldauldnuund, awei dades,
Fnsudly warszeznautensssuuioastoyaiiindesisiu
4.5.2 Ysinunslifeya (Bandwidth Monitoring)  Iaelyf PRTG %58 MRTG viaiiieuiin
Fuundusedlne ey sedant e lnsuandiegluguvemnsmiliuegales
4.5.3 abnueamadouiomaduunaumizeny wardveamaiouiiniu $ruun
muvdIgnunelusousa
4.5.6 Ganaumsldaudhesndumesida (nbound / Outbound) Shuunidu stedalus
583U 188 Un M ediou
4.5.5 Ysunansisenldnuivledgegn 10 Suduusn
4.5.6 IP Address LepsiinisiSendiesnnsldugean 10 Suduusn
4.5.7 aownsaidensioszuuiaiernedumeiidn Wumldnduseniredidily
Faglvig wagdliludaliuins Gateway senindszine
4.5.8 Mt Policy uae Config vasyngunsailidsmeluiuil 5 vemnifiou
4.6 p:ﬂﬁmh%éfaﬁmm%uqﬂmﬂiﬁﬁmmu‘?}m‘dmﬁa@ua%ﬂwﬁzwLﬂf'sa‘zj'm Fundelgm
wazn1ILAtyN w%famﬁuﬁn‘é’fazﬂa{]agmuazﬂ'ﬁur'ﬂm{}mumﬁﬁﬂ%u Tngisussfiguimalulaansaume
wazmsAeans dinnuudansevmamiaing sausiaan 08.00 - 17.00 u. S 2 au lneaseunqy
swaundunau feil
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4.6.1 guaszuuniaugunsainegludtyail

4.6.2 3 Policy gunsnifegludyailnuiigidrimun

Y
[ 14 (Y

4.7 gligdansussgamniieulagazdesimsasunisldnureszuudumeiin wisuvs

]
LY =

Jabvtinsareneamalulagnisuimsdanisseuudumesidniluvszdmnifounaoneigdynyifigud
welulaBansaumanagnisdeansdninnuudanssnsamalng

4.8 gliigwiasiuiiayaueilddne Domain Name il moi.go.th WA mahadthai.com

4.9 JliirazRasmonny License vosszuuleaiubifavesddnauddanseniumalne
(NOD32) 3717y 3,000 license Wuszeagan 1 U

4.10 favesnwesiuiaveualdinelunsinvanunm  AS Number Tfudinnu
Udnnsensiwumnlneg

411 flauesniviaddiuinis Web Application Protection Mimrwanunsalumstosfi
nslaudiiuleg (F5) ¢meid Denial-of-Service (DDOS)

5. YBULUANIY
dnnuddansznsiaumalveyszasdazigildusmdumesilaniongunsaivinsdanis
WousadAuszuuiniotnsnauiamesuasnisdeansvasniznsraumining u gudinalulad
asauMALaTNSADENs dtinuudnnsenamelvelasiveuiwnauil
5.1 syuuBumediisianlifesszneudsssuugunsniuasfinndnumsamsdl
5.1.1 szvuduwmesidaauiinelulszvebitosnin 1,800 Mbps  uwagA1eUTEmNeA
anusalaitiesnin 1200 Mbps
5.1.2 2vsaedygaaslondituas (Fiber Optic) #osiide 2 1@umne (Redundant)
Saszaniy fanudadunsarlininid 1,000 Mbps wazdaafulseiuausfilisinga 1,000
Mbps aaaANITLEIU
5.1.3 glviuimsazsenimsideusiodumesidn sewirequnsal Router fugunsal IPS
(intrusion Prevention System) Taglgaalounaiuas (Fiber optic)
5.1.4 gUnsal Router filddwmumsidensedumesiiin S1um 1 4n
(1) Foslinesnindouraszuudumesidauvy F/0 litlesnin 4 wosn
(2) Fosiinesniiideuresruudumesidn LAN wuu Fast Ethemet 1001000 laitfond
1 wasn
(3) @130y Routing 16t
5.1.5 fisiigunsal Proxy Server dwiuldnudumesidauuuesdnsdiui 3 ya lay
urazyniinudnue Gl
(1) ilugunsniuuu Appliance dagnesnuuuaniierfiuauianisldau web
Browser %138 Intemnet Access wazdlszuuinwaudasaielunisldau
(2) 993895V Protocol #14 9 feil HTTP, FTP, P2P, MMS, RTSP, QuickTime,
DNS wag RTMP 161 | "
(3) siosatiuayunis Authentication  $auiu LDAP,  RADIUS  uay Local
Authentication Illuegaioy

@

/(4) Apsatiuauy.,.
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(4) fpsatfuayun1sAIuAL uag Cache  doyauseian streaming  59uils
Windows Media Streaming, Real QuickTime wag Flash I duseatioy
(5) fpeyiiNsusMsIANTSHIL Web-Based management e
(6) fag¥in Report wansswazdeamsignuluszuula
(7) ses5unsidau liteenin 10,000 Users wiauiu
1.6 gunsnitiostunagmsadunisyngn IPS (ntrusion Prevention Systern) i

(1) gunsnifhauesoufiuuuy Hardware Appliance fisanuuuanitetaafu
138918 (Intrusion Prevention System)
(2) ansavinaulaluluug Passive wag In-line #3afni
(3) lmelulad Network Processor kag ASIC Tumsuszanana wsefinii
(8) ansansanduisnisyngnuasdestuiedodisldedadesdsil Signature
matching, Protocol/packet Anomalies, Statistical anomalies 958 Overflow, Worm, Virus, Backdoor
program, Trojan Horse, Port Scanhing, Spy ware, DoS, DDoS Wagau1sn Update Signature I
(5) ansavinaulaegnetios 8 segments 11 IPS mode
(6) fimnasalunsng193u (Throughput) 8g1etiey 1 Gbps
(7) ansavneuldegsatiios (Bypass Traffic) tnetesdayan Inline Mode
anansnsudseyaldnuund Wegunsalifadam
(8) anansaudmisdansgunsaiiuanesgu HTTP, HTTPS Ieilueeaioe
(9) sas5uIIU Concurrent Session qaqmlﬁlﬂﬁaaﬂﬁ’l 500,000 sessions
(10) @wunsarimug access control 1ienses traffic Ailiifeszasd uazawnsn
¥ Traffic shaping tiiervus lmit USine traffic #ifeents $aiadruau dwdu Client, Session,
Application Wara1130 guarantee bandwidth 16
(11) fwdauaziwiuremesndunesing faeluil
- finesad w3y Scan wuu 10/100/1000 Copper litfaendn 8 wasn wiax
internal hardware bypass "
- fwesnd w3y Manage wuu 10/100/1000 Copper Litisanan 1 wasn
- finesnduiusesdu Fiber module litiaunin 2 wese
- finesn d w5 Console aestioy 1 wosn
(12) szuUsessossuMaUTEanBendayanIsasIas mundninm
yaansrsUygRidensnssianuiafiafuneuiunes wa.2550 wagnszitvTygAdinfae
mMsnssvheuRaifursuRimes (aTufl 2) w.a.2560
5.1.7 gunsaidfaaiue3etie (Firewall) 3143w 2 9
(1) Lﬂuqﬂﬂ‘ﬁiﬁ Firewall vl Stateful Inspection firewall wuu Appliance
(2) 3 Throughput ¥84 Firewall Inspection 31uaulsivosndn 1 Gbps
(3) anunsansivasunazlaaiunisyniniuumig agnaTioudsil Syn Flood,
UDP Flood, ICMP Flood, IP Address Sweep, Port Scan, DoS and DDoS, Teardrop Attack Land
Attack, ICMP Fragment Husule
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(4) aunsavinn1anIvum IP Address wag Service Port kuu Network Address
Translation (NAT) wag Port Address (PAT) 1¢
(5) anunsavinnuaneug Transparent Mode 161
(6) @1u19a Routing Uy Static, Source based Routing, Policy based Routing
Dynamic Routing 161
(7) anunsauSmsdanisgunsaliuanasgu HTTP, HTTPS lhidusegiioy
(8) @unsaLiuneazidealazasiadounIsloau
(Logging/Monitoring) taenfiutlu Sys log e
(9) fiwesm Gigabit Ethernet WUy 10/100/1000 a819%ioe 4 Wosn
5.1.8 flsguu Domain Name System (DNS) ameludrinnulannsznsnumalnelag
#esegneld Domain moi.co.th 1use ey
5.1.9 gUnsalvimiiil Load balancing dufumieeen Intermet  §1uu 1 9n 7id]
AnuantRARsi
(1) gunsalsaelidnyaziy Hardware Appliance fimonuuuan dwfunisvia
Load Balance Server lnglaniz
(2) daruaunsalunisvin Server Load Balancing %aﬁ@mauﬂ’aﬁﬂﬁ’
- @unsavin Application Health Check 1t
- anfuayu Protocol IP, FTP, LDAP, SMTP, POP, IMAP, waw RADIUS latluaeiiiee
(3) gunsaiazsieaiinesnuuy 1000-Base T Y1uiustntoy 4 wosn
(4) gUNInIRBIaINI03833U Traffic Throughput ldiegeties 4 Gbps
(5) gUnsniagiessesiumsvii  Concurrent  Session léilaisndn 4,000,000
Concurrent Sessions ’
(6) gUnsnlazsipsansavinliegetios 110,000 Connections Per Second Tu
S¥AU Layer 4 uag 50,000 Connections Per Second luszau Layer 7
(7) égﬂﬂiai%é’aqa'mmﬂﬁwmuLL‘UU Active-Active, Active-Standby
(8) gunsnfazdasiiauannsanie Advance Filtering w3 ACL
9) gunselazsiBasasiuMsin Traffic management lauA Bandwidth Management
iLee Rate Shaping
(10) qﬂﬂiiﬁ%éfaﬁaﬁumiﬁ’l Advanced DoS Protection g1
(11) gunsniavsealiAnuanusanna Persistence Support
(12) gunsniagsalinnuaInnsan1e Network Services 16l NAT, VLAN Tagging,
ey Trucking .
(13) gUnsalazaesaunsavil Routing WUU RIPVI/AV2 wag OSPF 1a
(14) gUnsalagdaanunsein  Load Balancing fetnaeuselull Least
Connections, Round Robin
(15) gUnI0lagaalisuInIgIum1aY Failuetation FCC, UL, EN
(16) annsofindalug Rack 11nsguLwn 19 H7ld
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5.1.10 Network Management d1vfualrunuuasuinisdanisgunsaiidenles
Sumedidn uarsenuianaiiemslianeideyafesinmmiiiogalioy Al
(1) Wueviiuasviminiidansan Configuration wesgunsaiedevefiandaldny
ufugudeyala
(Z)awuwinmaﬂwwuﬁnaaw(Schedee Iuﬂﬂs Upload, Download Configuration
KU SNMP visedanale
(3)aquiaéﬁﬁwuuﬁnaa%Schedeeﬂuﬂwsﬁw Reboots, Executing Command
Scripts 811 SNMP #39an1l6 ‘
© (@) awnsawlSeudisuan  Running Configuration fiu Startup-Configuration
Tnauansliliiuanuuanaaiulaviodni “
(5) ansnsailIeudiieu Configuration lutiaanfiwansnetuld
(6) awsaiFendual Configuration nduludsmiildsulsudagaiieinainu
AnwannTy (Rollback configuration to last known good)
(7)ﬁiﬂﬂﬁﬂu1uéhﬁﬁuuInventon/ maaaﬂﬂscﬁdwqq‘ﬁmuaﬁhﬂwsaﬂiﬂaawmwsa
NULAZLARIAIA 9 mmal‘dulmm Serial Number, Interface Detail, Port Detail, IP Address, ARP.
Table uag Installed Software Jusenetey
(8) ENUTANWIAT IR MIB (Management Information Base) 161
(9) anansndaufiu Log ileinnsiudsuutasen Configuration fugunsalfigua
danslapgnaiunag
(10) aunsnaifuayunsvhnuiugunsalesatioedeelull Cisco Systems®,
Nortel Networks®, Motorola®, Extreme Networks®, Dell®, HP®, Adtran®, Riverbed®,
3Com®, Aruba Networks® Juniper Networks®, Fouyndry Networks®
(11) ansafananarmindie lissuuyhnisdafiue Configuration yagUnsel
IHlnesaluiRdieduantitvun
(12) ansavimsnsiaaoudn Configuration wessngUnsaling IULﬂsamwa
mummsmummalﬂu HIPAA, SOX, CISP waz Cisco® Security Audit
(13) anunsormundndess User Tunisldemilusunsuldsamiainstuiin Log
MNgauerlslutng
5.1.11 in3eadnsadlnihldiunnaunsalssuuiedetelunsgilduinig
(1) anwnsadneliirdrses WenszualuiiAndades wazganunsadsefunis
AnunAvesnszwalwi wu iy Tuen Tnssann Iinszndu Iihdanees dygrusununasld
iSaARUAs
(2) Ussiavwae UPS sisafiuszuuiilisninseuu On-Line Protection %38 Line
Interactive UPS with Stabilizer
(3) svsansadenszualiliunynaunsalldiieswauaziisveziianiunisdises
il laihndn 15 1t (Full Load) dwisumisldausausugunsallulasamsil
(4) §52UURTIEBUTEAUNSITNAIUAADALIEAT A1UNTaNEARAIEN1IE (Load
Level) #ae LED w30finIn
/(5) finauand. .
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(5) finauanifagu Input il
- ussiulvsihengn 220 V wiseRnin
~ i iiendi 50 Hz £5% vidednin
(6) fnuaulRsu Output aid
- ussrulniheneen 220 v = 10% wIaAnI
- awdlihneen 50 Hz + 2 % wdeRndn
(7) Wundasamaldsuinasgi 1509001 , CE, UL
52 msu%mﬁﬂmﬁagaai'mszwﬂamﬁ’;Lmaﬁﬁdauﬂmn (Centralized Log Management)
521 @uNsnsIUTIMANSEiRg  (ogs or Events) Aatuuugunsaifidy
Appliances and non-Appliances ¥83n38N329 9Ly Firewall, Network Devices sauluds
guuURiRn1ssv UL Applicationsszuulaetny uazszuuuteyaiiativayunsiiu Log iasgiu
Syslog lg1
5.2.2 Wugunsaluuy Appliance 38 Software AasiuuASswmaNR Aot e (e
ﬁmﬂ’mﬁﬂuqﬂﬂmﬂtﬁuLLaz‘imeﬁms;msai (Log Management)
5.2.3 14 Storage vidsnNIIY RAID isasduifiu log tiliitesndn 90 fu
5.2.4 mﬁmﬁu%’aaﬂaﬁaaLflulﬂmumswnﬁfgm‘jafjﬁwmsﬂsw‘hmwﬁmﬁmﬁu
AeufmessAnTY 2550 Tnessuuithiauensdoaiudoya log mngunsaifjrauslulasemsi)
5.2.5 giidhazosinishumdeyalagauniadumlaain o, P Address, *Tunm
m:mmam&ﬂuiaﬂmiaumﬂu,aumiaaawsmum’uuuaﬂnsvmwumﬂlmmawa wiauradavin
srsufuiuu PDF w38 HTML
5.2.6 S¥UUABITBISUNISATIVERU Data Integrity m1uanmsgiu SHA-1 w3a MD5 g
Wueeatioy
5.2.7 s5UUMLAU log naueasissannsaiiu logilisesdu seuu syslog %38
zuUTiiinnsdaifiu log wuu Local Log File I
5.2.8 58UURBWINTS Backup Yoyaludi Secondary Media 161 1u Tape ¥ ‘ma DVD
%38 NAS Storage \{usu
5.2.9 szUUSeliseudmiy Log Rildanlusunsunmadunsuimaivlasanansn
Ltamaam’mmummuwwwu (Visits) 917uda (Hits) Snnumi e (Pages) wazs mmauaﬁ%’lﬂ
(Bandwidth) lsilusgstios
5210 syuudmiiiu Log fiunauevzdedissuuinumainaasnde wu Innsdhsva
WUU SSL %39 https ﬁﬁszwﬁﬁwmuaﬁn’ﬁdﬁaga log HULATTIBESITONY
5211 szuudeaiisteeiudndu Log AildanTusunsumiednumsuivisiu (Web
Access Log Report) lewaunsauansafin e mud muangiinmm (Visit) dmiuda (Hits) ST Tide
(Pages) LLazU‘%mm‘ﬁauaﬁ"L‘t’ﬂﬂ (Bandwidth) lailiuaensioy
52.12 3‘"‘uumaamw&muLLammﬂmwumaqLmav’auwlmnm‘uh JUUNI0INTe
@nosiigniiuluusias Tuld
5.2.13 {litnasdoadaimsiieneyt warsunuafeanauiianunsansiedulsan
gunsal firewall luszduinIstneseuuen (Border Firewall)
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6. AMUTUHAYBUVDIAUTNT

AlinazsesguatizednwisyuuBumesidandengunsniuimsdanis ndnanilerlu
anwldanuldfegiane Tnelviinafiszuudumesidnnieugunsaiusmsianisiadessmmuinosi
nsdnniiuifeuas 9 alus vesiildnuimuaasseuudumeiidamienguninivimsianisves
oy vatmwrasilududouiuliaady 1 fu

inuinmsdunadndemesszuudumesidawiengunsaivimsianisniussands 14
Huludsi]

6.1 n3difiszuuBumeiiinindadomiautunaemhelitunandadesuesmieiifivads
wndigauiis oo

6.2 nsdanudemeduduidennananudadesvesszuudumesidaniougunsel
ABNRIMBTUANAAAL nmmﬁumsﬁ'}mmﬁw%’mzwhf’fuL’Jm%'ﬂ%'awaaqﬂﬂizﬁﬂfuﬂmﬁwﬁ’;ma%a
fipnsnamumseiwuuTet

6.3 nadglmsbivjiRnumihiinwdyy faasdsauiuduneiuludnniesas 0.2
YDINRFUMUAY YN R BIROU

7. SuUszannu
JUUTEIAU WA, 2569 1WURUYIeEY 24,000,000.- U @Audduumdiu) dadusaniisiu
MYYaANAN AABAIUNMTIUY WazAldTenIlmsLE

8. szyziImdlums

Fausudl 1 panau 2568 SeTudl 30 Auenou 2569 (1 12 Wew) Tnegliuinsazdoni
nMsRnResTUUBUmesn suveuwenl WhaSedumely 30 Tuihmstuinontuann Tudyan
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NHISHULYINY
A5 ALARIETessEUUBUWeslnuuuatdnsHiaugUunsaluisdanis

Tunsimuadinaesszuudumesidauwuussinmmiaugunsalusmsinnis dindnnisimn
sruvdumesuuusidnIniaugUnsniuinisdnnis senslaldirnuudiilinisuinmsiienavinnu
Iemuanmun® mtevesenisiulsiiddwielull

518M15 aUnsal A2624
1.5zuuUdumesiin 1
2. gunsniRouter 1
3. Proxy Server 0.5
4. Intrusion Prevention System (IPS) 1
5. FireWatl 1
6. Load balancing 1
7. Network Management 1
8. Centralized Log Management 1
9. sguudsealni (UPS) 0.5
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