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3199an1 Enterprise Architecture Tools wazUiuugsunulianishdiia
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iaduinfdou suu. gasAnsadvia

1. Auduin

nssalaiiinvudsarunisUszimalng (5w fin1ssavianidnenssuesdnginseunqy
4 5 ¢ lduA #1ugsAa (Business Architecture) Audasa (Data Architecture) fuszuvaITaUYA
(Application Architecture) a1utnalulad (Technology Architecture) wazduautuasaonde
(Security Architecture) Usgnaudunistnseuaadaenssuespnsninanuimuuaituinglunisinyi
uuUfUANAIaves i, dudumsysannssenineanndnenssueddng uNUgNsAARS 1AL
weluladAdva wazansiavesesdns Weldidunseunaziumidlunsldusslominnnaluladdia
sdrafudnenin el i eliiAnnisunnalulad Advauusuldiunndiunesesdng (Digtal
Transformation) 7 kansl#ifuFan15U5UIUA sud1uveanszUIUIT (Process) yAaIng (People)
welulad (Technology) flatfu sl Fefimusiduiidesdamieiaiiousmssansantinanssuasdns
(Enterprise Architecture Tools: EA Tools) unauuayun1siau daivdeya Usuugeseazidenves
andnenssuesdng warnsasnenudmiuiiauegazdenvesanUnenssuasrnsugunuuadva
Tf I sUSUUIMEURURNAa 1 el sz ANE N MN1TUIMITANITLAENNTAINUALTZUY
asaumARE M ANLaTaeAAdaIfUNTE LN T ULasTeyaTliAvadeslunistuiadou v,
do3Ansfava
2. Inguszaed

21 iedamuazfiadaadosdouimsdanisaninenssuesdng (EA Tools) dufudaifu
swaziden uazthiirdoyaaninenssuesdng fuanmaaandnenssuosdnsves 5. TugUuuufdvia

2.2 \ielenei/mumu/liulydaianndnenssuesdnsiagiiu (Asls Enterprise Architecture)
wazanUnenssuasAnsimung (To-Be Enterprise Architecture) 489 S,

23 \fiolnsed wazdmhununsiasuldasaandnenssuesdns (EA Migration Plan)

2.4 \flonumu/JSulgvanvunuUfiRnsAdvaves s JeuUszanm 2566-2570

3. quantAvasfiudeiaue
3.1 AANNENNTINIUNY VY
32 hiluyrraduazaiy
33 legsgninadnianis
3.4 lm'Lﬂuqﬂﬂaeﬁaagjizwdwqgﬂizé’Uﬂﬂiﬁuﬁz’IaLauw%aﬁwé’mmﬁ’uuﬂwmwaa%’gﬁ%mn
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35 liduureadgnizydelilutydsededisnuaslaudaioudelilugisnuvemiisnu

Y
I

vosfglussuuiaiodisansaumavasnsusydnay feudedfyanadigisouduiudiugdanis
nssuNeEdnms fuivns gisunalumssdumiufimsvesifyanaiiude

36 fenautfuarlifidnuazdosnumuiienenssumsulevisnisdndodaiuaznisuimaitan
AATFITUALUSIHRIIYUN

37 ihudlfyana (o dnsuinsnuiivssmnnadidnnsednddsnan

38 lidudiinausslovdsaufufuffudeiaueseduiindudeaueliun s o fudsznia
Uszmasimdiannseting viselidudnssimsdudunmsinvinanisudsiuegradusssulunisuszne

[V
§ v A

ABannsatindnsedl

39 lidugldfuendnsuieanuduiu Jseraufashisentumalne uudsguavesiudeiaue

'
o o

lafiraslviaaziondnsuaganuAuiuuiitu
v v v = Aoy v Y - v ¥ a & a ¢
3.10 audeiauereamelounideyagniensudiu lussuudntedndnaniasgmesiannsetind
(Electronic Government Procurement : e - GP) U83nsuUgyTnang
3.11 Foutaiaueiiauesaluguuuures “Aan1ssium” desdnaauda Al

¥ 4

AamsTinangiudaiaue fidrswAmnieassesdinuaudinsuiiunutdeulenivualily

4
Aoy |

na1s ¥ gyyiu Luwilunsdianissiuaidvennasseninadidsaammualidiinsuaisgle
swwﬁuﬂuﬂimﬁﬁwﬁmé’ﬂ ﬁﬁ]miiamﬁwfuaﬂuﬂiaiﬁmaQWuma@@Lsﬁwiamﬁﬁﬁmﬁauﬁumm’m
yasRanIsImeidudoiaue

ﬂizﬁﬁ%’amﬂaﬁwd’mrﬁm’fﬁamﬁﬁrﬁ’mumiﬁ;ﬁtfﬁﬁwﬁ’mﬂmﬁWﬁmﬂuﬁlﬁﬁwﬁmé’ﬂ Jonnag
fanavzdesdnisinuadadiuming wazausudnvouluuiuineu &9wes wieyann
mué’agaunumﬂiwﬂLﬁwiamﬁwswagunmw

3.12 Kiudewaussedlyarignivesiansidulumuidoulads 1.1 - 1.2 veamtdsdenmuznssunis
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313 fiuteiausvvseainasusunisdinvhaninonssuesdng viensdaviusulfoAnsadia
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3.14 foutoiausrosdundngiuuaninaidudivesdnsninduiiaiesdioaiuayunisuimsinnis

v [J

anlnenssuesAns (Enterprise Architecture Tools) fithiaue viadusumusming (Distributor/ Reseller)

Y

'
= v a

Tudszinalneiidndsdouasiadudunudmieg viodudlasudnslunisdmuie anusendives
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4. YULIANITANEUIIY

U ¥

a1 fFuiadesfifiderviy yrains viediuauiianiiug Anuaunse uazUszaunisal
Auan1Unenssueddns wasunulfumRn1sAdva Usenausmeyaainsuanduiuegeles 8 au (UAaINg
fapdanannsufiRonld 1 ause 1 dundainiy) fuiolud
4.1.1 ijﬂmﬂﬂiﬂmﬁ (Project Manager)
4.1.2  UYARINIAUTINILALYNSAIANSTDIANT (Business)
4.1.3  yAanIAuteyaasaune (Data)
4.1.4  yPaINIAUTEUUAISAUNA (Application)
4.1.5 uﬂmﬂsé’mmcﬂiuiaﬁimqa%ﬂaﬁugm (Technology)
4.1.6 qﬂmﬂsﬁmmmﬁumﬂaamﬁs (Security)
417  yeansiumslileesiioantnenssuesding
4.18 fuszauulasns
42 f5udefosdalsiinnsussguiuau (Kick Off Meeting) Tneidunisiiaususnunisiiduay
iauﬁuﬁﬁlﬁm%’aﬂﬂmami el 15 U dudaaniuasunaludyg
4.3 Q”U’«J”NéfaﬁmﬁmamiﬁﬂmLﬁaqéfu (Inception Report) lngiisngazidgalanIfauauLuni
Fumeu sUBUU I8Msauay unun1saniuny szeghnainsaiuau 1asainenisusmsians
1AT9N1T NIBUUAAINATNGYBINTANTUNUTIBAINTTY

4.4 gFuddesianuazindaaiesilouimsianisanidnenssussAns (EA Tools) NEAVENS

gndeannunguane lasaiunsninaulaaennaesiuteinuanuanyue mute 5. wiendnsnisldau

)
ot
4.41  HauaTEUy 1w ldeendn 1 License
4.42  geenkuuanUnenssuesAns Fuu ladesndn 5 License
4.43 guwideyaaanlnenssuesdns 91w litesnd 5 License
444  {ldnunly 91u3u lalfosndn 500 License

Y

o t4 [

45  {iudvesdanuariansgunsaldmsuldauuimsindeyaantUnunssuesnns i
nsfulsEiunuTEngkanlitdesndt 3 U Usznaulume
451 wsesmeuiuneslinin (Notebook) $1uau 2 ya InellnasauUfsgetaedall

- IvdeUsznananan (CPU) litieenin Intel Core i5 Suaganddmuingluviowann
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fvheanudmaniuy DDR5 w3efindt vwnliddesndt 16 GB
- 1l Hard Disk %fin M.2 SSD 71l Interface WUy PCle NVMe mmiqlaiifosndn 1 T8
faonmaunelsiiAu 14 67 wuy FHD Anti-Glare wasdiruasiBongegaliitasnds
1920 x 1080 Pixels
- futhufeni ATsnusnwilneazmmssnguiauulunaeg1eniig
- fluumweiuuu Li-Polymer aualiiifasnin 40 Whr
- 1 Wireless Mouse ua Wireless Keyboard ifi18nwsnunlneuazniwdngu
Aauudunaognsans Tagldmsudyamuunnidn (Unifying $amiu wie Bluetooth uasnidudvioiduadu
WA Ao
- deandulsszuulUanis Windows 11 Professional 64bit wuy OEM License
flanansaanaiingaudu Windows 10 Professional 64bit I¢f Inefidvansgnaesnunguaneainidves
wAnFnusiuazduavinsldnuues s,
- fehwiinedessaununnesliiiu 2 Alansy
452 vouefimes Ultrawide LED Monitor wuuaslds (Curve) wuia 34 fia finuaziBen
auanlaitiosnd 3040x1440 uazdmsndunmm 21:9 wievmdsiiannsausudedld S 2 9n
453  \nsespeniameinnwuuuninasduia (Tablet) dmiuldaufuszuudfoinig oS
senmaualdiiosnin 10.5 1 Viﬁwma%’mﬁu%ga (Internal Storage) laitlounan 256 GB wipuUInNn1
fannsanfalwiudefaAntudied ssisusndn uazgunsaiuvasinin (Adapten) §valdeniiu
wARSuTTlaLe $119 3 4
4.6 {TUTNHBINUMIULLINUAITAIA UG wakazUT M1ITAN15an1d nunssuedA nTuea T1A.
(EA Governance) Uagnszuaumsiinsiziuasimhanilnenssuesdnsiiieg s wieuiaimanismuay
wFulsiaennaeenunaninaeinsussiiunseuiun1suURnukagn139an1s (Core Business
Enablers) ¥833§3@%na
4.7  dSudesimuaiiuiauanUnenssuesinsves su. (EA Team/Working Group) 9@dd3uau
melu sl ndeuduasarudfty wwamamisildiusan wasunummtig
48 fFuinsiesdaiuuuresu/ niesdelunisiivsiurudeyaaandnenssuesdnsues su.
i1 5 ¢ vieldlumansaseudeyaiiusiusiunld
49  3udrsdeanuniuanndnenssuesdnsues swu. 9idogidin nieuisimanisnuniy
wdnhan1dnenssuedAnstdaqdu (As-Is Enterprise Architecture) wageanuuuaniUnunssueddns
Wi (To-Be Enterprise Architecture) 5#aU High Level (526U Process U835z UUNUIASTILYBY SHL.)
Tnauanslmiunnludegiuneuihmelulagadvauusuldiunndiuresesins uaznmewiantunis
theluladRdvaunusuldfunndauvesesdn Tnsaseunauiseasdeniia 5 du fail

[ a

49.1 @1ug3na (Business Architecture) WanINag NS UaI8IANS (Strategy) A aules
vasyysmand §13Tnesdng uasuinisfiasduindeuliussqdatimineyotesdns (Goals) uans Business
Process taz Workflows U09ufagnIzuIunIs Lazluuniesans (Organization Chart)

49.2 @1utleya (Data Architecture) wanilasias199oyaoAns n1sdniiudoya

nsuaniUaeudeayasening Business Processes, Stakeholders wagseUUaTAUNARTY 9|
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493 gruszuvansauna (Application Architecture) wanaliliusyUUEISAUNA N30
Tusunsudszgndnigluesdng fiaonedostuununagnsuazu3nisnne q vesesdng uvenisdeuronis
TH9UTENINTZUUAN )

494  grunalulad (Technology Architecture) LandlATIASTI9EITALIT FONAWIT THUU
wietned suludmsunsidanunisluedng wassieasdennisimunsireufiames (Computer
configuration)

495 suautunslasndy (Security Architecture) wansuleuig 1195N15AIIUTUA
Uaonsibvesszuvansaumne (T Security)

[V 4

410 gSudfediins1eiveting (Gap Analysis) kazdavhununisildsuwlasanndnenssuesdns

Y]

(EA Migration Plan) finseunauaaUnenssuasansiia 5 a1 iiveuansnimeuanlunisimaluladddvg

WUsuldiunnaiuvetesdins

[y

411 guieniiaueanUngnssueAnives suL. szau High Level MUsenaumeanUnenssy

Ly

23Anslaguu (As-ls) andnenssuesdnsidvang (To-Be) uazunumsiudsuulasanidnenssuesdns
RONUSINITEAUEY W3omuil sy, Mviua WiesuilsrnuAniiu wazUiulsmudaiauenuzingr

412 W3UTINAINANTUIAALE DNNTLUIUNITINIUN d1A YRINTTUUIIULABTINTDY TWL.

Y

(Work System) $21AU SWal. 9819008 2 NSEUIUNT NSoUNEMINan1Unenssuesnns seau Low Level

(5¥9U Sub Process U895 UUNUlngsINYDe SN

[y

413 FFudedesindunmsfine Siasiedt numuusulfoRnnsadvaves s, Aidlegifin wiean
NANTNUNILINA AV UNUUFURN5A T e i, DauUseanm 2566-2570 fiaenndesiuununis
Wasuuasandnenssuesdns (EA Migration Plan)

.14 FFuiefesudunsiingedt numu mnudenlsuazaenndesiunuiamiavedesdns
ulgurouazunuauing 9 Ingnansliiiuiswnunu/lasinnsiaseuaquanundninusinisuseidy

wa Y

NIEUIUNTUN URIULAZAI5IANTS (Core Business Enablers) 4a43§3a9na

4.15  gSuinedesdarinlasaiinmsanmusumeluladfidva uaziruanaeilunsiasanmIasy
weuranesiuarUsmiuaudusvesmsamuiumaluladiava Tuduvedesmamuusnd] ihins
ARvavee . Vauuseanns 2566-2570

116  FFuieiosdnihssweulnuesa (Tems of Reference: TOR) smavindiedl sw. i wies
nsevnsulsEng wwumssdunulains dwiulasnstiundsanuauljoRnnsidvaves s,
fislogu

4.17  H5UnReninsgnuasuIgasdunnsUSuUTEUUURNMSATTAYe s1u. Teuussana
2566-2570

4.18  giudndewiiiunnihdeyaanilnenssuenslagiu (Asls) waranUnenssuesinsidmng
(To-Be) 499 Wi, 4 5 ¢ Idun 1) #1ugsia (Business) 2) dudeya (Data) 3) Auszuuarsauing

(Application) 4) fuwmelulad (Technology) way 5) FuauiuasUasnse (Security) ashupiesile

M Lo, /4.19 g¥udn..

(
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4.19  gSudnedeteaniuukardnvisenuradiandnenssuves sy, 1nATeddlo USMIANIS

an1lnenssuesdns (EA Tools) N9anlulasanis Ingguuuunenuandngnssueednsnesa1unsn

LEAAIKE B8N9URERIL

4.19.1 ﬁmﬁjﬁﬂ (Business Architecture)

AMNFINVDITTUUNULALTIL (Work system) LagnszuIun1Tyingeu
WNUATNR 91571971 (Business Blueprint) TAILHUNIWLLEAIEIA UT URDUNITYINNIU

$14 Business Process Model and Notation (BPMN)

ANUFUWUS SEMINNTEUIUNTVINIU WEDUVILARS SLA UBIAAZNTEUIUNITINGIU
ANMUFUNUS TEUINNTLUIUNNTYINULAZAIUINY

4.19.2 snudeya (Data Architecture)

AMTIYRITYA
i’]ﬁlmisﬁ@%aLLGiazﬂizU’JUﬂ’ﬁﬁ’]\‘ﬂu
ANUEITUSsSEINlaya NTEUINNNTYINNIL waundndy uazwalulad

Anuduiussznidoya grudeya uazrsesiivgudoya

4.19.3 ausyuvansauna (Application Architecture)

AmsImveseUnaleTuilddmsunisandueuy
F19N1TVDIULDUNBLATULENMINATLUIUNITNNUY
mwmmm%awiaawdmzwmmmm@u Unified Modeling Language (UML)
ANNENTUSIEINLUNATuRUmALUlaE
ANuEITUS ST UnAA Y NTEUIUNMTINNY Lavdaya

ANMUFUNUSTEUINaUNAATUN 8T UL ABUDN

4.19.4 sunalulad (Technology Architecture)

Amsmvenalulad
518n13vasnAluladlATIEI AU
WNURITEUUABLAILABSUNYY SEUUIASEUY NSIALUINUT (Zone Diagram)

ANMUFUNUSTENINNALULAE WAz UNALATY

4.19.5 gupudunaasns (Security Architecture)

a o

AsIANiuAsUaenfeumalulagfadva
F18MTUINTNTAIVANANNTUATUADASY
ANNAUNUTTENINNININITAIUANANULIUAIUDRAN AU

Yo Y v [ [ = <) = LY L v a ad v = =] a
4.20 E‘\JEUT\]’NWE]\‘i’ﬂ@WWQN@LUUL@ﬂﬁWﬁﬁQUUﬁ@JLASm 1 adv wazadadinlensidauiasasidousms

damsanrlnenssuedng (EA Tools) wedaidugiuenuidmsunisldeu lnesessuanuasidonnin
yunaliitaendn 1920 x 1080 Winwa (Full HD)

YU Aa

4.21 F3udedesuszyusiuduminfnves swu. (§Suiaveulasinis) Weuiauaa1ui1Ini

Uam/guasse lunisaifiunuegradasiouay 1 A5 3o TuLAzaMINN SY. Mrun wiowuriadari

A3UNaNTI5UTEYNAINaT
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4.22 §5U9190099RA9318911AUAIMTINTTANTNIU (Progress Report) Tagiiauanuauni
uagnIsAnmuHanIALduuAnu JaminazeUassa wumansuily uaguuavnenssuduny
solUliun iy, 1 9 sgey 90 Tutudnaniuasuuludyan RIS IAUNIRTIRSUNIA LY
NAgANY

o

4.23 g3udededinisaduayu liAuSnw damieudeyanazionaiseang 4 dnaue wazidniiy
PuasroffiAerdoning q 1y AmLnITINTT T, ALFEYNTIUASUTING ANENTINNITIANIT AREYIL
welulaBAdviaves sy, fuimsssiugs iemherunisueniiieades WWusu susididUinyiuas
wugih Welvimsdidunuussaadisanudivine

4.24 fFuinsdesindeyaainsuntsedn sl 1wy 1 au eaduayunsldnuniosiouims
Fan1san1dnenssuesdng (EA Tools) Tutae Go Live Support tfuszazinan 90 Tu dudnainiui
AENIIUNINTIRTURAR T IR T UuLaanasiutauualasgniasnsududuilifeusosuda
vide mutuil sulu. dwun Tneyrannsidadsaniuasdoadugiiarng audilalumslfnueiasie
AINE7

4.25 Twiisseeziian Go Live Support (90 T1) {5udneaedesdndssenuanuivinnsu i
agUnsUszifiunanisviaureua’ ssdleuimsinnisanninenssuesdng (EA Tools) wazaguilaym
fiantundouisnaudlatigm ) vn 4 szey 30 Yu arensvezian 90 Tutuudufisudadeyaains
WUsedn Tl

4.26 {SUANADITAAIUAAINTIIINT SHYU. YN 9 ez 90 TU nadATTEEIATUUTEAUAINYIIA
unnses Tudwusfuiinagnssunisnmatuianldmsasuanuuasanasiuse U uianue laggnAas
asufuduiiGeuiosudn vide mufuil sy, dvus Wothsssnuidetoaiu (Preventive Maintenance)
wazqualinisldauiai esflousmsdanisaandnenssuesdns (EA Tools) amnsaiaulaodied
UseBvBn warlimunwuieatuszuu wdoudaviirenuasunanisduiiueu wavagudymfiiadu
wiesisnsunlatam (@)

4.27 J3udnedesiinsgvikardavedinl (Hardening) ygeNdwIsiy o Wefnsuszniadeding
ststedvifl sy, asaany lasagdesdndedlmifissduausuusduseduingd (Critical) sdugs
(High) AsUNNYedlnd wisudweauianaistunumnaning

4.28 fSudRemageUUsEANTamMNsiiuInslunsnevausin1sisenldenu (Response Time)
veaiAdosdle way . axsinmaaeuUsEAnSa1n Response Time UuLAT oY 87 s9L. AU
Tnenanisnaaeuliidulumuszoznati sua. dvun Juwsdldudeddewedoyauazldsunis
LanIAUUT e TR NS0

[ v [

4.29 fFuidesfmunansnisdifssuuiiunndsiulunsiagsedu (Role Matrix) Ingasounauis
sruuugesTiua 528 User ndusia 4 #e Lau System User Tngdswauiananslunusnagarig

430 fSudResdnviUndngilounindduaisaumna (Asset Inventory) Wagdndauana1saangnn
Twn sy, lusuanngarie

431 F{3UINRBIMARBUIEUY Backup UagmfAuteya (Restore)

[y

Y
432 g5uinsendenidrenduisidunestunuuulovedmiuinnseesiinvemdnduei (Long

%lnn{ WO /433 f5uina..

4
OGN o) I
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4.33 JFuinwenavinsUadsdeyadiuyana Tudayaduyanailaugeuln (Sensitive Data)

Me18 Data Masking Uayafiuandhursesile wazidisiadeya Encryption) lugnudeyanui sy, fviue

v
v a

vell fSuinsegdesinausuuimnyAsnmsandunuaude 4. i sy, farsadiugeunsu

5. danmunananezYaAIaslausnsinn1saadnenssuasans (EA Tools)
51  MINADIN1IAIUAISIT9IU (Functional Requirement)

511 annsathud, dseendeyalusuuuuiilunpsguiiasnsathluidenlesiu Application
¥i3a Tools Bus i XML, CSV, Excel liuataion

5.1.2  5893U EA Framework uag Methodologies ﬁﬂﬁuauuﬂiauLLmﬁmﬂﬁLﬂummg”]u LU
TOGAF, Zachman, Gartner, FEAF vHudu Ieduegratiae

5.1.3  5935UMIVN9UIINAY Framework 1SO 27000, COBIT, ITIL

5.1.4 993U EA Maturity Model

5.1.5  sessumsynnusdumalulad Al (Artificial Intelligence)

5.2 n13a519kuUTIand (Modeling)

52.1  @uns0asieuudnaetan1Ununssuesdnssuunggiu TOGAF ArchiMate Modeling
Language ﬁﬂiamqmwuﬁﬂaaqmm Usznause
- WUUTaewnIg U (Standard Modeling) MsgmarnansasAns (Business Strategy)
wagAdNiuslusERUgNSAERS (Strategy Relationship)
- WUUF18IN9AUEINA (Business Architecture)
- uuudnaeaneinuteya (Data Architecture)
- WUUTIeDINSUSTUVAN WA (Application Architecture)
- wuudnassmseumalulad (Technology Architecture)
- wuudraesssnuanusiuasUasnse (Security Architecture)
- wuudnaesaanUnenssudagiuuazeunan (EA Landscape)
5.2.2  @NIaMuue Lazlaninnuduiussrinsendnenssulaazau
5.2.3  @u130auans Roadmap Timeline wuU Gantt Chart 1@
5.2.4  $895U Modeling Standard dusuasiauuuinassvesdndnenssueeans i UML,
BPMN, FLOW CHART, TOGAF 1Jugu

5.3 ¢#1u§3na (Business)

53.1  @wnsaasenssuiumsvieulugusuy BPMN

53.2  anunsaasnnadenleswas Business Process, Data way Application 1¢f

533 awnsnadiununmgnsenans nagns wWnune lewvis siufetuneu warisnig
AiuuAugsia uaswaluladansaumele

53.4  @n50d313 Business Capabilities Map Lilouansaniuzvas Application fiiiedasld

“@l ﬁ Lo, /54 AUTBLA. ..

(
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54 g1utaya (Data)

54.1 @wsoasangudeya (Data Entity) la

542 @305 19ANNENNUSIEINe Data, Business Process, way Application 161

543  annsnasinisivavesteya (Data Flow) ﬁLﬁmmﬂmsu,aﬂLﬂﬁawﬁagﬂuﬂizmumi
(Process) seninangudayala

5.4.4  @1u150@319 Data Model g

5.5  @1usyuuasauma (Application)

551  @unseadeaniuzaes Application ieadosls

552  @1m190@319 Application Diagram Fiuanliiiiu Interfaces uaz Data Flows 521914
Application ¢

553  @WNI0asNANUENRWSI¥IINg Application, Data, Technology ta Business Process 191

55.4  @unsaaseauduiussening Application Audiununglunaguiisnunieuenls
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2.13 msnsadeukazUTIiuAIEES (daudl 13)

214 msieleu wazmauanidsudoyaasauma (@wi 14)
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wundl 1 ulsuigpuiuasUasndvansaume (Information security policy)

wuIURUR
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14 wamsuszdiunnudsuasinuanaandes

15 wansudadeulassyuuieaiunsyngalulfiiiun

16  navesnsasasudeyanisUndedlud (Patch) dwduszuusing 9 Tudiiiuan

1.7 msdnriuagsedyanungeinwssuukargunsaling o

18 unumseuUsIIFuANsuAsaen Ay sy ldesniamsatannunsymin

19 wamsveaeuLudAuludiun

110 Foyafeanauig q Mnsiinduluofinuasdagtu suhifoanauildsuudanuemy
euen

111 wamInseasumsujiiammlsuisanuiunsasnielnegnsnaouneluvielnegnsiaaey
Saseiumnusiunsasnisanmeuen

olsiinsmernsiuynaing suuszana Msw3msinnis wagingiuiiisanesemsuimsianisainy

funsasafoansaumealuusiazdsulszana

Folidyaansdnfuauduanusiuasasafsarsaumeauas fuuaninfiauiuiaseusiuda

USulgslassadnenanainunanudndu

wandnuIsuainsedearsegsalnaneie igldnuimualdiuisanudidyuesnisu fUfaau

wlauremuiuaslaendouasulovigaivayuni 9 lnewnssasauasiiulSuingousoninuides

Y

ANULALYNE UIDDUNTIUTNATUNUASAUNAVDIDIANT TIUDIAS19ANUTINT BTEN TN UIBIU

N UDINUANULUAIUADA N YEITAUNA



daun 2

AMuduAsUaneingINUYARING

IngUIzeen
= deliildeudilafeunum wihdewiuRnvey sadeunsiienu seniensiienu arduganie
Wasuulaimsinenu aaenunszmiindafoanauuazdamiiioifestuanutiunsuasaioves
ssvumaluladarsaumeaiioanainudessuiinanniselue n1sdelns nasldauszuumalulad
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AnALEYY
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" ywaed 3 AnuduasUaensiudmiuyaaing (Organization of information security)

WIAN 4 NMTUIMIIANTNINGEU (Asset management)

" yedl 9 AnuduAsUaensiudmiunsieansteya (Communications security)

wuIURUR

1.

n1saseaudiuaslaenienaun1591991u (Prior to employment) LiloARATIUARINTABUNILLUIAN

UURMU LazieanmudssannsufuRaudanatn n1svlue n1sUasunlat wazn1siiseuy

ansaunavsendnensasawnaves s, Wldlumeitlimanzay sunaielvgldaundrlalundan

AUTURAYDUVDIAULDY

1.1

1.2

NInsIRaUAMaLURTeIalAT (Screening)

dren3nennsyana vieihe/diin fifuguauiiinnsiidrmiisnuasusndensaaey

AuantAvesatiag (lnsdimshadunineu gnine myhiomienunesusniiteyfoRaul

s¥u. T dAntnAneiinew) Tnedadasdeslinenseyifiangans sudey fedsdy vie

W3u593w TwmldfivseTAlunisyngn udle viane wielasnssudoyalussuuimalulad

asaumafoy wazdauauiRnwd svly. fuus

Anstmuaiioulunns81au (Terms and conditions of employment) n15ind1slsidideula

nstsedinseunquludesiielud

121 fsusmihieusuRaveusuausiunmasnfodumsaunasg 1l uaednualsnys
(Information security roles and responsibilities) wngldenu lngivualiaenndes
fuulennemnuiunsasnssvssssuumaluladansaunaves suy.

122 smusalriinisasuinludyyrirazlallameaiiuduves sWu. (Non-Disclosure

Agreement: NDA)
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1.24
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nsadeanuduasUasadeluszningni19919971 (During employment) [oa319AUATE UUALA

AlfnufeiudenneesiumsufiRnuasaunea suidvinnudieliamnsalesiudedang 1l
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22

23
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WM UNSUSMsInMImMeuanuLiuasUasniy (Management responsibilities)

HUTMNS S0 ynseavtuiindhfadvayuiasdaatuisesieialud uigldoy

2.11

212
2.13

Ussmeulonnemsnveasiunsaen s uansaumemes s, uanednuaisnuslvivnau
SunsusarUURnu
yilalgldauuftinuulouiensnuanusiuasasnfesuasaumnaues sy,
afemnunsgnindsnnusiunsasndsuamsaumaiiieadesiunifinrmiuinvey

YDINULDILLAZUDY TN,

msaseanuasenn nshianud waeniseusuiuanuiuasaeadeliunglden (information

security awareness, education and training) MsasANUAsERENIUNITSAwIANNUATUaRAY

2819AILEND
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222
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Hauaszuvdeauiuieufoanaiy uavdeslnifidinanssnusenuiunsUasnfoves
sruumaluladasaumanngldnuiiieades venanddoudafeulildnuiue
sesinsrTemmnandssing q wu hiareufuned malianisasnaenisdainen (Social
engineering) kagdoslnimamaia Wusiu

9. Fesdndunisiineusy wieUszsudusiuifioainannunszninduaiusiuns
Uaensevessruumallagansaumenis iauludsedmnd
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1) winew/gniedduvieasdinulovensinuwmusiuasuasndevesszuumellad
ansaumA svhL. dosgnasinumansyuIunImaeves s Tudengrenefifeides

2)  mhenueueniingziinuie %ﬁimwmuﬁszqiﬂuﬁ@mﬁaQmﬂﬂaau?mé

N5l SwdaidunsaungrEneneItes

nsauanvison1siUaguwlaIN1TI99 (Termination and change of employment)

Wafruantifanusuiinveulllieduanrsoldsunlain1sdnenu deslutensauninddunas

A1508ANBUANTLUNNTIND

3.1

3.2

3.3

MIRANTAUGANT ORI ULUAINITINY

3.1.1
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Hauaszuudosnenaeudvslunadfeesldnu dedugaviewdeuntansineny
MsoenneuANs NS EmInesINds nan1eam (Physical) wazn1emssne (Logical)
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Joyamouiiames (Data storage area)

HYuRavau
" fauassuy
" gewensinednteuazuinig

31989119537

w9 7 anutiuaslasnienisnieninuazaninwinasi (Physical and environmental security)

wuaUAUA

1.

o
o

ALATEUU Aodeenuuuy warfnssgunsalvsessuuaiuayu (Facilities) iedesiuanuiuaslasnsiy

9

e eXe

AuMeEnN W gunsaliumas ssuudrsedlniin isesidaliiih ssuuuueinmAkazAIuANAINNTY
STUUWUA wagdedinsinseinwegadiase
AuaszuURasRantgUnsalansaumaluguin (Rack) viseanufiniianuiuasasnsiouaziinnslnten

Y 9

eXp eXp

Auaszuy feainislesiuaandanldiensdearsviseansln Slniinsansudyayia (Interception)

a

viellmudemeaiieiu leasfoniuanaindariuvietesanevsemaiuaneiiduniaonsoanmsid
wegliiifuanerinuiuiinddddesesisay saumaeadadoasuazanslniihdosuonainiulaed
SzogiaTianvay

mstruaUsnaiifinsshwanuiuatlasn S

uafiufivessruuimalulafansaumang 4 sgnamanzay Wedumsithseds muay mssviea
siunsuaonisangililisueyan swstlosfumnudsmeay o fenaiietuld Tneudwenusnaiug

THnussuuweluladansaumaeandu

o
a o

a1 ufviheru (Working area) mnefls WuiRnsaeiesrouiiamesduyanauaznenfianofnnmi
Usgdnldzingu
42 fuiidaiudeyaneufiumes (Data storage area) vaneis Aufigudvostoya (Data center)
srIuRuNsLitoan 81A1s danud
51 fwundvvesilfnuuarmieanunoueniunsidiisaeud Tneudsuenld dail
511 fouaszuudesiinundnsungldauifianiin - oen uagdnuatisszeznaniifians
Tumsidn - senusasiiuildaussuumeliladasaumaogadaion
512 Wwthilfnwenuvasnds (5Un.) axdediimienuneusnyieyanameusnuantng
fannsnszysanuresyanaty q feudfsenaisues s, 1wy Srsussdauszevu

Tuougndul WWusu udrduiindeyadnsluayaduiinvisessuuauasaune
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513  wmhesnumeueniindesesesindasiinse (Visitor) ssqaiianansadiulddaaunasniia
flaglu 3. wazAutnggAnse (Visitor) AousenaIneAIsves T,

514 Wmihiisnwanuvasnds (Un.) desmsieasuiiinse gunsal neuasansendiayn
Tuiinvisesyuuasaumnaliignsas

fauaszuu dosmuaumadi - senftuiiaiuoyaneufiames (Data storage area) lalliglaidiAnd

\ddald Tnefuuaiiufinisdaevaudiuastuiinisinisuvieusenougunasiansaumna

(Unpack Area) ﬂ'auﬂ’wL%ﬁﬁuﬁﬁﬂLﬁu%’agaﬂauﬁama% (Data storage area) WagfoIAIUANNIT

i - pon LlevAnABIN S TesTUUMsAUMALAz TeyamsaumAlag lailFSueya e TasuFoR

ANUTURBUN THY. ANAUA
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WBUSMIITANIINSNgAUaTAUMmMA AuAn139AN N1l audanisenidntdey tnedinnssey

FunsndunapannsuarmuuantnNanusuRnveulunsundaansSndaduasaumaag iz ay

HiuRavau

ey

AuaTEUY
ERLLNLHG

Al

31999119537

WIAT 4 NTUIMTIANIINSNEAU (Asset management)

wuIURUR

1.

wihfienusuiinveusensngauaisaumea (Responsibility for assets)

11 Wweslayauazgguaseuy feesiuiudnvidydninddu/meilounindau (Asset inventory)
waznumunsfounindauegnalenlas 1 ad viedlefinswdsuudadidtod iy

12 Wwesdeyauazdguaszuu desszyidivemindaduasaumannsionis esulnveugua
AnusiunsUaansuansaumanasniasenygnsldny

£ [%

13 Wnesdeyauasiguasruy FesSenfunindaumsaumaiioduanvioifountaimsineny

14 fdnudeddningduasaumeaves . ogssinsg Ty uadldifteufoReuues s, winy
suvdoafiRmungmng sudeu fetadu wazuloune ves il

MsfuunUsznvamIndduansauma (Asset classification)

21 Wneseyauaziguaszuy FessuunUssamyingdumutunoudl sviu. fsua uagnuvaums
Fuundsnanednaasiiae

22 Ewedoyaussipuazuu desdieitedonsndaumsmumn (Labelng Widamu wioudaiilinnsns
guanisimeriuaaenasaumaTisenndasiuUssammIng Aunse AUt uedud i,
A

nsdnnsdetuiindeya (Media handling)

31 Wiwesteya fauasruu wazdlinudesmuaunislidnusardnfudetudinuuuasaviasonas
fuisesaenfiamosle (Removable media) mad sviy. fvun

v == Y

32 Wwedeya Hauaszuu wargldnudesiatedeyadidglugunsaldetuiinteya uiludeya

Y

MRtunoud sy, dvue taeldannsadrudeyanduinladnieuaziidngunsaifnainse
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Aeunvreygnligauthaunsaitululdnuseiiielesiuldlvinsidrdstoyanddyla lng

A o o= v '

fasusmsianedeyauudeduiinteyausiazUszinn Aadl

Y

Usziandatuiintoya Wihane
ATEANY TunlgPsainangenans
Flash Drive 1) v‘hmasﬁa;ﬂauu Flash Drive muunsgiu

DOD5220.22M ¥aIN5eNFRNAMUaNIFaREM
Fulumslewivdeyaiiuvaissou
2) W yuviseunldenie

Wiy CD/DVD TiuaeiAsovinaeLenans
Wy ey unseualidemenserniinais
g1infan 1) vhanedeyauusnsafanausmgIl

DOD5220.22M Ua4NT¥NT 1N MNENITFoTN

Fadumsdewivteyauraleseu

2) Tsvuviseualidene

Wivesdaya fauaseuu uaedldnu dedmstesiudetuiindeyailidaiuteyamsaume Tunsdl

Y

1% =

nfnsedeudreetasiunisdnielaeldlasuaugie gninluldnuiaingussasd siuds
Jesiudeduiintoyalalilasuanudems lnesnwiauvasadeaisaumaniutunoun sy,

ANNUA



[

nnu

[

12

dun 5
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32649A

WeAIuANMIIAM Wawn uavirsssnwssuuansauna lnsivuauinsnmsnssnwianuduag

Unondy wetaafiurnuiianain gayvne wasnmsasuwdasuilussuy

HSuRavau

v v v

WUl

e eXp

AUATIUY

31999119537

vnan 10 lassasansdovn mswann waen1sungssnwnseuuansauma (System acquisition, development
and maintenance)

WY 11 Anudunusiumisauneuen (Supplier relationships)

wuIURUR

1.

AdsAuTye Aespuaulvidnsimusdennasiazanuiuiaveuiingitesiuanudeswiuauiua

Uneadvansaunaasludyaiudiiusnisaeuen Inglinseunqusiuiiaguinaieig

Y

v o @ v

Wudyrresmurdlyivennas (Sign off) newEuldusyuuase (Production) 3eneusy Go live

e eXp

Auaszuy AeravindeimunlagsrufansmuguauiuasUaenieiuasaumAnaana et uuleuy
wazhuUfURAuANiuntaenieansEumATE0IAnT W A5nmskuulasndeluniswaunlusinsuany
11035574 OWASP (Open Web Application Security Project) Top 10 #381195§14 CWE (Common

Weakness Enumeration) Top 25 M%ammgmﬁﬂam%ﬂumm

[V =3

AuaszuufeseanuuulasEnIsinINsruunulasiaue AUty iuveuneulsy Go Live

A o
= -:4' a a

AUATEUU ABalinseenLUUSTUULBnTIRdaudayatiazSuidueundindu Joyailiinainnis

e X

' [
v = = o Y

Uszanana waztayaiogseninanisussaiana ensiamuazlesiumiuligndesiiintuiudeya

u

v

Wi ndeAuTdu (Buffer overflows) nsldduysiiaussiny uagdedlinasnislesiunieniunu
ANHAIMAITENININ1TUTEINARA (Rollback)
HauasruusiosdinmanuaumadnfauasmununaBeunlanieutlsruunudunoui wiu. fvuaiile
muqmamwuﬁﬁm?’fu

auaszuudssirinliiimsidsuutadla 9 dewemsiuasildau (Software package) Insiasuudag
s uduminy UAYAIUANYN naidsundasesnadunamuduneud s, fivua

o
2 0w

AUaTEUUABIINAANTSNGY Source code nialaameniianswmintu

e X

@JLL@S%UU%J%’@VT’I Source code review LlaydaRanaIAnIedRaUNARarUSUUTY Source code

TdAun



10.

11.

12.

13.

14.

15.

16.

17.

18.
19.

20.

21.

22.

23.
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AALATEUUABIAIUANNITINAS Source code HutRInIsidiuntUaandouazidutomien suu.
mvualrldanuingy

13 1

guaszuudesUadedeyadiuyana (Data Masking) NdativegluszuuuasaunafIgisnisi

X2

N/ USRS

o w ¥

ApuaszUURoLanideyavelinueg1sianu wu nstadideyadiAnveldau (Sensitive data

masking) tUugu
nsflvesuoundindunldiuiiugunsaliafoun (Mobile device) Tidguaszuusniums Ml

o w

131 Undamineidlegaueundindu (Application blurring) LﬁaammmLésaﬁﬁﬁaz&amﬂmm {lduay
$ilva

132 Yednsdminensndeusnisineuaundndy (Application permission) Uuqﬂﬂiiﬁm?{auﬁ
vosglinuniniisndu uardinsrvrunsmuniunisvednsiulssdniletestunisaziingns
Anududivosyldau

Aauaszuudinsnupudeyaiithanldlumsvaaeusyuy (Test data) agrammnzay Taglsihdoyaasen

nadeu nssdnudeddtoyasseaslasveugndeyasinidvesneauiiuildau wagvianedeya

oEaNEANATURauT T, viun

douaszuudioaenszuuasaumadmiun e naaey wagldnuieenaniuiieannnudesd

Annnawdsuuasszuuansaumlaglild Fuoyam wasdosinismuedrdniaddesuuansaumnad

fann vegeu vielinuase Mssuuasaumall ussmsufuusudlussuuasaumaiy

AuaszuuRainsivuntuneun1saaeusruvasaumanautinlulduase Midlunsaluiuuseseuy

ey

ansaumARNLAzN SR STUUATaUINALY
fauaszuufosiasesensuifuussuuarsaumailiuing (Production) muduneudl sy, fsun
uawsniiadvmsRadereniiiftelisruumsaumerng 1 faugniesnsuduuazinidodie
puaszuUFaseensu ST liay dadvavsinfadunssuasaumailiiuins (Production)

Y

e

waszuudsemiugualvig Suis Jifnudyayivietennamnisiiuinsissyll lneaseunquis

e e @
e

|
o

AuaNuuAUaenYETaUNe LLasmiﬂﬁﬂ’ﬁmu{?umauViLﬁ'm{l’mmq 9 91 59, fvuald
Aauaszuy dosfinm psvaeuT eI ietufinnsliunsvesyaraviemisnumeuenitliinisun
whsnumudyidiegaiiae

fauaszuy dosqualimindauamsaumaldiumstisainyuasdenusunuaudiomnis suadasd
nstuinUseiansvihnuiaund nMsthsednm LLazﬂwsﬁQMLL%uqﬂﬂsﬁfu 7 g1saLAND
Houaszuvasdedavodimvesssuuasaumeni seiuanuguussussiuingd (Gitica) uaeseiuANLFULSS
sedfuga (High) iavmnrauthluldauaia (Production) si¥eriouidy Go live Inslamgszuuiliuinig
Hasetiedumedidn (ntemet facing) warsvuufianuddysenisaniurures su.
Hauasruuiesfiorsandonld Version wes Software fail
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23.1 sl Software WRaanlglunsInmusaimuIsE Uy 98689 INan1SRSIAEUT RN ILATHANTS
VAABULINZITZUUNIUTZNOUNSRANTANAAEBNNesTuTes Software dae wiolestulylviAn
FodlwiiusaduiteannszanlunsUnge sl

23.2 nsaldu Software Alsiaerinrldanlndonld Software nosduaran
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n1satuANNsidfeszuumalulagansaumd

[

ngUszaen

U o w

" iemduaumsinfesruuinalulagan saumaneuinisimueans dvuadssinnvesteya dna1du

[
=2 o

AYWEIRsoR IR UTUANAUTRITaYA SERuTuNITdnls naiddls wazdeanisnisidids il

D¢

L)

Wemuauuazdeaiunsidnia n1sasd uaznsuiluszuvansaumaves s, Inglalldsueygyn
{Suravau
" fauassuy
" wereya
"l
31989119537
" el 5 MsuANNEdd (Access control)
" yaedl 8 Anuuataenfudmnsunissiiuaiu (Operations security)
" ynadi 9 mwmﬁumﬂaaﬂﬁaﬁm%’umﬁami“ﬁaga (Communications security)
wuaUfUA
1. msmugunsifiassuuansauna (Access control)
11 Weesdeyauazdauaszuu destmdudmundys lumsidnfszuuansaumna (Authorization matri)
fmnzauuazasaadesiumthiianusuinvouesglicu uaznumuiledinnsuasundas
1.2 Wweeyauariuaszuy fdesTiuiuiinunsyaiumseydd (Authorization level) nMsidndiasyuuy
walulagansaumea
13 Wwedeyauaviguaszuu desdalitimsudsusnmhiirnuiuiinvey (Segregation of duties) Tu
msdfsszuumaluladansauweeg nawsnzay Wy fmsuueninfissrnensudsmsszasinng
dhfauagniseydPnsidnde Wusuy
14 nadlvesweundieduilinusugunsaiindoudl (Mobile device) fauassuudasufin weil
1.4.1 111'6)1,;iymiﬁqﬂﬂ‘iiﬁmﬁ'auﬁﬁﬁiwuﬂﬁﬂam’ﬁé"laﬁﬂ (Obsolete operating system) LIlE U
weUnaLedy vievnneyaelildusmsldmstiinnsnissesiuiiieanmded s, axlé3u
safsannansenusedldaumueLmIzay Wy Mafiuasnstususinu Wusy
142 ldeugwligunsalfifinisuduusamsdrassuuufiiinig (rooted/jailbroken) 14
ueUndiady wieanmundesiglivszasdfamnsadnideyaddyvosltonuazaziia
vievanidesnnsmsmssnmansiunsasaden s, Awualy
143 lioyanaligldanuldueundindunesduiining swa. dmus Welvueundinduiing

SnwimnuiuasUasndedulununinsgiuves swa.
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1.6
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1.8

1.9
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JupsuUfifiienisdninudeya

Y

£ (Y]

esdeya dauaszuu uazdldan dosfoR il
151 ulsUssindoya deil
1) doyauaransaumadmivatvayunsdadulavesiuims 1iud deyamsaumand
anuddndeiinusnduseinidesinnuetidlnddafiousznounsinaula
Weuleuty Myuauleuns kagnITIURUYBIEUSINTIEAUES
2)  YeyauazasAUmARIUAYLIBENSAEnS (Strategy data) laun Teyauaransaumeids
Armaiiieaiuayunisiiunnsiushauazgvsmandues sy, Irussgdmang
sudoyafmeunsuigsuuimanisuen
3)  doyauaransaumaniatuayunisufifenuysedn (Operation data) liu Teyad
atfuayumaviauhluves s,
152 daudsszauanuddgyuestoya senlu 3 sudiu fe
1) deuafillsziuemudfapnn mnes doyailddmivatuayunsindlave Ui
2 deyadillsziumudfaiunans vanefls deyafildufiRnuamengun wun neq
viserheneluasdng
3)  deyaiiszfumwdifyiios nuneds doyaiinidnau/gnirenielu s awise
whilesuiulaveanunsaweunsla
153 dautsdutumuduresdeyanud s, fivua

1.54  ILUISTAUTUNITNES

Qe

(%

1) s¥aU

o [ %

W wTuuIng Whildldaudunanihfiuagasanlasuteuning

e 2

[ o

2)  savtud miud U uRnunill diiseyanldsuseuvenemug unaviiin

Qe

(% o

3)  sgiutudmsuduassuuvsegilateuning HansunsusmIInnmsseuuwasidnge
Joyafl AU UNINEAINEIWIINTT

AN VRITRYALAZHAUATEUUADIAMUALIA NS AT EUUA AU A

v
[N =

Hauaszuudasdingesmimsidniassuumaluladansaunanuyeanig fadl
1) P38 glurey T

2) ATRUIWALUDN TN

3) setneduiidnlil 1wy sruueSevnedoasdeya GIN
fauassuusioatifugua Default permission wedlld (File) uae Tniaino$ (Folder) fiasnaulsidl
mssinanslunsita

W1UDIVBYAUAZA ALATEUY ARIAsaTannunig o Nilianngmneduneitosiunssnm

va ¥ o

ANLTUAIUaRASBATAUWIATEY SN, WU Wz aTyalR Yermunnengvine denivunludeye
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uazdamuuanIsuANIuAsUaend By o LUAY WoRmunavion1sINtE SEUmMALAE YUY

waluladansaumaAvod .

1.10 3vesdoyaiaziguaseuu feslinsasuniudnslumsidnfisszvumalulagasaumeangig

alaue wieunaiineeudvodlenumudnsiligndewnudvslunmsidngs (Authorization matrix)

miu‘%mﬁﬂﬂqSﬂ?’ﬁﬁﬁﬂ%ﬂﬁﬂ%’ﬂm (User access management)

Tiinsmununsamadewdldnu nsusmsianissiaiiu msuwimsdanisdrsnisldamussuumalulad

ansaunNA Lagn1snunIuansSNsihtaveldi

2.1 m’ﬁawuﬁﬂuiﬂ%}ﬂ’lu (User registration)

2.11

212

HauaszuudesuImsiamsuazmunnsadderlten (Usemame) fliiinsldandadde
fldanudniu il Tudiuveswinau/gnine svu. Wimusdefldau (Usemame) anu
inpspuemvanedidnvisednd E-Mall) Mdluosdng

Wwestoyarealufeysifinisairstaddldnutinn (Temporary user) wazdiosdnrin

1 v P Ao &
ﬂ?ﬂL?ﬁ’]ﬂ’Wi&L‘U\‘i’mW}’m’wﬂLﬂu

2.2 MIVIMTINNTIRANIU (User password management)

221

222

223

224

225

226
2.2.7
2.28

229

2.2.10

AauaszuudasvuasiaiuuuinTlagldismsdu wasdeulilinsdeusdearu

A

o ldeutnldnussuuluasausn

ALATTUUABIMUUAAIINYNIVDITHARY Giai]

ey

1) HAWASTUUIANNYNIRE19UBY 16 Ban

Yy

2)  Hlgeulinue1Ing19tes 12 vian

Y

e

AuaszuufssmvualiiinsBuduinuwuunatedade (Multi-Factor Authentication)

ATUANULUNTEN

Q

£

Aauaszuudesimualisiaiuiianududeu Ineusenausie denys fiay uasdnuse
ey WU @2) 09) (@, #,8&,“, % =<,>,%,5,+, 2 10udu
Hauaszuudoatmusliinisudsuudassiariu dad

1) fauaszuudeatdsusiiaiugn q 3 ey

2) fldnudesdsusiarinmgn 9 6 e

3)  flfudeszuy (System account) TiiIsanwasusiasunua LAY

wasvuudRIMvua liln i siateyasianuluseuy

e

wasEUUAednlrEnIIAIUANTTARUBE 1 TNIA

eXPp eXp eXp
e

wasruUResIndsayTverldeu (Username) uagsianiu (Password) #3015

e

.
)
©
o)
)
e

AALATEUUABIAIUANUATEUUULURNS seuugiudeya uazssuusuansaumna
(Application) MdauTadildnunassiaruegradune Tnebiddddamedauaszuud
I#suaynainy

dauaszuusesimunismesenssuumstuduinnuiiuasnde Wy nsdifidusiasinu



23

2.2.11 gauaszuudesmuualiglduinis ldsiarusgadunslasndy il

18

[

nstwaUnawnTunall

1)

2)

3)

fvuaeNEITTErRIUDE1ates 12 dn JsUsznoude fidnus fiay uaz
Snuszivee Wi -2 (09) (@, #,&,“, % =,<,>,%,$, +, ) Jusu
swasudesliidudiiaiaanldde 1wy dmisglunauiynsy Je-uwana
SuifoudiAn fieg vidowveslnsdmst iy

ivsduliuAsusiariu fedaueg fuamuadinslalumsdsusiariu uarssuy

Assossumsasusianulunsddng o awisnsivasnsy

nsdluaundwnduildnuriiuginsalnfaui (Mobile device)

1)

2)

Arvuasian1ulaeld PIN code wSosWan1undudou (PIN/Password
complexity) Tnansel PIN code Aaslasianu 6 nanauld
LideAulviasusanu vedvueyiuanuadaslalunisiwfsusianu wag

szUUADssessunmsildsusianulunsdlang o medsnsivasnde

2.2.12 dauaszuuuazglteusedddsiariiuegauasnsdy Al

1)

2)

5)

Festmuasiasiuiliasnsammnildie Wy dieglunauynsy “querty”
“abcde” “12345” Fo-uwana Tuieutiin fieg videieslnsdwi Wudu
Aesldldnusianulaenssuiumadildnuleedaludd laun n1sinuned
“Remember Password” 1Jusiu

FoaAusiaruliidunuduianzyana Liameligdusunsu uadl
faisvianindudnvaz o 1wy Ranisiar el aumay s
#oslailiva TP eflsmuazsiarusiufuiugdu wiyddodldnuazlasy
mssygnnidesdedldauyanatuin
FoadAsundassiarudlefimsudaieuninszuy vieasdoirsianiuaisilng

UAADY

MIUTIMNIIIMIAVT (Privilege management)

@

o

231 gUirudgyydesimualiituneoudiRdmiunisameidey mafinaoudns n1s

Y

Wasuulasdns wasnisnumudnsvesdldiuegaduaednualdnys

232 fmuednsunzauiudldnunuanuinduiaraensdasiumiianusuinveuuas

v @ va = a a £ a a £ 14
ol (Log) MIawmzleu n1sidinaeaudns wazniswisunlasansvesldnu

233 1W1vesleyauaviguaszuy Aesdnliinisaivguuazdrdadnslunisidaussuuny

Ay dulunsidauvingu

1)

)
3)
)

s,
¢

avislunisas1adeya (Create)

s,
¢

avislunisenuteyavseisunateya (READ)

o,

a a

avslunisusuusatoya (Modify / Update)

avislunisaudeya (Delete)
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234

235

236

237

238
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5)  Avdlumsueumnednslunissiiunisun (Assign)

6) avslumsiusesanugniesasuiuvesieya (Approve/Authenticate)

7 lifans
Wrvesteyauaziguassuudondudeydanisliandideitrisansaunaniaszuy
weluladansaumele 9 edhaduarednwaldnes
Wiwestoyauazguaszuu desirindungldanuiivivi i dudlranstudldnulides
flammnaeavanzay
W1veItRYAkaTHARATEUY AasdinTrerianisidaussuunaluladansaumnaves
¥, uAvtheuneueniidiufoRausuiu s,
dwestoyauardauaszuy deadaliiinisnennouriendsundasdvimainfieiui e
Flénundon Wasuudamihfiauiuiiarey Wasuudainisinsau vielifininy
Sudulunsldauszuumelulagasaume

guasTuUdesaunsesiumsldiuansvewldeuiuniuszuy (Default user) Tunsalindl

ey

Ay dudesldaudesinrunsianuegesiuasUaonsiy

nsnumuansnisiintavelden (Review of user access rights)

24.1

242

WveslayanazEnuasEuu Aesinsasunudnsnisidifieesldaussuuidle snu. d
msdsuwdasszuuinalulagansaunavielasasniesns

Anuaszuu Aedmsasumuayssiumsltnud i ldamun bilaldmiiu 180 Tu ynngldamu
fosnsnavinlduazfosduduinuli dvv. nsu el syezanfldlalduve sl

[

Hldaue1az Ul AuLdar SEUUATAUImNA

Y

3. mytesiugunsaliilifigaua waznismuaumshindunindasaumaddgylilunnlivaenss

3.1

3.2

nstlesiugunsalnlififgua (Unattended user equipment)

3.1.1

3.13
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ouaszuudosdnlifiinmsnisdmiutesfuszuunsuiinmes ssuuirdetiedeansioy
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Fudeseeaninsyuureuiiames (Log out) viuil Weduludesaseiilagliiifaua



20

323 gldnusedaiuieyadiAguensiovnn waslesiulifinnnudaensdeeganeiies

Ada ¢

324 gldnudenienaiseendniesesfiuiviuiinfiuiauade

NSAUANNITINEAATEUY (Network access control)
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4.1

4.2

4.3

4.4

4.5

4.6

AMTMUUSNNSATTY (Use of network services)
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411 HOUATEUUABIATUANNSIHELNTWNUNITEUULATRY 8dBa15TaYa (Network diagram)
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msfigatsmmeslinuiieg mousn sv. (User authentication for extemal connections)
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l}uJQLLaix‘U‘Uﬁlaﬂamﬁg\‘i’iwumaﬁﬁmmmﬂ‘gﬂ (Instrusion prevention system/ instrusion detection
system) U093 UULATEVY

NTLULLNLATOUY (Segregation in networks)

4.6.1  HAuATUUARIIAMAINISUUIMENIATEYIBMINNGNYR LY visendurassruumalulad

arsauwme Weauaunslidnuluusiazinevisgosag 1munzan lngiansnnainay



a7

4.6.2

4.6.3

21
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Suwesivla (Interface) Hion15UTM3eANIS Firewall
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Uaoanguy Firewall

6) Firewall fossaliufinmmmsaiduanusiunsannsie
7)  Firewall Fadléunisaeuvnu nageu wagnsiadousaLaye
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Firewall Ussanveniuag (Software) fesinfeuuiniosneuiinaeiuignouen
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Firewall Apsa1unsadesiumiiesarnnisiau@ DOS (Denial of service) 1o
981918 Ping, Sweeps 138 TCP SYN Floods tHudu
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4.7.3 ﬁ@LL@izUUﬁaﬂaﬂﬁd Firewall 1iawuawen Zone Miiin1sts DMZ (Demilitarized zone)
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2)
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4.8 MIAIUANMIAMUALTUNINUNLATEYIY (Network routing control)
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51 FupeulfuRlunmsitniessuusgiaiunslasnss (Secure log-on procedures)
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6) sruudedsiuanstommuiitionzmmuesmatigsruulsidnga iwu lduansdoamar
Uny@gldaniin vise saruin (Jusiu

5) thadhgszuunndydfldnudiuyanatiisifuainniimis Session luszuy
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6) sruudesirfnsuatdumamesmdngeruuilidise wasdosiiansandeuly
soluil
(M) mafutiufinnanisdigszuueiidsauasbiduse
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8) szuusedlidesiaruuuy Clear text Huszuuledoliedeansioya
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Fauaszuu desdalvigldanuiivadgldauvesudazynnaiiieldfigaddinulunisidifesyuy
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53.2  mnuaanusuRayeulun1sldlusunsudseinngias (System utilities) uiags1en1s
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533 Ifinsfigeddanu uasdmuadnslunisldmulusunsussnng fidfangnguaui
i fifuRnveu

534  fnstufinugnisal (Log) msldaulusunsudsunngfian wasdesaauniuanggua
szuvethaaiae

535  fewhmafinoouniessiulusunsussiamgianildsui

MsvEaaINsifnusTUUaITaLImNA (Session time-out)
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55  A1591NRSEELLIANNISaNRasEUUANSAUWA (Limitation of connection time)
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6. MsmuaunEdUsknsIUsEendwavansaumne (Application and information access control)
Tinsdiansidideansaume uazmsuenszvumaluladansaumaninrwddygdlsluusnud
AIUALLANNE
6.1  MsAANsnfsansaume (information access restriction)
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VTR TnensliavsdesinsuiluFessselud
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Jladudaudosdaliinsnsiasunisuimsinnisanusiuasasn foasaume Tnegasiaaey
aelu (Internal auditor) 3elasgnsraasudaseaiuainuiunsaondoainnisuen (External
auditor) susrezmettioday 1 ads
Hauaszuudesiivuanszuiun1sasIvaeuLaznsuiafiewdlefamniauniifsadunisldeu
N3WINT (Capacity) MUUALNUIINITITIUNINYINTLAZINUHUAIUNSNBINTASAUMALATITUNIT
UfuRnulusuaregiaminzay suddosdasuranisldnuningInsasaume

v

HALATEUUABAENTATIAERUN1IY9U (Monitor) vasseuuinwiaudasnsdewasseuuliinisesns
athiano

douaszuu desdestunsiildouinsedleildiiionisnsiasy edlldAnmsldauinussianviegn
azilnnsld91u (Compromise) Ingeuaumsitnds wagnsaseumsiiaiesiioluldnuedisashiaue
fauasruudesssidiuanudssesszuuimaluladarsaumeaodadoslor 1 ads viaudedinig
WasuwUasegalifaddey

AU feaRnmuKan1SATEUNTAURHLUINITIANI5AILEEY (Risk treatment plan) 1T
semnlasing
LLaiswﬁaﬂﬂszLzﬁummLz?"quLLé”Jﬁ“)’ma"wﬁummﬁﬁmmmmL?iHQ5ULL63ﬁwﬁ%‘nmﬁaammmﬁmmu
upoudl s, fAviun wieurisinsandeidadevedismemanuileliuimsves sviu. daduladen
Brnsileananudssdoseuiuaudss dleidenitnsanmuidsuduimsdesinasminensoeig
Wemerilasiiuns wmnamsasanuides uudldid 3 suuuu leiun

121 msidenlfinalulad Weldlunisanauidssuazifivanusiunsaondvvesszuuinalulad

ansawned sy, 1Wuisndndudealdaulszanamasninginsegraiganalunisaiiunis vy

e

eeeXe 2 e

D

nsidenligunsal Firewall snnimwmilsndniasilunmsdestunisidndaaiovieiiddn ansld
gunIalaunimnisa w3e USB Token lunisasavasudududnulunisidildanussuuainnieuen
iy 1usiu

122 mvfuidsuduneuujid deseaniuutunoul foRlmiasanuuazarunsadnumanuiiuag
Uaonsevessruumaluladansauma s, 1§77y Wossnuuuduneuu foalmiudadesdinng
fimsaiearunzay erudully wesduimsdeadudoydfliimstulidunonufos
Tyl

123 fouaszuudesudstuneu fURlHELAbT0ssuSed0vats sanfedeadniineusudldaud
Aendeufielaunsaufifinutuneuufoalmildesenuiuasiiussansam

NIATIADUANINUADANEYDITHUUANTAUNA

13.1 fouastuu fomausumsnsaaeuazUsziiudedniviegnssurummsiuanasn fuasauime
wazudsfiiAstoafoutlalunsdiinuirdesniviogrseutiuoraumgnsaiduausiuag
Uaendty etiiaeloy 1 ads

132 fauasruuiemsindoussuuasaumaiiazfedimauudsadiofinesdulml (Patch) saniatayad
Rendeafureduisumaiasgsainaeifiolimnuiaivanmunazanuides Tadarisdesty
uasudlafinzantusedidy

133 gldau gguasruu wazvylsuniguen destuiiniagsngnuteddnivieynseula q A
anusunsaenfuansauma fetadanmuszsinemssmansldnussuvasauma fudeamns
Uimsdamsiidmunliegnavnzay wasdesidumstavoduifitimsnsianuvidoldFuuds
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Welilimsauaunsaneloukasuaniieudeyaaisauma Josiumsialvae viielimsuiludeyalaei

Lilssuougn sufimstesiudetuiindeyaliifininuvasadadulumudaiivun

3198911953

ni 9 anudualaendedmsunisdeaisteya (Communications security)

wuIURUR

1.

Y

vty desmuaulvdnsdaviuleuis wazduneunisufifiiedesiudeyaansaunaniinig

Do eXp

doans vidouaniUAsususruumsaumalizaumussdutumuduioyaasaume mudunoud
¥y, A

sy uazivesdeya desmunulitimsdnvindonnaslumswanidsudeyamsaumasening
BIANIAUYARAVIBNUIBIUNIEUBN
Hauaszuusiauanidsutoyaasaumadeuaniudsuriutessiivaonsis 19U Web Service Aldfau
Wuluslaaea https

dauaszuy desiinnstestudeyaansaumaiiinisdoarsiusiudeyadidnnsedng (Electronic
messaging) LU aAnNeBi&nnsaind (E-mail) 38 Instant messaging #a833n15uTaNIMIN5T
Wi

auaszuy desdastudeyaansaumadifinisuaniudsulunisyimnduddidnnsedind (Electronic
commerce) AT BARuImesas s Wedliinsdelns avledyny viedn1ssilva wie
Joyaansauwmagnuilulaedilisuaygyn

Jauaszuu dosllestudoyaansaumediiinisieans vieuaniUdsulumsingsnssumaseulatl (Online

transaction) el lvidn1sudsdeyanliauysal dedeyaluiini nmsiilnavesdeya deyagnuily

Y

WauwUas gnvieilvl visegnadsinlnedlasueyme

fauassu Fosmuaumssudseyamsaumafiotiosturufionann el
7.1 annallslanysalveadeyaansaumedisu-ds

7.2 msdideyaansaumnalngavingUaeni

73 nswdsuuasteyaasaumalaglilisueygyn
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" el 6 nswsiadeya (Cryptography)

wuIURUR

1.

o '
o 1Y) =

Wivestoya fesdisa visensldsiaiudeyadidinnselindvesesdnsnussiutuanuduiiedesiu

1%

ALITEAVBNEY sussleudndienssnyIATNEUTEINIIIVNT WA, 2504 UaTALTUADUN SN, fVun
Wvesleya Hauaseuy uav I nudesuRmussilouivenmsinmenaduresmes s we. 2544 Tuns
inmsdsianldiudeyanduemuduazsioddisnsdhsda (Encryption) Mlusmsgiuana

1%

Apuaszuy fedldiBnaidnsia (Encryption) Mlusasgiuaina windesnisldguuuunisidnsad

v A

WU eliiuladndunewds (Algorithm) Allunisidrsiatuianusiunilasnde fadl

Uszimnayua / 38nsidnsiia inauTium AUE1INYUD (9E149108)
NEYLALUUENNIAT (Symmetric) AES 256 bits
NEYLALUUBEAUNINT (Asymmetric) RSA 1024 bits
A5 Hashing BCrypt Cost Factor 10 Fuly

ALATEUY ABIINTNUNIUTURDWTT (Algorithm) warANe1veINwaniisiaetelaelay 1 ASS

e

=

wialvgsaunsasnunigennuduaslasnse

AUATTUY Aasimualiiinsuisdanisnauanldlunisidngia Al

e

1 msafanguasaaisnssitluanunniunsmstdesiuanulasasie

;ron

2 diefimsasinguasianilunguadu (Private key) amsdeweuliiuldivesnaualaenss lne3snas
NUasnde
53 posdabidnmsiuduiin Log den1snsadeudmsufianssusne o Anedesiumsdanisnauasia

ALt asshwianudasadelunmsldnunyua dsll
6.1 hunguasialuanuiivaends wu disde vsedetuiiniivasasde wavlifilasanunsadindale
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dlelinmsTunaaanstsae (Public key) 1Y deuldnuasiesiigaunnugnioswenyiaIsI s

(%

Ingaeunuiugdsmsensiaasuiugunulunissusesanugniesvedngyuaaisisae (Certificate

authority) Mi@etielaliiu

mupunsldnusazdaiungualigenadosiunissnsanududeyanun suy. fvun
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n1sugunsaldausiaunldeu (Bring your own device)

IngUIzeen
" fiemuaunsiigunsaldiwsiuidendeviednfeszuuansaumaves sy, Aldlunisuinisdanis
spuvaITaumAves sl vieUfoRauld W, dadiedestusivanamiienssziiaduiussuy
ansaumaves sy, sudailetesiulilideyaves s, fian1sslua
{Surnvau
" douaszuy
"l
31989
" vaneil 2 gunsalroui e SuuuwAmLazMsUR TRmunszesing (Mobile devices and teleworking)
wuaUfUA
1. fauaszuvdesimusnuantfivesszuuufoRmsvesgunsaldusiioygeliihudenseniedii
syuuruasaumaves sy 1 Tnedeadussuuufiinnsilidrars (Obsolete operating system)
wazdalgsunmsatvanunisldnuandveswdndum
2. fauaszuudesdinnisidendennszuuufiRnisvesunsaldumiieyyelvithunidenseviedngs
STUVUANTAUNATDS TWL. LAAN15a1808 (Obsolete operating system) #3aL91909ndR S auailal
arvayunsldauuss
3. fouaszuudesinininislestuianid uaznsiaasunisduian Patch ostuvesszuuUfUAnnsh
Wvasmanfungslinsatduayunslda
4. fguaszuudedlioynneliigunsalfiimsuiuussnisidnfessusufiRing Gooted/ailbroken) snidoxsio
V3RLENSEUUA TAUMAYDY TUA.
5. fouaszuudpaitueniatetevesgunsaidiumiithuideusevieiinfeszuvansaumeavos s,
6. flnusinsiarilusunsudesiutoursmuitoulad sviu. fsua
7. fldnudedlitgunsaiduiiiidafueunainduuen Official store undeusenioidndssuusu
ANTAUNATDY TN,
8. fldnudedlivhgunsaidusmiiafilsunsuasfindedviundensoniodndessuuauaisaune
Y09 TN,
9. #l¥audeesuinn Patch vos5zuuUFTRNITIgUAsald AT unestudan snfadeady
szuvUURnsiiwemandumidslvnsatuayunsiday
10. {ldudesdudusnunoudndssuvasaumares s, ynasa
11. ;ﬂ%’muﬁmﬁ@@?& Network Access Control agent (NAC agent) 1138 Mobile Device Management agent

(MDM agent) a1l sy, Amiua iiemuaun1sdaTadIswagMNTaTsUUaTaUINAYEY THAL.
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12. nsdlgunsalduigamensegnuluedldnudewdidauaszuulaneiifian ednnsdeyaniaived
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Tugunsalduivedldan

13, gldnudoadnfiassuuansaumeuad UL, KUYDVNT SN, MvuA 19w VPN
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3199an1 Enterprise Architecture Tools wazUiuugsnulianishdiia
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WWBYULAADUY TN gavANINAING

1. wannueNsIAIUsENaULNMgduY (Price Performance)
59y, ARANTUINNAANNUNTIAIUTENBULNUSIDY (Price Performance) IngRasanliinguumiy

JR3UANLATUNMUNGIUNTAUR Aail

1. qannkazauaudinidulsslogdnonisaniulasinisves sWu. (Performance) Avun
Wminwiiuiesas 80

2. sgutawaus (Price) mMuuntintnyinnussgay 20

TRENSNLNUT NITIAAZLULITIANT Ut otaus (Price) LTUlUAIUNITAIUIAIUDITEUUNITING DA 14

v ¥ a a 6 v A
NAIZAILBLANNTBUNE (e-GP) VDINTUUYUNAN

2. waninaeinisiiazuuuqunntazaasudAfiiudsslevddanisandulasinisves svy.
(Performance)
nsliazwuun annuaza et s 710 uusslevdaonisandulasinisaes swu. (Performance)
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= o

TALUUUTITI LA 100 Azl USEnaumenite Al

Aauf 318N13 ATKUY

1. | wanuvesifutoiaus 10

2. | Ysgaunisalvedynains 20

3 AnusAnulakaziyINIeNIsALulATinIs (Methodology) 25

a. WHUN15ALHUIU (Work Plan) 10

5 \3esiou3msdnnisanndnenssuesdng (EA Tools) wazn1stiaue (Demo) 30

6 Torauouuzdy o Adulselevitu sy, 5
394 100
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WFOUNITUTIFNUIQNADI waz L. VeanUANSTvznsIvdoudoiaaseiiiaus Tnauuan1siansan

panu 2 dundn As

1.1  MUIUNANUNTANUFINAARINUANEAZIASINIG (8 ATLUL)

v a

A15R 9715 I AL LUUTIUIUNEIIUY ALNANTUINAINUYDI T UTDLauN LT una Iy

Y

Felansrasuanysaluailugie 5 Ykunn Ined1adaniunianwin . wuunesui 02 galinadinisii

U IQ’I
ASLUU ANU

1.1.1 HAUNAVIULYAVD UV DANBAUZITUFINARBINUITU AZWUY

ANNFNNUNYNTITUDIANT WIN15IANLATDILBERIUNENTSUDIANS
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o
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Nl URN5AIMNE
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fid1uunauggaugiui 1
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a o < o w A
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YIUNAINUFILFE1AUN 3 1T uduld
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nsiasanlvirzluLA YN 8RNTUININNANUMUNARLIN A, LuuWodud 02 713

ARy
Y o 4 [

Mﬂ’ﬁai’usmwamumﬂgﬂfdﬁwﬁaqmaﬂmawmEmm] VONRUANS VD ULUAVBI9U Wi@ﬁ’]LU’]ﬁiyliyﬂ

Y

= o & o v Y = A v & = I3 v o &
WiaIUaQ‘U@/LUﬁQQWQ (D13) YVINANUNLAILEATD ‘UQNLﬂﬂJ%ﬂWﬁi‘Vm%LLuu PNU

AZUU

» ® YUV 2.00
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o Lilgumiraauvessy 1.00
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2. Uszaun1salvasymaing (20 AzLUL)

n1siansanliaruuuyszaunIsaln1 39Uy AaINT AN taualulasinig

1A89ENITUINTI8ALLDEAUTLAUNMTUAUAIAKNLIN A, LUUNBIUA 03 FALNUNNITIIAZLUL P9l

ASLUU
. , 2.50 2.00 1.50 1.00 0.00
ATLLAUN

A3nN1slATanTg . . . . .
X>10U | 10>X=>28U | 8>X=26U | 6>X=>244 X<a4dy
(Project Manager)

UAAINTANUTINIUAY

gNSAANTBIANT (Business)

YAAINIATUTBYAETAUMA
(Data)

qﬂmﬂiﬁmizwmiamm
6>X>47 | 4>X>227 | X<29

v
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(0]
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>
()N
c2b

(Application) X

yAaInIiumnAlulag
lAsaaFIaNUg I

(Technology)

UAAINTAUAIILTUAS

Uaanse (Security)

yaansiunsltiaiesilo
4>X>37 | 3>X=22Y | Xx<2%
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A01UnYNISUBIANT X

AUsTauulasns

%ﬂr’{ /AUNELAS)...

4
q?mgqm Wamu] w 7@?



MEe, N15HANTNUTTAUNSITeITiNeY

- N5l f dadeyaaIng 1 @unds 1nndn 1 viau agRansanliaruuuiiseviiuden
Tngasfnsanlreuuudszaunsaimsvinnuiigeiaslusumisduy

- nsal i yransldddiumilsdesusewms evszniadevnsi uann dnsfnen agld ¥y
msUsziluazuuuviniuaud Tushusmistiu

- mndnsid sud endourwanaliuuudiumdngiunisd sud ovieuruanauidae
Tunsdifflufidumdngrudingm aglésunsussduasuuuwindugusd Tustumisiy

- mndsyaanslinsunuiunisazldfuasiuugaunnazauaudAfi dulselovidonis

AliulAsaNsves swilu. (Performance) Winiugued

3. anuianudilanaziuamnamsaiiulasenis (Methodology) (25 Aziuw)
msfiansaniiassuunauilalugaUsvasrvesnu AunmueaEue Wneliiiemasounqu
a ¢ a  aa Y aa a o a o
muf seyliTuveaulunuesu (TOR) 53uAWIAA I5M5TAN15 38n15U5Ms Msailunulasanisind

AMUWINZaNAU s Taswuan1siansaneanu 3 d@unan sail

3.1 d@anUnenssuesnns (10 AzwuUw)

STAU fAnILneuat AULNEUI AN laivdua

ALY 10.00 7.00 4.00 0.00

o/

3.2 unuUUANMSAINE (10 AZUUL)

sEAU AnILneuat AL ANINEUN laivdue

ATLLUU 10.00 7.00 4.00 0.00

C%

3.3 msysanmsvasaadnenssuasinsuasuauuiansadva (5 azuuw)

sEAU AnILneuat AL ANIWNEUN laivaue

ATLUU 5.00 3.00 2.00 0.00

o a a = a U ! d"’
AeSuneuein1sUseiiuiistsavidundaneludl

[

a ¢ Y] = v ¢ o a ) v 2 o
AAILNEUN EﬂEJUSU@Lau@llV’]'J']NLSU'ﬂf\]aﬂTUﬂ']imﬂqiﬂﬁlLuuqquﬁjﬂ‘q‘Uu LEU']EL"U{JQJJV']/ Jsginuanag

<

Y99UBULINVDI9U (TOR) NannaaIn Ui TOR mMyualy Taedn1suiduaTusaunis

° a Ao aa o a ~ 19
NINU INYALLDYUALLUININNVALIU ’JﬁmimLuumu%ﬂimﬂmiLLazmiLLﬁl“Uﬂ@MﬂLW’eﬂ%

Tun1sandueiuy srudafinisiausisnisuiunsdanisou q Midudselevi

YDNNLNTANMUUAL TOR BaL/M3ainN15ULEUDIIEaLLRuN kUININITAMIUIUA
Faau tngldismiuadosazihuinnssuaundssendldanu

S

e /AN,
Q
AHOGN Lo, &=



ANLLNEU

AN

Talaue

-5-

Y = v ¢ o a o v & o w
gutaiauai a1 laaaiunisalnsaiusnudagiu Wiladam/ Ussiaudfny

L eXe

a

15798210 8ALUINIELEZI 5 N1TA LT U UEDAAR BIN NN VOULYATDI9U (TOR) Avuald

1n8d18az8 A0 UIN1INISANTUNUR YW waznisuAledaniieldlunis

o a

ATUUITY

N U LUl Aud e Anluaulnue99ny (TOR) An1vuald nsadial1uwt1la

Y

Aldasuiau Isvasdealunisiiaued awysal diaus uasdunuuinig 35013

AT UINUVDILATINISIUADAAA BINUNAANS MIUA TOR Anuall J35n15v197u

laimunzan wiainsuauenliiiemen1uu1nsgunill w3e Anaen TOR tnelidl

nsLiAuTeazLduala 9

oudeiavelidlavegasdenuuinig 38n13aduauveddasinig

4, BAUNISALEUGIY (Work Plan) (10 AZwuw)

ASIAAZLUUIENANTUIDIAIULTT D TUBHUNITAMEUIIY AUTALAUVDINUAUNEUD haY

o w 1

AUATOUARUENANTEAAYALVBULIATDNUBENATUNIY BellinaunnisTvinsuuny fail

5TAU Ananaua AULNEUN fnInaet Taitaue
ASLUU 10.00 7.00 4.00 0.00
ANILAN LRUATSALE LU ANNEdDAAd DN sanlus18aLB 8RN ULIAYB 991U (TOR)
aeisAsudIu wazdlaynUszn udAyuesreuunresu Ylauesivazdonisnis
19U SreznaveianImdnwarAan TSt as Tidenad oeUNASNSAUTBUATBINY
AULNEUN LRUAISANTUIUTAINEDAAR N1 aNlUS 188D 8ANIUVDULINVD U
9t 9ATUIU WL azE 8AISNYY SresaTesianssundnd dennd ety
nadnsauiiveuaresuivualy
fnnae weunsedunusuueueavesuliasudi fnsiiaueseazdunluianssuvdn
vioRansIudoeT iidenadomiu TOR wazwmumsidunuianudlefinaluveuien
vossmiiszylilu TOR fnmsiaueiilifismemumnsgiuialy viefisnmsvihau
lalmunzay
lahdiaue Heutoiauelitiausununsduiuny

< r /5. 1A38930...

(
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5. AsesiausmsdnnsaanUnenssuasdns (EA Tools) wazn1suiaua (Demo) (30 AZLLL)
AN ARLLULLLEUTENAWIS NSRS adlarunraunulaAINIg tagNansmIann
ANEINITOVDITONALIT WI8LATDIED WsefvEINauTavindulutdiiie sWi. (Mock up) @silinusi

Y o X
ASIAAZLUY A9l

VELin) TUUULAY
5.1 wSesileusmsdanisaainunssuesdns (EA Tools) 20
5.2 MSULEUBLALRaUTRYNaNY 10
SAUAZUY 30 AZLUY
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