UUszINl weon

TIUALLBUAAMAN BULIANZ

winlduinmsfedayyudeyaszudumeifinuuuasdnsniougunsaluivisinns
1. auduan

dinanuddansznrnaumalneglidaviszuudumeside wagiuledfs www.moigoth e
‘l‘z’J'L‘fJw,ma'w'%ms%’auaﬁzmmsl,l,dmﬂaﬁﬂﬂ LLﬁU%’WiWﬂﬁﬁ’\ﬁﬂmuﬂﬁﬂﬂsxmaqmmlwa%aﬁﬁﬁmm
Udn nsgvyramalngladailasimsiamasdusiguideyanatssensrsumalng uagdamai
UﬁuwlﬂLwawﬂ,wwuim'smamsumaaummlwaLLa zyminnaenaulssrvulalivsglevinndeya
ammamsmsaawmlmLLavwmmmmuuumsaummwamsmms wagszuvasauwmAgImans
wsaummuuwimsauq WU InNnedldnvsedng uusda wa« mﬂmwus“‘uuaumaimmLLa.u
L?Ul“tiﬂ‘ljadﬂ‘i maqmw]ﬂlmmﬁlﬂmumamaammaamum{]wuu wagdldnunasysinaumsldau
\inTunaanin mumﬁuﬂamnsumammﬁﬂ,‘wEmmaqmmmj'ﬂwim'iaumasmm (ISP)

2. Inquszeen

L‘ﬁ’ﬂL‘?IIEJNIENLF]%B‘U'WU‘Uaﬂﬁﬁﬁ/ﬂ\’i’mﬂﬁﬂﬂi:mi’NﬂW]ﬂl‘VlEJﬁUBﬁﬁU%ﬂ’liLﬂ%@‘ﬂﬂBﬂ’l’iﬁaﬂﬁ
Togauazgliuinisdumeiidn  wavsesSunisidng Thaland 4.0 dwfunsaufiususzuy
sumesidnuaziivladvenssnmmalng ansaatuayufusmsuasduioRnuresdinny
Uaﬂﬂ‘i”Vl‘i’NlWHﬂl‘VlEJLLauﬁN‘Vi'JﬂWSEJlWNlMU‘iﬂ’]iW]U‘UBJJa‘UT)ﬁ’liﬂUUSuﬂj’l‘UUVI’ﬂUlﬂaEJ'Nﬂuﬂ’Jﬂ
0157 uaziimusiuag vasasdy

3. aaudnURvaliuINIg

3.1 fianuanunsanung g

3.2 luluypnaduazane

3.3 legszninadnianis

3.4 liiluypraideeyseningnsziunsiudeiauoviorhdganiumisnuressslitinsm
ijaamﬂLUuNwlumummmmiUivLuuwamsﬂgummmawﬂiwﬂaumimmumaumﬁuummms
nIgnTRnsAdimuamivsEnAmsunsluss A eTeansauImATesn sy dnans

3.5 lWdifuyanadegnszy@elilutydsedediny LLavlﬁLLﬁaLﬁau?}alﬁLﬂuﬁﬁamuman
MUDEN’]U‘UENSﬁI‘uS“UULﬂ'iE]‘U’]EJﬁ’]'i?I‘HW\FI‘!JENﬂSﬁJUEU‘UﬂaN Ferndedfyarafidianmuduiudnugsans
NITUNMIHIANT JUIUNS Nummaﬂ,umsmLuumu’lunamwaaumﬂﬂauuma

3.6 Rnauli u,azlmmnwmumawmmamﬂmxﬂssmmiﬂamamimﬂ%ﬁm%’mtazﬂ"ﬁﬁms
Wannasgimualusgisayuny

3.7 \Wuyanasssuavseiliyana filondnuieianiiuszninsiadeseisuszningian
Bidnwseiindiena

3.8 Lidufiinausdenismiuiufdudarueneduid-dudamueliuidwinmudansemsna
umalve s Judssmavszmasmdidnnseiind wislidudnssyhnssudunsdarnnisugety

vy
=1

] [ a d a & @
E)EJ"IQLUUﬁiSﬂJIUﬂ'ﬁU'ﬁ”ﬂ']ﬂ'i']ﬂ’]@Laﬂﬂi@lmaﬂ'ﬁﬁu

=

3.9 luLﬂummULanammaﬂmmuﬂu mmwgmﬁlmamumdm nuum%mawaamau
‘umﬁualmmmﬁﬂwaa“Laﬂﬂwﬁmmmnuwumuu

v
~ /3.10 gigiu...
/
":i”vé& N\,
UsEEIUNTITUM ....’."f'.??.‘.".’{.’ﬂisum&..fo‘f?..




3.10 éﬁwﬁamuaﬁaqawzLﬂwluiwué’ﬂ%a%’mﬁmm%gc?‘haﬁLﬁﬂwsaﬁné (Electronic
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5.1.1 szuvduwesiinanusinelulsemelitesnia 12,000 Mbps uazauseing
Ausalddeunia 800 Mbps
5.1.2 2asdedygraasloniniuas Fiber Optic) #esfide 2 1¥umse (Redundant)
dasyainiu fdanusudunsarlisiing 1,000 Mbps  waz fossulseiuausafilisinin 1,000
Mbps masansiyau
5.1.3 fliusmsezdosinsdouredumesitin sewigunsal Router fiugunsal IPS
(Intrusion Prevention System) lnglaanglewiiues (Fiber optic)
5.1.4 gunsal Router ﬁlﬂi’fﬁ’m%’un'ﬁﬁfamiaﬁumaiﬁm U 1 YA
(1) mamwawwLﬂjammaiwuuaumaimmmu F/O lmuaamw 4 Woin
) cﬂaquwaswﬂLmammasuwaumasmm LAN WUy Fast Ethernet 100/1000 lsitfpenin
1 wesn
(3) @w13avin Routing e
5.15 maauaﬂﬂm Proxy Server @wmsuldaiudumesiiniuusifnssiuiu 3 Y0 Loy
uazynnaudnue fail /
(1) \Wugunsaluuu Appliance ?z'iag]ﬂaammumﬁmﬁummﬁam'ﬂ%mu Web
Browser %38 Internet Access waziiszuuinwmanuvasaselunislday
(2) #893993U Protocol #1149 ¥ail HTTP, FTP, P2P, MMS, RTSP, QuickTime,
DNS waz RTMP 14
(3) vsatuayunis Authentication 521U LDAP, RADIUS  uwaw Local
Authentication lailuatatoy




(4) fipaafuayun1IAIVAL Uay Cache  doyausziam streaming  52uAs
Windows Media Streaming, Real QuickTime wag Flash loduseratiae_

(5) F1BINFUIMIIANITHIU Web-Based management 161

(6) Mo Report uanineazideansidanulussuuls

(7) s95umsigeau liteenin 10,000 Users wiaudu-

5.1.6 gunsnifleatiuuazniiadunisyngn IPS (Intrusion Prevention System) i
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(1) qﬂnizﬁﬁmuaﬁauﬁmwu Hardware Appliance fieanuuuunitetosiy
139978 (Intrusion Prevention System)

(2) annsavineulalulum Passive wag In-line 3efnin

(3) WwmAlulad Network Processor wag ASIC lumsuszanana visennin .

(4) ansansraduisnisyngnuaztesiuinotnsldedrationdiil Signature
matching, Protocol/packet Anomalies, Statistical anomalies %58 Overflow, Worm, Virus, Backdoor
program, Trojan Horse, Port Scanning, Spy ware, DoS, DDoS waz@nu1sn,Update Signature lﬁ

(5) anansavihaulaegatios 8 segments lu IPS mode

(6) fiarusalun1snsaadu (Throughput) eehaties 1 Gbps

(7) ansavihauldegnasaiiles (Bypass Traffic) lnsvosdayaas In-line Mode
aunsnuadayalanuung Lﬁaqﬂﬂmil,ﬁm{]zgm .

(8) anusnuIMSIANTUNTAIN ARSI HTTP, HTTPS Teillusgntion.

(9) 5993Ud 13U Concurrent Session geanlaliitioenda 500,000 sessions

(10) @unsafmun access control Litensas traffic MlifeUsyasd wavanunsa
vi1 Traffic shaping \ilariviua limit USuias traffic figeenns sadadiuau dmsu Client, Session,
Application uaga1u13n guarantee bandwidth ¢

(11) fvfiauaziauvemesndumasiva fwolui

- inasndm3u Scan WU 10/100/1000 Copper liitiaenin 8 wesn wiau
internal hardware bypass ﬂ

- inasndm3u Manage wuu 10/100/1000 Copper litfoanin 1 wasn

- Inesndm3uTeesu Fiber module Litfoenin 2 wasn

- {inasn d1m5U Console vEetiay 1 wasn

(12) iswsﬁ’faqsaa%’umslﬁmUamﬁaﬂ‘ﬁaaﬂa/mmiwa ANUNSNLNETN
YomnsEswUyaRifensnssinnuRaieiuaeuiames w.e.2550 wagnseI1vUygRInaae
mInsgvihauRafefureiames @UUR 2) n.e.2560

5.1.7 gunsnitlasiuiaetng (Firewall) $1uau 2 apy

(1) Lﬂuqﬂn‘iﬂj Firewall 91 Stateful Inspection firewall wuu Appliance

(2) § Throughput v83 Firewall Inspection s1unulaitiosnin 1 Gbps

(3) ansansisdsunaztaaiunisyngnuuuang 4 egnetiosdail Syn Flood,
UDP Flood, ICMP Flood, IP Address Sweep, Port Scan, DoS and DDoS, Teardrop Attack, Land
Attack, ICMP Fragment (Jusulé
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(4) @u150viN13ivus IP Address Wag Service Port wuu Network Address
Translation (NAT) wag Port Address (PAT) gt i

(5) @35nvnUaNYME Transparent Mode 16t

(6) @131130 Routing WUy Static, Source based Routing, Policy based Routing
Dynamic Routing o

(7) aunsauimsinmsgunsalinuansgiu HTTP, HTTPS Iallusthaes

(8) @ansaiusvasideauavasivaaunislaau
(Logging/Monitoring) TnatAuiliu Sys log 141

(9) fiwesn Gigabit Ethernet wuy 10/100/1000 agatioy 4 wasn

5.1.8 153UV Domain Name System (DNS) aneludinauldansznsiumainelag

nesegn1elel Domain moi.go.th WWuseies
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5.1.9 gunsal¥iwihil Load balancing dw¥umisesn Internet  §wuau 1 yn il -
AnasRRatl
(1) gunsaldeaiidnuazilu Hardware Appliance floanuuuun dwsunisw
Load Balance Server lngianng
(2) Sawansalunisih Server Load Balancing Bsfinauautfsal
- @u1350%1 Application Health Check 16
- eduau Protocol IP, FTP, LDAP, SMTP, POP, IMAP, uay RADIUS Ididuatiation
(3) gunsnlagsiaslinesauuu 1000-Base T Sulusgrsiion 4 wosn-
(4) gUn3nlfBaNNInTBI5Y Traffic Throughput Téeehatios 4 Gbps
(5) gUnsnlazAessasiunnsyin  Concurrent  Session léilsisnnin 4,000,000
Concurrent Sessions
(6) gUnInlazABIaINIavitlAveneas 110,000 Connections Per Second lu
S¥AU Layer 4 wag 50,000 Connections Per Second lusgéiu Layer 7
(7) gunsnlagApIauTnyiIMULUL Active-Active, Active-Standby
(8) guUnsnlazFsiinNaINTaNIe Advance Filtering 38 ACL ,
(9) gunsniawAetIBsUMIn Traffic management léflA Bandwidth Management
ez Rate Shaping '
(10) gunsalagsas@Ifun1svir Advanced DoS Protection ¢t -
(11) gun3niagsoalimuaIunsanie Persistence Support -
(12) gunsnlagsiaainuaInIsanie Network Services I¢f NAT, VLAN Tagging,.
ey Trucking
(13) gunsalagsiasannsavi Routing wuu RIPVIA2 wag OSPF 1§ ~
(14) gunsalezsiesaunsnyh Load Balancing léegnstioedsraluil Least
Connections, Round Robin
(15) gunsalezsadldfumasgusine fildueeates FCC, UL, EN
(16) ansnsnAnaalug Rack asgruown 19 ild

/5.1.10 Network...

w = (}@k b (‘ /_ il \’/
UixﬁWﬂssmnﬁQ’iﬁ{:..ﬂiiums...mnismms ........... ) .ﬂﬁ:um?:t..,....;z.“:‘..ﬂ'iiunws.@....t...




5.1.10 Network Management dmiuaiuquuazuinisianisaunsalfiioules

Suwodidn uasnemuuanmaiionsinseidoyasosinuautogsios dil

(1) \uerhiuaimhiidanisan Configuration vesgUnsalief et eifinaslday
g udeyala

2) AnnsaReALALIa (Schedule) Tun13 Upload, Download Configuration.
WU SNMP wisafninle

(3) mmmmmwunnm(ScheduLeﬂ,umim Reboots, Executing Command
Scripts §14 SNMP wisefninla

(4) @ansaiUIeulfiguAn  Running Configuration U Startup-Configuration
Tasuansliiunnuuansaiuldvseninia ’

(5) awnsalUSeuLiisu Configuration Tugiaanfiuansneiule

(6) a1unsaLIunAuAT Configuration na‘ul‘dmmw“lsumulwaaanmaLﬂnm’m
Rawanedu (Rollback configuration to last known good)
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Table uaz Installed Software 1uagratiay

(8) @UNIYAATWIRH LUK MIB (Management Information Base) Il

(9) @wnsadnufiu Log Waiinnisildeuudasan Configuration n‘ua‘dnﬁmwma
InnslaoeeuYinegi

(10) ansaaduayunmsinuiugunsaieglieaswisluil Cisco Systems®,
Nortel Networks®, Motorola®, Extreme Networks®, Dell®, HP®, Adtran®, Riverbed@,
3Com®, Aruba Networks® Juniper Networks®, Foundry Networks®

(11) annsasaaaiaielissuuynsdaiuen Configuration va3gUnsal
Iilnesnlusifiiofanaiiitmun

(12) anansaiinInsavaeudn Configuration wasigunsaling q TuiaTetie
mummsmummalﬂu HIPAA, SOX, CISP wag Cisco® Security Audit

(13) anansafvundnives User lunsldaulusunsuldsimtainssudin Log
Mnueglsludng
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(1) aunsadnelwirdrses WenszualWiuindndas wagausatesiunig,
AaunAvosnszualvdn wu WAy Wien IWnszsan Tinsensu Tndhdaneas dyausuniuuagly
iSRS

(2) Uszuanwea UPS sipaidluszuuiilisndaszuy On-Line Protection %3e Line
Interactive UPS with Stabilizer

(3) naaawmsnﬁnaniuualw%‘lmLannaUnsm“LnLwaawaLLaUmUEJuLaaﬂumsmsaq
T laisinndn 15 undl (Full Load) mwsums‘l‘umunmnuaﬂnsm“luiniamsu
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(5) HanaudFs input deil -
- wsasiulwiwndn 220 V viSednin
- udlnihedh 50 Hz +5% visednin ,,
(6) TinnuanliAshu Output fail
- usanulivieen 220 v + 10% wsefnIn
- mnudlwihvieen 50 Hz + 2 % videRndn
(7) \umdnsuailesusnasgiu 1509001 , CE, UL
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5.21 @NI0TIUTIMAMSelRne 9 (ogs or Events) fAatuvugunsaiiilu.
Appliances and non-Appliances ¥84n58M599 87MLwY Firewall, Network Devices sulufia
s¥UUUURNN352UU ApplicationsssuuiAsaviy LLaxwuugwu‘ﬁa:ﬂaﬁaﬂ’uaqumﬂﬁu Log 11A5§1U,
Syslog 1ot '
5.2.2 Jugunsniwuu Appliance wie Software finssuuLASIRBNRADSILIY LitD
vimthidugunsaiifunagiinsigimgnisel (Log Management)
5.2.3 14 Storage daanmsvi1 RAID witesasiuifiu log Talaidendn 90 Su )
5.2.4 msdaivtoyaseadulumunsssudygfidenisnsgiaiuiaieaiu
AawTLADSYMEdns1Y 2550 Tagszuuitiausazdoafiudeya log Mngunsaliminauslulasanst
5.2.5 glidnazdewihnmsfumdeyalasaunsadumlaain ¥e, IP Address, Juiaan
muﬁg}uémﬂu‘la§m§aumﬂLLaxmiﬁamsé"\ﬁ’nmuﬂé’mﬂizmwmmmlwa%’aa‘ua wSouvadaria
seauduiuu PDF v3a HTML
5.2.6 5¥UUABITDITUNIANTINERU Data Integrity m1aannsgu SHA-1 3o MD5 1¢f
Wusgreee
5.2.7 sUUNSLAU log Miaueazresamnsniiv logiiliisesiu svuu syslog Wie
LUUTRNT 59U Log uwuU Local Log File I
5.2.8 S5UUADIYINNNS Backup ﬂaualﬂm Secondary Media ¢ tgu Tape %39 DVD
%39 NAS Storage 1Jumy
5.2.9 52UUADINTIBUANSU Log '*71'161117\]‘1ﬂIU’iLLﬂiNVI’Nﬁ’mmiU%WﬁLﬁJU’ (Proxy .
Server) laganunsauansedAssnudugidim (Visits) S1uudn (Hits) Snumiiiide (Pages) uas
Vsunadfeyaildly (Bandwidth) Idueenaies
5.2.10 iu'U‘Uﬁ]ﬂLﬂ‘U Log Tithiaueassesiiszuuinuauaonds 1wy umimwa ,
WUU SSL %30 https mssuwmmuaumsawama log HIULATDUENGTITUE
5211 szuudesiisnenudmiu Log AldnTusunsumeiunisusmsiu Web
Access Log Report) lagaunsauansefinseanuswiugidium (Visits) $1unusn (Hits) sSwaumihilida
(Pages) LLazﬂ%mmﬁauaﬁImU (Bandwidth) laluseeiiey
5.2.12 ivuumaqmﬁemuuammﬂ%wuwuanLma“auwlmnmuh Iuglnsainie
L%WLaasmmﬂU’LuLmauqu”Lm
5.2.13 flidaziosdmihnsieseyt uassununasegnauiiaunsonsiandulian
gunsn] firewall Tuszduin3etieseuuen (Border Firewall)
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. Proxy Server

. Intrusion Prevention System (IPS)
. Firewall

. Load balancing

Network Management

. Centralized Log Management

2
3
a
5
6
1.
8
9. syuvdsaslnii (UPS)

o}—‘l—‘l—-‘l—‘l—*_ol—‘)—*

w

ez




nannugin1sWasIAndendadue
magldu3nisie TryudayaszuuBumedilauuuassdnswiougunsaiusuisdanis

augnssuntstmuandninasiildlunisfinnsandadondeaueldfnnsan nswnld
U%msﬁ"aﬁzyagwmiagaszwﬁumaﬂﬁmLLuuaqﬁﬂsw%auqﬂnmﬁu%mﬁmmmﬁa Wi Mt
Audnvauzlawzvesiagdumsgu waslinuamdismenumusioimsldon wanduusslewdse
mpuresizudd Jufiumslivannasinuwumeufifssdounsensumsadaingae msdatedadng
HaENFUIMTWERN1ATE WA, baoo T8 cm (o) Ineldudninast : ndninausisan lumsdadandiiaue
sesaadugfaus mai

AzNIsUNIsiMUananInainldlunsfiasanguuznisiauesian Seldamaeiiel iy

nangu
~ S~
o ' vng} Q@W\N’\
RV N A (Usesunssunng)
(Whamepursay daunw)
deemangunumaluladansaume
D[\
—owse b oS L(
P L4 a AN ¢ oL 2 o [ <~
R N (N351A"3) awa...C.@???Q..Pﬁf’é).......‘.? ........... (N55uM3)
(UNEANBHUASHY Laua8LUnT) (W9EAATY 38159E159U)
UNIVINIABUNIARDITIUNEYNTRLAY UNIYINIABUNAADSTIUIYNT

(ns3ums)  asde g5 (n5UN3)
(wealgind n1evan) (NBYYee 150naY)
wgyulnienla wgelnireqla




