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4. YaulwAn1sAlueIY
41 fuedesiifinnuiiiiuszaunisaiinunising eonuuy uaziausEUUN aeneies
Usenoudeyaainaudn fell
4.1.1  H3an15lAsens (Project Manager)
4.1.2  1UnIATIEAILUU (System Analyst)
4.1.3  UnWimu1TEuU (Developer/ Programmer/ Technical)
4.1.4  IMnssruuaeNines (System Engineer)
4.1.5 UnnAaEauTsuu (Implementer/ Tester)
4.1.6 E:\Tﬂiza']uﬂ’luiﬂﬁﬂﬂ’li (Project Coordinator)

42  Hu1efedfine) ATILRTIEaZBEAAIINABINITVBITEULUIU S osaynBidnnIeind
e-Library MRTA sietuildeenuuusasinnnssuuldonndasiumudeiniswazaninmsn iy
99 391, WEanruHuTEAzIEEAN IR LY tiauedauufn (Conceptual) uarseaziden
(Detailed)

43 fueReafiny) IAT1ZH BONLUY NTTUIUNTINUITEULUTMSesaundiinnseiingd
e-Library MRTA w3asstsliduuzinuardeiauonus iflussTond shudaimunssuvasaumatiio
arfuayunsUfURUYesding g mufunounsURTRTeITesEyR

4.4  furgdesdaninieiaulszuuuinisviesayndiinnselind e-Library MRTA anuma
NIANEIIATIEYS18AZIBEAANUABINITVBITEUUM Mude 4.2 vussuuliulad (Web Application)
wazkoUNALATUUY Smart Device (Mobile Application)

45 furedesionn Andsuardsuourenduiissuuuimatesayndiinnseiind e-Library
MRTA flansnsauiuudsszuus Wanunsaviauldegsaenadesiu guandinudeinuauazaa
MsAnYAIAS TR ez BeanLfeIn1sTessEULT Aude 5. sudinsuazdwaeuseniuada o
fiieadosianunvossruu fnana aude 7. Afidvandgndewnungraneuasuouliiiuand

A5 UTDY SN,

£
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4.6 wniimsiunszuuisdnIngonauasd15a3UNdnm Source code NldTinsauNTu

isdnlagianizdviu swu. 1wy s APl ifisdiiedeslssdeyatuseninaszuuau sy
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defusgiinmsihauvesiieiesls

47 funedesing Semen dunsunszuiunu enans usstoyaiiieatestunudenlssdoya
Yosr UL IesaynaLdnnsefind e-Library MRTA Tnglsidnvinesnuegieden 2 diu feil

471  F8UANTIHNI5 T U lETO A AZNTEUIUIIY LAZSIENTLEBUIEYBINSEUILITY

(Business Architecture) 191 anszuaunis (Business Process Name) QL%S’J%@QIULL@@N’W (Who)
LaﬂmiLLawﬁa%aﬁiﬂuLwiazﬂizmmm (Input/ Output) 33Msuaziadesiiefild (Method and Tools)
Judu wazdnssuiunstuannsauandeslaliunnnszuiunsdeslidniau
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472 senueSuiedeya (Data Architecture) 1y Tedioya Andnuazdoya vlnvesdoya
Ussiandoya wardrdeyatiuansaunndosls uandeseandendeyalidaau il nisiide
wagn15e8UIeAY Fesldnwiigitsatesilifinnudfiuleddasnsaidnlaled (Non - IT staff
understandable)

48 fuedesinulasdenlsdeyaseinszuuuimviesayadidnvselind e-Library MRTA
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Sowedeyamsaumeaiiieatos

19 funedesiudumsleuievietninteyaiifnteadndgudoyavesszuuimiosaya
Binmseding e-Library MRTA

4.10 fuefomaasy nT19d0UAMAMNNTINNY TufeUiunsansiuLazieulusig 4
vassruu Waenadosiunisiaunuivmiing uasuuvnanmsufiRves sy, uazszuudu q Miendes
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S¥UU Backup Data Wagszuudu 4 71 vl fHuagldanuegUagdu viusiuiuldegeiussdrsam

112 furedosinduardmeugenduaiildlunisiinsgiuazasiraauamuninvesldn
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4.16 Kuigsiedliarziuazlavedlw (Hardening) vosszsuuusmsiesayndianviseiind e-Library
MRTA wazganduasildlunswaunssuu snngenduasiu o fnnsussniededdnd sastegednii
. a9 Tneadedlnififissiunuguusduseduingd (Critica) wazseiuga (High) Asunn
Yoilnd nioudweuionatslununinanying

4.17 FuredesiauinazosnuuuszuulaediafisnisinuianuiunsUasadoarsaume
Irfimnudaendunuunsg1u Open Web Application Security Project (OWASP) Top 10 &1ga %30
1175514 Common Weakness Enumeration (CWE) Top 25 @1%13U Web Application kag OWASP
Mobile Top 10 &15u Mobile Application angn & Viidaweunu Tudaaniuamwnaludyy wie
umsuiisenuluana viefmussendnslidunesiudgailiiunssinaud

418 fv1edeinsiaaaunduiuniUasnfeuss Source Code (Source Code Review)
PABNASFILT T, Avua

4.19 fuedemageulszansainnisliuinislunisnevauanissenldau (Response Time)
YDITTULY Waz WY, 98VinsvaaauUseansnin Response Time UuaIeu1ed suu. fvun lnena
maneaeUlidulumuszeznand s, dwus Suuifldszuudsiiesedeyauarlfiunisuaniua
VUNNA0UBITEUY

4.20 {Y18ABIANTUNITNINAADUANTTANINUATUTEANTAIMVBITEUU (Performance Test)
vuAFetned sy, fmun Tnglisessugldmumieuduldedisies 1,000 au nioudwoutenanslusu
1INFATY

421 fuefeswiniunszuiunsaiuuiesiu (Version Control) waz Source Code Lilafinng
Wasuudas msudlvszuusing 9 lngdeeutonanslunusingae

422 fnefesimuadvmaiiifessuuiiuanmsiuluisiazseiu (Role Matrix) Tnsaseuaguis
spuuuEanTiun 599 User ngusne 4 #8 i7u System User Tnsdsuauienanstusiuniagare

4.23 guieseadavinadiflensldnussuuuinisvesayadidnnseiind e-Library MRTA uay
szuviiimunlulasenisi Wedaihdugunnuidmiunmsldnuszuus TnssesfunruaziBoanm
alitdosndt 1280 x 720 Ainwa uazdaauenansluauIngaving

0.24 woundindusgradumanisuu Store vowis 2 53UUUHURANTS laun ssuudjianis i0s
wazszUUUfoAn1s Android WElElUaansaninasueundiadulsangliuinisanaidivan
weunAndumantu fuedonduifuliaveudlidefiieifostmun

[ |

4.25 fuefesdariinisUadedeyadiuyana sudeyadiuuananiiaiussuln (Sensitive

Y

Data) #9835 Data Masking Tayaniuansluszuus uwagiinsiatoya (Encryption) lugiuteayaniud

SN, N19AUA
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5. damununvasszuuuimsesayadiannsaiind e-Library MRTA

51  audnwuzinluvasszuy
511 AudnuuzaumnALlavadsTuy
5111 sesfunisifiourafuszuy Active Directory (AD) 1 vy, l#aueg
dmsudldnuiifuninnusasgufiRnulsiun s
51.1.2 n1siieusefuszuy Active Directory (AD) 95 $a9d1115005719@0U
Sruundafioygalidngssuufionan il
- wandlldnunsiui asnsodgerunRananaldliiuiade
- wandlildnunsiu ddssuuienaialuudaiiaga
- wanslldeumaudn nsdldndssuuimaniusiuaundsdidmun
fdunousdunsudluegsls

H29819NTLAAIUDANUTIATEUURANANR

Y

aatlianunsahgs=uuld
! wime iAo wie "siashu” lignsias
aunsavoh ldnusudlada 2 afs

OK

5113  szuufesdimsdnnisvandeadlisnuiidrgszuuiianatn Tussuuuims
vosayndiannsedind e-Liorary MRTA 19U n3dlfisyuu Active Directory (AD) w94 59l. (S2UUN@N)
wsmuasmuasmadilfnussuuiananlisou 5 as wiluszuuuinstesayndidnnsedng
e-Library MRTA aglvisnuuanisidildnuszuufionatnlidmou 3 ads dolviduaszuudiiiunis
Uandenglisulufszuuuimsesayndidnnsedind e-Library MRTALSL04 rouflazdeniiszuy
Active Directory (AD) U84 SW4. (Sguunans)

5.1.1.4  d@wmsldeuuu Web Browser szuuildnuauzidu Web Based Application
nlusTarea Hitps (Hypertext Transfer Protocol Secure) wionfnga SSL 15y sual. §ae

51.15  szuvsessunmsihawesiviusiwesliegndes 3 Buusiiwes wu
Google Chrome, Moilla Firefox, Microsoft Edge waziduastuil sviu. Tdnueglulagtu lnglides
adlUsunsueuiisndudueges :ufeseuuUfiRnmg 10S way Android 1ty Safari Wag Chrome 1w

5.1.1.6  @wnsieauuL Smart Device szuuiidanwauziu Mobile Application
Faillvnilvanogradumanisuu Store TngsesiusruuufiAams 0S uagsruuufuAnis Android

[~ 1 v
Wuag U
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5117 szuusesfunisuansnaldedianuizanvugunsaifivainuane
(Responsive Web Design) 1 Aaufiaines udufioU uiuwan wiielnsdnwiflede 1Juedneies uag
AosuanIHa AR 1 MINTANMUAMEN Y VN UAYAIUALIBEAYBIMIENTBUARING (Screen Size and
Resolution)

5118 szuusesiunisidenlusdoyaiuszuvarsaumail sviu. THauegls
Tuguuuues Web Service 1 seuuuimaninensyana (HR) lunsideslosdoyalnssaiisesdns
Jogantinem Wusiy

51.1.9 sguusesfunsimun Session Timeout sufiigldsn Log out 88na N
szuukaznsafigldenlailafinsldouszuuifundt 15 wnit svuuay Logout Tnednlusl@ uagnsdli
daniléiinng Log in siugunsaiduiiisnis

5.1.1.10 suuiimansnaeunmsiiildausnededldaufeiundentu szuvadl
r;:fl%muﬁﬁﬂ%mudau N3 Logout lnednlug (Session Logout)

5.1.1.11 58UUin15n5I3a@8UANYNABduedtayat il (Input Validation)
Aeunstiufinuas/mieUssananadeya Tauamsraaaudoyaiidseanainszuu (Output Validation)
iiedasfunsuananansensusvananadoyadilsivunzay

5.1.1.12 szuviin1sasivaeudnslunisidifiedeya wazaiusauanstoning
wdaiouls (Authentication Testing)

5.1.1.13 ansadmuadvsnislinuszuun muunum (Role) wagannsndangs

s
a

(Group) dl¥alunsiazszAuves Function 1 wieuiudeuuuasdngsing o lnediisruiavseriian

5.1.1.14 annsatuiinmnnsal (Log) negnetaesiail

s
a

- AUN WEARIHA LATAUNUSEIRNISIAENTS n1silasunUaddns

mainaeuananisldauvesyldauny 9 (History Role - based access control) hagaunsaiiuy
< v
pantdusienule

- AU WARSKE LarRunUseiRnsiUnlY 9usyuY (Transaction Log)

yudmsiiudeya nswdluteya msauteya Ju et ussmnelavUsydesesreuiames (P Address)

TugUiuuiiimun wu PDF Excel CSV 1g
5.1.1.15 annsadsdeyaduiinimanisal (Log) mude 5.1.1.13 ludwmenduls

Juitnisnisalnieuen (ArcSight Log Server) vas swly. g1

5.1.2  audnuuzaumsldauvesldnu
5.1.2.1 usaduniinnu wasdutaliun sy, azfesanansadildaudie
Username wagssiarny fifleguuszuy Active Directory (AD) ¢
5.1.2.2 {lFuinly szuusesiumsainsaundndedua (E-mail) wuulidin
vidolamy Domain Tngld Buia (E-mail) 1udeflday (Username) Tunisidhszuu Tneazdesitns

Wanslgeanussuu (Activate) Wudia (E-mail) naudsasaiunsabsanula

/5.1.2.3 S3UU...
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5.1.2.3 szuusesiunstiugldan (Usen Tnofguaszuu (Admin) @anunsasi
F18N15HIUNEN Web Application lasguusessunisaum (Search) Toyaniueddsy (Keyword) o

5.1.2.4 53uuseesun1sUansldnuvedldau (Inactivate User) lnggauassuy
(Admin) @13138915181SRAUNT Web Application ¥ad srUUALdInsdoyanie 9 veegldau
(Usen) vhuiuBlussuuiieldlunmsdavinada wazsenudu « dels

5.1.2.5 vUUTRITUNISaNTHARIY (Forgot Password) dwsugldaunily

%3 o = n‘ . .
5.2 $3UUANNTITNINUAENS (Authorization)

5.2.1 syuusesfunmsimundnsuesdld (User Roles) lanangsesiu 1y aundn
(Member Staff) §auwaseuy (Admin) waganunsaiigauaseuu (Admin) launniwilsau
522 syuusesiumsianauuediltnu (User) waeimundvialumadildnuenmungals

5.2.3 anansaimuaansnisiifaanavgvesssuy lnegauassuuiunguyldla

5.3 szuuBanINauuIvled (Website)

5.3.1 WYUBITEUUTONSU 2 11w A nwlnguazn1wdingy tnelvauasuniw

5.3.2 ﬁ‘mﬁﬁLEJ‘UmeﬂaﬂﬂiﬁaaﬁﬂmaﬁﬂﬁgﬂLLuzﬁﬂmQ’@LLaizU‘U (Recommended)

5.3.3 ANt ULANITI8NISINNAURIA DL ANNIOUNALsaz YA LU 1Wd PDF
E-Book nitisdeides Insuansnimmniinun lagaunsalenuaniniuviinmy (Category) haga1unse
a o w A v oA A A o oAy
1389816 (Sort) MuAREUse Taises viseTudle

5.3.4 flduwansdayanlasuainuiiey (All-time, Monthly)

5.3.5 Iniuanssgazidendoyasie q Wy ety Yoruss levlagge nuinny
o v [~4 v
NUNUT LJURU

5.3.6 dfleandunisuysdeyaludededenusaulal (Socal) d1e 9 laun wadn
(Facebook) miawmas (Twitter) dia (E-mail)

= d{' a < a o’t:ll 1 1 v} ¥ 1 = £y} ::l'

5.3.7 ansalsengdediannseindNegnuiavaiiiediy guds (Author) 138 L3501
(Subject) Weariula

5.3.8 Mihuanesuasiduntayaainsauanstoya MARC vasdadidnnsatindtiule

5.3.9 ausadeniuwuunishanianatayalaniguiuusienis (List) wagguiuuiuy
Yunlade (Grid) e

5.3.10 @wnsalinziu (Rating) dedianvsedindiu o 1¢

5.3.11 nselMIButunilsdEdIuiIfainn st aanseuuldnusEuL (Login) Aeu

/5.3.12 {n1s...
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53.12 §nsuansdntuzvesdodiannseing 1y awisadusiuld (Add to my
bookshelf) a@unsagnulgvudinsddulsiduniidediuiaugs (Read this book) 989A7n1587U
(Reserve-waiting list)

5.3.13 HduuansUsEIANISEN-193dIURTsENTNLARZ AL

5.3.14 Iniuansteyagld (User Profile) anunsaunledoya taun sulusld dua
(E-mail) To wwana Lweslnsdnyi

5.3.15 fFuntadediusidniuauidn Ananisienisaediannsetnd nandulsd

Y

(%
[ 1Y

AT 89810V (Sort) AU uNAvinnsEuAedAnnTalind v3aT015049ld wara uIsaLsNTUAL

Uszinnuesdediannsatindle

5.4 s2UULLEAINAUN Mobile Application

5.4.1 ansalduiugunsalszuu i0S (gUnsal iPad/iPhone) wag seuUy Android OS
(Smart Phone/Tablet) nasduilaguuls

5.4.2 Smsudaseulisumadedinesduln

5.4.3 fduansronsdedidnnselindiuuzihlagdguaszuy (Recommended)

5.4.4 fuiuanssenisaedidnnseindrimualasuansnmmtnn aunsasess
n3NeNT (Sort) Mukuss Jaides wazuiassrenislel

5.4.5 fmthuanisieasiondedidnnselnd (misderduuarddn) Inouansdoya léun
Ho Fofusts ilomilnege ey S1uaunth

5.4.6 Tilafdu Social network sharing \ileussludadedanueaulatl (Social) #1e 9
oA wladn (Facebook) Minwas (Twitter) wazduwa (E-mail)

5.4.7 awnsaliazuu (Rating) dodidnnsednddy o 1¢

5.4.8 InTUanIUTTIRNTEU-I09AUEIUFIVRIAIN TN Az AL

! 1 U o U a

5.4.9 Intduniadediudadmiuanidn wanssienisdedidnnseindignduly

(%
o L |

Ineifeslevaniug (Synchronize) fuduinamiladediudiuuiulad (Website) uavaiuisasesaanu

(Sort) $18n15970 JUNTY wazelIaala

5.5 STUUAUAU
5.5.1 @U150AUAUMENTaLNULATNSTaReBIANNIatind (ISBN) Al8szuuUL Mobile
Application

(%
o v

5.5.2 awnsedududeyadediannsednd livsmsunwivenasmaunisdingy

v

5.5.3 @usoduAukuusalalaan1siuieAulaviud

/5.5.4 g1u190...
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5.5.4 anunsnduAulagsEuUAUMTUES (Advanced search) laganunsaldenAumuuy

s o v

WzasUssiamdedidnnsedind dfu (Keyword) Sevifsde (Book Name) Faadia (Title) Torfusia
(Authon) #e1304 (Subject) Lavfisadedidnnselingd (SBN) d1infius (Publisher) s1eazidan
(Description)
5.5.5 annsauansnansdumiusuuuumihunuasSemilsdols
REIEAy Ny

5.5.6 52 UUYBIUAUMNLLDNUNAIAUIUTDIAUNIALHANITI8N155 1882080 (List)

PorsesiiivaUesiuAmAutulnednlud@ (Auto complete)

5.6 3xUUIAMIELY (User Management)
5.6.1 anunsathidndeyadlitelng Excel 1 munuuedud sw. frvun
5.6.2 ansofumuargdeyaiiuguing q vaadldld
5.6.3 anansauuenguildla
5.6.4 anunsaudly iy au Yeyarldle

5.6.5 anansafmuauleuienisidnulanunguild

5.7 S3UUUSHISIANISHLSEBLEN
5.7.1 MswansnauuIulad (Website) iiaifi
)~ A aa A €VY 1 wud a | Aaa 1 aaa .
- dmsuansdedianvsaling AN wilede URgENs WHUTR WHWAIA Flash drive
- UARIINIAVYIIYEN LU viade Uneans wHuER wiudif Flash drive 1lu
s ngleniupg19TnLaY
a1 ° o A a a ¢ a A v
- ddulansdruiuatu (Copy) vasdediannselind uavseazidunau 9 laun
#0ug USlAn Lavsenuilade (Call number)
5.7.2 MIWENINAUL Mobile Application LAY
1 [} 1 v A a 1 aa 1 aaa <3 2V L%
- uARINAVYWYYEn Wy vilsde daeans wHuER wiunie 1wy lneueniy
28 NTALIU
- nsfinnseedesiannsednddesinnsidnldauszuy (Login) neu
a o U A aa a 1 a A v 1
- dduuansiruiuatu (Copy) vesdediannselind uagsivazidendu ¢ laun

A0NUY UNSLAR Lavsenuiad@e (Call number)

/5.7.3 S2UU...
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5.7.3 SEUUNSIBINTADLAL

1 <

- @snvemdsdarnuiuled (Website) waz Mobile Application lalagdl
nsuwdaseuludiguaszuu (Admin) WuBia (E-mail) uazudaiou (Notification) Nszuunasinu
WialvvinnseudFnsang

- n3dinnsaealasuniseydia aziin1sudaiiau (Notification) luguldnneBiua
(E-mail) Lazlanudafion (Push Notification) lielwnsunisde Uu 9 WWed@d

~ ° 1% a & =

- finsuananIueN1sI0alAgLanIdINILEIRY LazantuazUdswdugney
4 v @ v 8 Y Y aay v = o
dlogaesniuniladetiu o Mesays lunsalvigreshinndunidelunavidmun aniuzn1ssesasgn
gnaNenluLa

5.7.4 nsPu-Aulazionie

- fiszuuliuinistiy - Au nilsdensededidnnsetindvesiesayn Nldiun3es
i v & v v - ' Y Ao vao a s v o
81uu1slAR SudsiesdaniaIeseuuslaanldiuneuiiamesves suu. wagszuunuiladiuiu
1 1A309

- ansaseangnistulafieasuivun Tnanailsidudeunisaulaniuiulyd
(Website) wag Mobile Application

- fszvumsudadouludaddunu Push newiuasuimuanisiu ey
MMvuAAY waglaiumvuan1sAY

5.7.5 nsnuuauleuien1sidusnisnineinsiuiesayaiuukenyuseian a1u1sa
Amuauleuienisidusnisninginsluesayalagdaiasesuy wenauussanmingins lngkniu
nauKly fadl

° = 9 = A vy

- uumstuninensgegananansadulaseau (Number of max borrow)

- PuTulunsiunsnensneass (Number of rental day)

- asssullenlunsBunineinsnsausn (Rental fee (First period))

- Adsuiunmnuaneiu (Overdue fee (per day))

° o o ' & 1% .

- mmumwmu’ﬁmamqmiaafl,m (Renewal time)

- nwiunlesudmsunsdesignistusanss (Renewal period)

- PuunsneInsaegaausavsdlasionu (Number of max reserve)

- nuiuidesdunsunineinsmaaninlasunis eydiin1sass (Number of

max reserve day)

/5.7.6 N1989...

)
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5.7.6 nsasszilou (Cataloging)
- szuvasemssaluialaemshidnliiduisana mrc mnunasduls
- SEUUANTIENNTOR U AAIYNITAUKI TELTsunilednly ISBN a1nTeUU
grudeyanansidal il
- aunsaasawazduiinssileu (Bibliographic Record) WU s18aziBunLaIny
wifsdo fuss fudean fula Jevamilsdo A Format 11nsg1U MARC 21 ¢
- syuvannsaasgunndnuiedels
5.7.7 MIhuw Utility
- @nsaRunuIslanle
- @wnsafiuviavsonuisdela (Call Number)
- @NNTONENIIDEIUISIAR LaglavsnuTsEenauRuWle
- szuuiuneeulagmtuasLiLesuIslAnrs olaussnnisde lauunsEA1Y
A4 U Grid 27 499 (3x9 ¥94)
- aunsoRuiersesiuiUng Tnefuniasuuaininesimsguld (5.5cm x 3cm)

(Y]

- fipgRuiiesesiunsiuiasuuannineslaetisies 20,000 3w

& a U L

5.7.8 S¥UUTINUNITIATIEN THIATUA

Sruudlivianan (User)

- 1891ua5UTen 519N (Chart Reports)

- §nnumlsderiun (Book)

- $nnununmIutionun (Magazine)

- Snud/AiARae (CD/DVD)

~ §1wau Flash drive vamun

- nfsdefifluanaesgegn 20 Susfu (Popular reserve)

- PUNTNYINTUENALUTELN (Number of books separate by type)

- adansameloukenaugunsal (User registration separate by device)
- @diAn1s Login wenaugunsal (User login by device)

- uUnIneNsuenmUnEIany (Number of book separate by category)
- aﬁaw%’wmﬂsﬁgﬂﬁmmﬁqm (20 Popular borrowing)

- adfAfignAuIINNTIgA (20 Popular search word)

/S789TULTA. ..

<
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31891ULP9M15749 (Table Reports)

agumumudisiaiidivuale (5183u s1eisieu 5180) Laraiunse Export

WJulnd Excel 19

Summary)

am%ﬂﬁﬁmmmﬁ'qm (Top Borrowers)

ﬁuamwyjﬁﬁam’mqm (Top Popular Categories)
w%’waﬂﬂiﬁﬁammmjﬂ (Top Popular Items)
TIUIUNITAITIUAITNTNEINTUUIAINUTZLANLAAILUUTIBLR DU (Cataloging
AnANTBN-AULENLERILUUII8LADY (Circulation Summary)
anAn138uLAULNEAT (Overdue Item Rating)
semsnsnensitlignfuias (Not Borrow Items)
srensnswenslua (New Resources)

578971U4AUSU (Fine Report)

FIENULAAIANULUDIMNTNEINT (Resource Status)

378971UN1T Login (Login Summary)

FIBNUENYUTEUU (View Number)
FBNURARIELIYNN TN INTUARETIENTS (View per Resource)
F18uazUn1sPu-A (Transaction)

anunsatiengmusianilede (Book Barcode) Yontiada (Book Title) ¥o

(User First Name) wsana (User Last) dua (E-mail) isenanuala

44 v A vy
mmamaaﬂammuwmﬂ@

44 v aAa vy
mmamaaﬂg]mmuwﬂulm
awnsn Export Wulwa Excel 161
31891UETUN15999 (Reservation)

aunsaidengaiusianisde (Book Barcode) Weanisde (Book Title) %o

(User First Name) wsana (User Last) wa (E-mail) visenanuala

mmaaLﬁaﬂ@mmamuzmi%q (Status Reserved) amuzmsa‘qﬁammaq

(Approved), anmuzn1sasfu (Delivered) aauznisenian (Canceled) viaviauala

/5.8 95UU...
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5.8 sUUUIMIINNTIvilededln (E-Library)

5.8.1 nMsuansnauu i ulad (Website) LA

[ 1

a v Y oA o A = =
- URUINNTHAAIUVBUANTN 9 IWLLﬂ @91 UNde (E-Book) @anunniagu

Y

(E-Magazine) &of3, (Video clip) Lonasadiia, srutoyasoulail

9 Y

- mssudewlsde (E-Book) wuusaulay (Online) uwiulas (Website)

aunsananoulawmisundad@easy

HnsuansasUuunIngs (Thumbnail)

- @nsagevengle

- aunsafuniAludenifede (E-Book) I¢ Tnsduatiudentsde (E-Book)
szdeaduriinfidumld (Searchable file)

5.8.2 nN13udanINauU Mobile Application

- wanwuInuyywdnigy dewfede (E-Book) Aeuunnn@y (E-Magazine)
Aof3A (Video clip) tenansdvia grudeyaseulall uonfusgredaay

- nsainsanaulvan (Download) ladesinnisinldsyuussuu (Login) neu

- AWTOUANINARIFIDE19 (Preview) vasAeniiade (E-Book) Aouunnidu
(E-Magazine) 141

- fdunanssiuaunsnennsfianunsaduld wu lisdasauau (Unlimited)
anunsoBundouduld 1 au (Only 1 more copies) lilanunsaduldifesnniiauduluuds (Out of
library shelf) 1Uusiu

a = ' & | Y
- fdunansd@nusveIdan1e 9 U do1ugansadusiule (Add to my

UFIka7 (Read this Book) @01ug989A7

N

Bookshelf) @n1uzanunsaanulaviuiinsalguantumnisde

N1391U (Reserve Waiting List)
5.8.3 neudentisde (E-Book) uu Mobile Application
- gnunsaannilwandeniisde (E-Book) weuwuusenlal (Offline) I
- annsnaudesn  senaingunsalieudafivuaiaidu

o A

- @unsalsenAudesig o lnonludflletemuuaiiatAula

LY v A

- faATuAUMIIED (Bookmark) ntnfigadnsiazlalunle

D

- filadduuvidesins q ludsdedsaunaularl (Social) o614 ialn (Facebook)
Winwes (Twitter) Bwa (E-mail) 1o

- finsuansansUyuunIngs (Thumbnail)

_ @nsndevenesieiaduia

- Hszvudesiunistuninnmuthasluuiayle

/5.8.4 N5&3"4...
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5.8.4 Msai1sdeviledo (E-Book)
- s9¥umsasrsdevidsde (E-Book) s Web browser Taglaid1in IP Address
ezt (User Admin)
- unmsasmenissadouadafien ausalfauuu Web browser wag Mobile
Application 1¢
- fiszuumssneenudasaieveansiniudeyaduatiu POF faenisidnsa
- annsnaisdeniede (E-Book) Idannlwdsuatuuuana pdf

- ansadnnduuana epub

a

5.8.5 mawudlndionansidvia TaRtie wazdedu o

- gusaudlndlenansunuana jps, jpes, png, txt, docx, xlsx, ag pptx
Tnorgruansnsanniilvanaaeiosls

- awsaafietesmiaieuse grudeyaseulat tedsd (Link) Tuilliu
uteyasaulatsing 9 la

- spasunsdatiulndiale (vDO) Tuguuuuuiuana mpd niaszyidudsn
(Link) 270 Youtube

- sesfumsdaiulniddes Tuguuuuwuana mp3 1a

5.8.6 N599sAenade (E-Book)

ansnaemsnensiu vl (Website) wag Mobile Application e

ANUNTONINRUATIUIUNITEUNSBUNU (Concurrence) @NUSUNSNEINTNL

Avansle

AouYiIN1T989 AUNTARAAIIINIUAIADIVBIMSNEINTUY 9 L9

PAIINNITD VLLAAIAIPUAINITIDINASU

- NSAAAINLASU sruvasuInfeulUduldiiunieBiua (E-mail) wazuans

=

WIgLkau (Push Notification) LivelAvinn1sBunsnenstiu 9

- nsavgreslivinsnagulunaiimvun aaiugn1sa0Rzgnenandnlud@

U
5.8.7 NNS8U-AY

- @sadunsnensianlenisandluanintunilsdediusa (My Bookshelf)

ANUITDAUNINYINTNVINNNSTEULILE? AIENITAUDDNINNYUAIUG

TszuunsAusnludflofanivun wazaiursarulawuudnludfuwllilase

a § @
DULABDILUR

a ¥ & v YA ] a . ¥ I
Ni%UUﬂWiLL%QLG\@‘UIUENE\JJ‘EJ@JN’]U‘I/I’NVHQE]L&J& (E-mail) LazhanakagLpou

(Push Notification) NeWIUASUNNUANITAY AL 1NUAAL

/5.8.8 NMSANNUA...
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5.8.8 N13MUUALLEUIENITADI-BU-AY
- @1115011MUAUlEUIEN1TI09-TU-AU LAEALATEUU LenNAINUITELAN
niwens tnennfunauild ol
- FrnumsBuninensgegafianunsadaldenu (Number of max borrow)
- SrunuiilunisBundnennsdends (Number of rental day)
- $1nunineinsgegaiianunsnasdldenu (Number of max reserve)
- Smnusuiideadnnasunsnennsisiens@iuia (Number of max reserve day)
5.8.9 nMsavseLlou
- anunsaadisuarTudinszideu (Bibliographic Record) vy Towntade
Forjusis Todriindant druaumth vsnavy)
- spuvasaasgunmUnuiledela
5.8.10 SYUUTIHNUMITIATIZN et
- 918UETUTNIHN (Dashboard)
- Sruudldvimun (Users)
- §naumisderiaan (E-Books)
- $nnusunnduiomn E-Magazine)
- §unwinlenduiinun (Multimedia)
- dnnuenasdidnnseindinun (nformation)
- $nnugeanmiiluaaiieun (Download)
- vifsdeiifluonvnagean 20 Susiu (Popular reserve)
- PUNTNeINTLenmuUszIan (Number of books separate by type)
- adansameleunenauaunsal (User registration separate by device)
- @dAN13 Login wenauaunsal (User login by device)
- uUnIneNsuenmUnEIany (Number of book separate by category)
- wdnleaduuenauvulavy (Number of VDO separate by category)
- adAnnennsfignduannitan (Popular download)
- $1897U391519 Aagumumutasandidvunld (1efu seideu s1ed)
wazanunsa Export 1uld Excel 161
- iﬂﬂﬂﬂi%%’Wﬂﬁﬂsﬁgﬂmwau‘Twam (Download Report)
- 5uMIMINeInsAignass (Reserve Report)
- @dfn1sniluenuesaNtn (User Download Report)
- am%ﬂﬁﬁmmnﬂwammmﬁqm (User Top Readers Report)
- 99U lETEUUTe9aNITn (User Login Report)

- $IEMININYINTVNUA (Export all book)

/5.9 33UU...
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5.9 STUUUIHISINNITUIIHASUNAINY
5.9.1 nswanravudUlednas o Unanda

- Yoyaenluudutayaifeituserinaduledlaziaunaiadu

Y Y

[

- fdvunuansnlviluniusn uagntuanaiieanualuguuuy Timeline

(PaNY Facebook)

s
a a

- sesfuunarmanudesulatiuuuiidviviuarlifavans
- @nsaAuMYIVseUNANNANSLA
- TdulanadInTeUNANANNIkUE YIviTeunAAUSEaAlluY
- @3INALITIEaBYAYDIUINTEUNANNAIINSLA
- ffuilFaudnuansesAndiulduasiinanagnlald
5.9.2 M3awaznIsInNIsIILaTUNAIY
- AU130aT Y IANITNUIANYUBITINTOUNAUANINF LA
- anansoainviseunauAuilaenisld ey sUnm Iale uavdAle
- ansadsliuans/liuans au samdimstnuuadrinieunauausle
- anansagiiegineulnaiuIvsaunAuANiLA
- annsossarlitmvieunanuarudfunenisuusild
- gnsatuiinAliaminuasMvuAna NeLNS o
5.10 szuuUssanduiusaenns q 912 uazunaaluszuy

L% s 1

5.10.1 anansaUsznduiusdenia q 917 wazunanufiflussuuniu LINE Group
Tnegldanunsnnanlufinineinsdug v

5.10.2 aunsaUszrduiusdenia q 917 wazunaudiidlussuudiudiua (E-mail)
Tnegldannsnnanluitdosns 4 91 uazumaudus dui

5.10.3 anunsausznduiusdesis 4 917 wazunanufidlussuuiusansudaiou
(Push Notification) Taegldanunsananluiidesng 4 4 wazuneAY 9 I

5.11 STuuNsIan1Isuledatdes (Audiobook)

5.11.1 d5zUUUImsInnIstunsasantsdedes (Audiobook) a1nla mp3 19
5.11.2 5835Un13AMuUA (Concurrence)
5.11.3 anunsadnvanavdmSunisdaidss (Audiobook)

5.11.4 sa35untlad@eLdes (Audiobook) avansainanunnun

/5.11.5 gu9a...

\|
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5.11.5 anu1safleniledeldes (Audiobook) uutiulad (Website) uag Mobile
Application

5.11.6 @ru1sataunidsidss (Audiobook) TuvazWnuinaels tanig Mobile
Application

5.11.7 §186839An1 Microphone Fodosdmiusmdsuiiodaridentdedo

U 1 TU

5.12 ssuumsliuduuasianvedsneda
5.12.1 {ldanunsaldsuuduuuusnlui® anfonssumani
- WM TEasdeanTNeINs
- uninens
- IDINTNYINT
- Aunswenshdifuiuanan @wizntedeay, I6/m79)
- Wezuuuluninens
- uwdninennseiudedsauesulat (Social)
- 9WUVIMITOUNANNANS
- wanspuAaiulugvseunauaLg
- nAgnlatIvsaunANNAIINS
- wrvseuneueudiudedsauesulat (Social)
5.12.2 JALasEUUANNTIMTUA
- SemsvessTanazuduiilduan
- ANLY8II19Ta
- maudafeuiuuuanudaiteu (Push Notification) ilagfléfiusfstustanaiifwun
- gnidnnswanvesssiauarAuLAL iU lle
5.12.3 gldanansavinmsuanvessaianiuszuuls Ineszuvaginnsiinudueensnlul@
- JARATEUUAINTORENTIBNUANY 9 el
- Usgiinnsuanuesseia
- UsgiAnislasuusy
- yoaeTadildisunuden
- emsgldaeu
5.12.4 {ldauannindongmenuite q marild
- Usgiinnsuanuessneia

- Usgiinnslasunayl

/5.13 YUINVUNHD...
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L%

5.13 furentiadoRivia (Digital Bookshelf) wiauszuunisdanisuugliuinishaia
(Digital Signage Kiosk)
5.13.1 ﬁd’;uuam%’jwﬁfqﬁaﬁLé‘ﬂmaﬁﬂéwﬁa%ﬁa (Digital Signage Kiosk)
5132 @nnsaudns v1slan weRieslan Waunuiiety endumidesy) wievesld
5.13.3 fdunanamisdouiuziiluunaznuan
5.13.4 YUIA9BLARINAYDS Digital Signage Kiosk Juuna 55 47 WuIRe @110
Wansule wazilmnuazidenlusyau Full HD (1920 x 1080 finwwa) Wusesteae

£
v a

5.13.5 \p3esUssananad nsuiases Digital Signage Kiosk Tnauanuazaall

5.13.5.1 MswuuUfiAnig Windows fiavansgnies uasluneddudgai
fivreluriowmann tudefuuenarsuseninsan

5.13.5.2 fniagUszunananans (CPU) lideenin 4 Core LarA1uL32U09
mheuszananaiiugufedlitesnd 2.4 GHz vdedn

5.13.5.3 fvtheausivdn (RAM) fiflvunalidifesndn 16GB vfin DDRA

5.13.5.4 dnuredaiuteya (Hard Disk) ¥lla SSD #30fN31 TUIAAIINY
laitipanin 256 GB 91w 1 nuaw

5.13.6 Digital Signage Kiosk Aghesdianwaziuminge Touch Screen

5.14 ilewaedns (Content)

5.14.1 syuvannsasessudenisde (E-Book) uazdouunnidu (E-Magazine) Avdns
narunfunluesnatala waziinisidnsianulasasusuatu (Digital Right Management:
DRM) 11915574 256 bit

5.14.2 fidyamseniideunsmaiiunusiviieiienada (Digital Content) 1
doviisdo (E-Book) Heusnmiu (E-Magazine) pesgnitesiudinfisnidininisnwimeuazaundangy

(%
a o

5.14.3 guiedesainrsadanideniiadie (E-Book) NilavansaIndriniuridun

[

Tnguanadusrenislinissaluirvudanasuunalseinalng (sWu.) en Lavuanadyuinig

o

o

a

leisuanslminduatudeniiade (E-Book) u1usnisdnnislussuuuinsesayndiannsednd
e-Library MRTA ag3gnsias

5.14.4 §18A09a181703AMABUNNN1TY (E-Magazine) litioendn 5 518%8

CY

PRavaANSINA T AuRTULn Tnenansdusionisianissalnfivudsnavunislseinalne (s

don uaskansdyginistasuansliiduatuuuinisdanislussuuuimsviesayndidnnsetind

o

e-Library MRTA ag13gnsies

daa o IsNa

5.14.5 {u18agfodan e-Book tomniiavansed1atiey 1,000 way wagliifvdn

NDo,

¥ '
aaa

2819%08 1,000 tay Tkn sy, lneeg19uey 500 Lay vaulUen1Niavdns avmneil

=

a a
AN

=b.

Taitloaninl w.@. 2563
/6. 3285L381...
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6. STYLLIAINITALUIIU

szughamsaiiueu 270 Tu @esdosldnduiv) dudaaniuasunuludya

7. fAandasnniiunis uasiviuanandsausEs)

71 Aeiidasdniunis

711 fedesdlriimuszyuiEueulasims (Kick off Project) Ingliiynannseusiede
Aauaiindumsuszyaluiudandadeg wieudadessazdoaununisdniuiuveslasanis
TusgdudUnn seufanssy YARasulnvoy ANANTUSIENIIIULAALIIN @90 UIY
wionvatausuz Tvina s, nelu 15 Tu dudeaniuasuuludyg)

712 fanedesindinenunanisussyuiFuaulasanis (Kick off Project) TuA swal.
fnsanuaglimnuiuseunelu 15 fu dudaaniulszsuEualasenis (Kick off Project)

7.13  J18ApedndisneauadunIntin1saiiugy (Progress Report) laginiaue
ANUAUNTITEINITALEILY Jyniuazguassa wuInanNIswily wazkuInansaniunusely
T svly. 0 9 szez 90 Tutudaaniuasnuludya, maamma%aéjumsoﬁ’wLﬁumummjﬂﬁw
(99071 3)

714 guiedesdalviinisyssyudiaueniiuininginasaiiuey (Progress)
pade 7.1.3 Wud 3. vn 9 v peentuaiadunisiiiununegaie (uaned 3)

7.1.5  {Y19R8IdnvienansesulunIEuIuNITAIUANLIDITY (Version Control) wag
Source Code Wlofinsasuntas nsufluszuusng q wazdnduonatsdanadliunn svlu. Tusu
nngaThe (u0ed 3)

7.1.6  fuiederdninUninsidounindduaisauna (Asset Inventory) aydndeanans
Fanamliun s, Tununegaring (@uned 3)

717 duiedenudstivuaaidweussuuuiisiesayndiannsednd e-Library MRTA
finamaudiasandouldau Insteudmwouszuus dinan dueazdoudadundsdald s, nsy
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1.1.1 M1snfesguvasauwne (Access control) E]\Wl'i'.lﬁ]ﬁaUﬂ’]iE]iJiJG]ﬁV]ﬁﬂ’l'ﬁL‘U’lﬂﬂiuUULLau
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Witlessuuld saddmafuduiindeyamaidifiassuu (Access log) uavleyadsasnereyitimes
vl nslavsmslinusruvasaumadusediardodamnzauuazniivme (Need to know
and Need to use)

1.1.2 madifsszuueiouns (Network access control) faafvuadunsnsideusossuuasufianes
M33u - dv viemsivarisuteyavieasaummazdowiiuszuunisinweuUaendefiesdns
nassld 1wu Firewall IDS/IPS Proxy viemsnsiaseulhianeufinmed iludu emuguuaz
Uasfiuduanmuegrndusyuy

1.1.3  nswndessuudfusnig (Operating system access control) Lﬁaﬂaﬂﬁumwﬁﬁﬂiwuﬂﬁﬁami
Tnelailésuayan InetmualidinisBususnuiossyfhnuresdldou sudatmualdd
msrfnsveziailumadeudeifielifiauiunsaonfmndeu

1.1.4  madnddusunsudssandviseweundintuwavansauma (Application and Information  access
control) fsrmunavsmainfessuumaluladansauma lagliavSiane szuunuasaumed
FoslfuRnumih vy sutalimsnumuansmadnldoussuuasauaedsaiiase

12 Sszuvansaumasazszuvdisesiiogluanwndonldon suteduusieunionlunsdanidunie

nydiildanunsadiiunisauisnisnsdidnnsedndld ielviamsaldsuasaundldnuuna

g sLiles
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2. wunUftRlumsinmanuiuamaenfovesszuuimalulaBansaumea su.

U FiRlunssnuauiunsUasafsvesssuumaluladansaume suly. THuumianaznsyuiunis
$198ena 1) UssmAnaiznssunsganssamnedidnmseting Besuuulsunouasuunufilunsdnumanusiuag
Uaenesuansaumaresiiienusy e, 2553 2) Ussmanagnssunsgsnssumadidnnsednd Ges snmsgiu
nsfniausiunsUaenisvesssuuamsaumAnLITNTuUUYaen Y A, 2555 uag 3) 11MIFIU ISO/IEC
27001:2013 Tnguvsuuaufofesndu 16 drummenarsuuuineysznia datelud

2.1 Wlevisnsvimsianmsanusiunsasafodmiuguims @wi 1)

2.2 avwiiiuasUaenfofiieaiuyaans (@wi 2)

2.3 msfnwiAnusiuasUaendomanoanuazdswanden (dwil 3)

2.4 msdamsningau (@i 4)

2.5 M3dam mafau wagmsiissnwssuuasaumea (daufl 5)

2.6 MymupsMinfeszuumeluladansauma (dwil 6)

2.7 M3muauMIidsszuuedetisliae (@ 7)

2.8 MIruANmheuMsuenuazldau (yananiouen) Wisszuumaluladansaumea (@i 8)
2.9 mslinuedosnsufinneiiazgunsalindeuiives s, (@il 9)

2.10 nslvnudumesidanardedinuaaulall (d@un 10)
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2.11
2.12
2.13
2.14
2.15
2.16

nsldnuanvnedidnmsedind (dwd 1)
nsdsestoyanazmaiuinudeyaasasmsneuiinmes (@wi 12)
MsmsREeULazUszIliunNADs (drufl 13)

nseleu wazmsuanasudeyaansauma (duf 14)
msruRuMsinsia (@i 15)

nsthaunsaldiudunldeu (Bring your own device) (@il 16)

wwufuRlunssnwmnuduasasadessuumaluladansaumanudes 2. daduninsgruiiuruduns

Uaoadelunislinussuumaluladansaumeveas sy, Fayaainsves suy. Migauneuen sudeldusnig

FPUUANTAUMAYDY SHY. MAeITesasieslflfnuet1anienia

3. nsdlszuupeuimesnietayaasaumalinnudenie vieduniele q uiesAnvseguilayln

Jullloannananuunnses aziae wsedHunisujuRnusuiulouisuaziuiufuialunisinwinuiuag

Uaeasduimuansaume fiinsmssabifihudanasuwisUssmelve (Chief Executive Officer: CEO) ug5uiinteu

FOAMULASS AULASYNE YI90UATIETMANTU WaLAILTUNITNTIVFDUTDIATINTANTLUUABUNIADINT D

JoyaasaumainaNudemevisedunsigla o uivbsnuvsedvilella saunsliiansanaddnunume duais
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FITHIEINRL e 1
@l 1 ulguemsUIMITTAMIANITLATUABAREMFUGUTING oo 4
AT 2 ALIUATUADATITUAGITUYARINT oo 5
@l 3 MINYIANNIUATUABAFENF LN ANUATEMIREOL o 8
U & AVTIAMITIIIEIRU oo 10
AUl 5 MTAM MIRAUT LAEANTUITINIITEUUBITAUME .o 12
T 6 MIAUANMTINTITTUUNATUTATANTAUNA e 15
@7 7 MIAUANMTINTITTUUATOUIELTANG e 26
gl 8 msmuaumhsnumMeuenvioltnumeusninfessuumATIaBETAUNA. ..o 27
druil 9 MslFnuLA3esAenfinmaSUALUATAIARBUT YD T .o 29
2wl 10 M3l auBumeAIANALAOAIALEBULAT e 32
AU 11 MSENURAVINEBIENNITOING e 36
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AUSSIEAUasEn vinedia ginsmssaliihudanaruisussnelng
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a. fsduliyn mnei flidwnedinsaalassainanisudmsves s,

5. fldau mneds yaraiildsueyywlramnsadilinussuumaluladansaumaves suy. weusslow
Tunsdudiunuves s, fail

- Jldnumelu vanefs yaainsves su.
- fWaumeuen mnefls yaranmeusnd s, sygwliidunldnussuumaluladansaumenes sy,
Wy fivinm AUfURumudye viseddninAnwilnau Jusiu

6. flduEms vanefls ffadasliuimessuunuansaumemes . MuLASotieasnIay (internet)

7. whsnuneuen vaneiis esAnseng q TmfeFuing Ba sl eygeliiavslunisdif vieldteya
visaAunSndang q vea sy, Tneagldsuanslunsldszuumuussinnanunusnauazdessufiney
lumsshwanudurestaya

8. fauaszuy mneds winaudldfuneumneangisdutysiliinidsuiaveulunsquasnuiszuu
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9. Wy mneds dlasuneudunaangisdulyulvsuiaveudeyavesssuunulagiinvestoya
Husuiinveudeyatu « violdsunanssmulagnsmmndeyamatuiagyme

10. 1wy vneds vssiaguivedultlunmsufoanmsetaiielildnunusrasdvietmmng

1. Sunouufh mneds swazideaiivendunewdude 1 Afeniuufofielildudunasguauils
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12. WUATR e wuamaiidesfiRmuiielannsaussgTnguszasdudatmng lfhetu

13. syuuwmeluladansaume (nformation technology system) waneds szuLsuaas sy, fvnenvalulad
asaumA sTUUABLMeS wazszuuinietedeansteyauntislunsadsansaumail syl amnsa
thilfUsglomilunanauss msvims msatuayy msliuing meiauuazaununsiasedoans
Fatlosdiuszneu loun svuumeniiames szuueSetne Tsunsy deyauazansaume Wusy
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15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

Yoyaarasmeneniiames (Traffic log) vnefis Teyanentumsinredomsvesszuunouiiunes Jauansdis
wastile fumns Yaenie ian Juil Usina seeznan wedu o Meadestunisindedeaisves
szuuARNABTi

ansauma (Information) mneds derfiasseiliaindeyatiusinunsUszanana msdnszdeulidoya
Fetoyaniveglugivesiuay dorm viieamnsinliiduszuuigldannsadilaldie wazamsn
ilulduselondlunmsuims msnaey nsdadule wagdy 1

szuuReBNTames (Computer system) Mg gunsalvieyngunsalvesnenfinmesiiieunsyineuy
dhherulaglafinmsimuadds yaddadediduln wasuuufoRaulvigunsalvideyngunsalvivii
Usvianadayalnednlulia

szuuiietnedeasdeya (Network system) vinefls szuuianansaldlunsisdedeasviiemsdsdoya
waraTEUMATENINSEUUWALUlaBaN SEUmMARS 9 U89 S9N, WU Syuukau (LAN) ssuudunsie
(Intranet) szUUBUMOSLER (Internet) Wudu

avisvesfldanu nunefa anSalu avsdunng avsiay uazansoule MiAeatestuszuvasauma
VBINUIBIU

AnusiunsUasafufuansauma vneis n3s15sliTannudu (Confidentiality) Anugndaansudu
(Integrity) wazanmniauldau (Availability) vesansauna i’mﬁy’a@mauﬁa%u eun ANUYNADINVITTS
(Authenticity) muSURA (Accountability) M3viuUgiasA1u5uRn (Non-repudiation) wazmdede
(Reliability)

wnnsalfumnuiunasade vneds wamsaiiuandiiiuanandullifasiansdfuuloune
surmasiunsaende tnssmstiestuiidumen viewmmsalsulienasliinemfetesiuamisiunnaonds
aumsaifuenusiunsaendoilificszasdrie hisnamada vanefa anunsalsuaisiuasaende
flaiflsuszasdvielaionanin@a (Unwanted or unexpected) se1avilszuuvoseasdnsgnyngn
vieladuazanusiunsasnfognana

msindademuaumslinuasauna mneis mssygn mstmueans viensuousunaliglinu
driwielinueieteviossuumsaune sivneBidnvselinduasynamen saosaueat muadsUfoa
AerfunsidslaefiveuiotliFefls

dunine (Assets) nunefa Aunindfuszuuimaluladansaumanaznisieansves sy, 1wy gunsal
Aonfned gUNsalssuLLASeUY BewsdliTmAvAYS Jeya sruuteua van

anedidnnsednd (e-mail) vuneds seuuiyanaldlunisiu - defemmszninaiu lngiuiaios
rovfimosuazidotneiidenlosdaiy doyaiidsanduldiishnsnes nmdie awnsiin mmedeuln
uazdes faseansodumanslusslSuauismdonaeaufly et nansiidsduasgnifuliluganvane

(Mail box) Niiuualidmsuglianu dsvamnsalngu fnianseany viseavaudianla
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27.
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29.

30.

yaAdlifiaUseasd (Malicious code) nunefis yaAdsiilinavinlinouiinmnes viessuunauiiames
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o A

vioyamdduiiamudene gnviiane gudludsuulamBeifiuiy fademseufoRanvlings
mudsifualy

wdesnoufnes mnefla indesreufmesuuuiilfy uanAiesronameiuuUnII

gunsalirdeuil (Mobile device) nefia gunsalddnvsedinduuumnin dellemuannsalunisidosony
gunsalBulilesudsdoyaruszuuiaietslnsaunasliaevidelnsedoaduusimanlniidudenans

Wiy Tablet, Smart Phone

' v
a = =

ninddauves svly. vuneds agdne sy, wagninddunluinisvunsiloungdudn sWy. 3nass
d‘l [ ! 7 v A !

aulszanawivedualdingliiavaunvseuisdu

gunsaldIudd nuneds gunsainldlenindauves sy, Aldanudwdeudeiussuvaisaumeves

SY. WU LATBIARUNILABSAIUYAAS (Personal computer) 1ATBIABNTIABTNANT (Notebook)

aunsalindeun (Mobile device) Removable media visegunsnireuiiameivediassmasa i {Wusiu



daun 1

uleuren1suInsdnnisauduaslasaiedmiuguins

[

ngUszaen
" elin1suInIsInNI1IANTUAUARAAEA AU ATDIRIANTUAIUADN AR BITUNINTTINAINAKEY
ngvueauANNiuasUaenfefneIte

HSuRavau

" fuSmsesan
Y Y 9
31989119537

" el 1 ulsuieanuiuasUasndvansaume (Information security policy)

wuIURUR

1. delrtimsiuasmumuriouuuseulenisanusiuasasnds uazuuUfiRnaduayumsiausng 9
ogatioslay 1 afs Inefinnsanandadouudn il
11 nagndnisanlunuyedsddns
12 doyangmne sudeu detsdusing q Adesfifnm
13 msvfugalenemnusiunsasnfodmniulanly
14 wamsuszdiunnudsuasinuanaandes
15 wansudadeulassyuuieaiunsyngalulfiiiun
16  navesnsasasudeyanisUndedlud (Patch) dwduszuusing 9 Tudiiiuan
1.7 msdnriuagsedyanungeinwssuukargunsaling o
18 unumseuUsIIFuANsuAsaen Ay sy ldesniamsatannunsymin
19 wamsveaeuLudAuludiun
110 Foyafeanauig q Mnsiinduluofinuasdagtu suhifoanauildsuudanuemy

euen

111 wamInseasumsujiiammlsuisanuiunsasnielnegnsnaouneluvielnegnsiaaey
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2. nnsne1nseuyAaIng wwusEIn MsuImIdans uardngiuiiiieanesan1suinsinnisndy

9

funsasnsvansaumaluusasUauysean
3. dalviiyaainsaniunudiuanuiiuaslasndsaisaunaLaz i uantnNAuSURAYaUTINNT

USulgslassasnenanainnunanudndu

4. wanuanusuaisedeaisegalnauaiie il ldnuiinualdiiudiaiudAyueinisy jUAnu

wlauremuiuaslaendouasulovigaivayunie 9 lnewnssasanasiiulSuingousoninuides

Y

ANULALYNE UIDDUNTIUTNATUNUAITAUNAVDIDIANT TINDIAS19ANUTINT BTLN TN UIBIU

N UpINUANUTUAIUADA N YEITAUNA

-)

S S ok

Y )]



daun 2

AMuduAsUaneingINUYARING

IngUIzeen
= deliildoudilafeunum wihdewiuRnvey sadeunsdienu senienisiienu arAuganie
Wasuulaimsinenu aaenunszmindafoanauuazdamiiisifestuanutiunsuasaivos
sruumaluladansaumaiioananuidssduiinainnisalus msdelns msléauszuuinalulad
asaumaiaingUirasAuazanuianainlunsufURmING dse1adsmansenuniovinly vl
\inANudeme
{Surnvau
" unemsihemaluladansauma geemsiieninennsyara §8wismsie/din fituguanuid
N1591919989UNBUBN
31989
" ynad 3 mmﬁuﬂ\‘iﬂaaﬂﬁﬂﬁm%’uuﬂmﬂi (Organization of information security)
" yaadl 4 MSUBMSTANISNINGAY (Asset management)
" ynadi 9 mwmﬁumﬂaaﬂﬁaﬁm%’umﬁami“ﬁaga (Communications security)
wuIURUR

1.

nsasanusiuasUasn feneunnsi1aaiu (Prior to employment) tileAnassyaainsieufiaziinmn
UTRu wazieannudssainnisujuiieuianain nsalue n1sdasuulad Lagn1singeuy
ansaumavdoninennsansaumares sy, Wilumeilamanzan raadelildnudnlaluii
ANUTURAYOUYBIRULEY
1.1 msnvaeuanandiveadns (Screening)
dren3nensyana vieihe/diin fifuguauiiinnsiidmiisnuasusndensaaey
AuantAvesaiag (lnsdinmshadunineu gnine myhiomienuneusniiteufoRaul
s¥. TauvadAntnAneiinew) Tnedadasdeslinenseyinfiangans sudey fedsdy vie
W3u593w TwmldfivseTAlunisyngn udle iane wielasnssudoyalussuuimalulad
asaumAnoy wazdauauiRnwd svly. fuus
12 nstvuadeulunisdnau (Terms and conditions of employment) n153d1slsiddeula
nstsedliinseunquludosiwielud
121 fsusmiieusuRaveusuausiunsaonfodumsaunasg 1l uaednualsnys
(Information security roles and responsibilities) wngldnu lngivualiaenndes
fuulsnnemnusiunsasnssvssssuumaluladansaunaves suy.
122 smusaliriinisasuinludygyrirazlallameaiiuduves sWu. (Non-Disclosure

Agreement: NDA)

e () %%wé'_rlﬁ



123 seuumealulaansaumaianaeiannlnogldnvlussninimsindedioduduning
V09 .

124  fmusanufuiisveuvieunadny mndldnulivfoanuulouisnmsfnuinnusiunas
Uaoafuvosszuumalulafarsauna sus. 5999 ngvane suifoy detadu wie
formundy q ARederiunsinumanuiuasasndovesssuunaluladansaume

nsassanuiunsUasndeluseninanisdnsanu (During employment) Wisad1aaa1unseniinun

A nuAstusefifedestunsuftRaumsauna nudsimmdideliansatosiufosana s

21 whitlumsuwdmsdanmsmeinuemasiunsasnse (Management responsibilities)
fuims sy, nszdutuintifatuayuiasduaiudosteielud uidldeu
211 vsmenleuemssnvesiunsaensdesuasaumaues . Wuaednuaidnuslimnay

SunsusavUURnu

212  gdalsfldnuufdimuulouionisinunnusiunsasafofuasaumaes suy.

213  afeanussgnindinnusiunsasndsuasaumaiiieadesiunifinrmiuinvey
VOINULDIAZUDY TUU.

22 msaannunsevin nslieug uaznseusuduanusiuasaendtlRuAgldau (nformation
security awareness, education and training) Msad1sauasEvnlumsinAnuunaen s
ARGRIER)

221 fouaszuudeauiauieufoanaiu uazvedlnifidiansznusenuiiunsUasnfoves
sruumaluladasaumanngldnuiiieades venanddoudafeulildnuiue
sesinsrTemmnandssing q wu hiareufuned malianisasnaenisdainen (Social
engineering) kagdoslnimamaia Wusiu

222 v deaduiunisiineusy nieUszunduiusiiieaiiannunszningiunnuiiuns
Uaensevessruumallagansaumenis iauludsedmnd

223 sy, deaudaldanlinau delinmswasuuvamlouismssnvinnusiunsasnsde
asAuMATEY Y. TITERUIENANTENUTIN MU ABULUARINET

23 mswdemanisalliung
Heudoudavnnsallivndsumalladansaumainusiiutesned s fvuslagi3aiign

24 Msmruaunaing
2.4.1  ANUSURAANN VLN

ulsusuazuuivfiilunissnwanuiuasasadeduasaunadllldnolmanans
yangranefivilgldnuiiiauiagliufoamuuloneuaswnufoalunmssnmmissiueg
Uasafuansauma uazdldunnaduseniiadliduiumsle q mengranese s sl
UftRnusadeuil uiegndlsfmumndldnunssyhmaasidianiensevhiiamanleuns

waznuljuilumsshwanuiunsaendvarsaune o1aluanuianiaiveuasdume
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A a

Tignadlnwmaddels svu. ldfidrusuiaveudensavilianinddunislayafiinain
nsldszuuneuimes
2.4.2  msiarsanlnednseyinig
Fduiinsgviianuiia dvn. sgifinneudnimslisunazeraduanuiianeide vie
ANsRRALNTNeTIAYIT
1) winew/gniediduvieasdnulovensinwmusiunsuaondevesszuumellad
ansaumA svhL. dosgnasinumansyuIunImaeves s Tudengrenefifeides
2)  mihenuneueniingziinuie %ﬁimwmmﬁszqiﬂuﬁmmﬁaQmﬂﬂaau?mé
msldeu sudadudunsmunguineiiifeades
miﬁ%qu'%amsm?isuLLanmﬁNmu (Termination and change of employment)
Watnuaniifinnuiuinveudioduaaniedsuutasnisienu feswlufnsfunsndauuas
n1snennoudvslunisidiis
31 maudimsdugariersdsunuasnsiiay
3.1.1  dheninensyanadewddliemalulagasaumansiviiuiimnndnauidnisatesn
Tonéhe e viodeTin Welhemelulaasaumeesldnsadeunasuimsdnnsans
Tumsidfassuumalulagansauina
312 fhe/ddin Aifduguasiufiinisindramiisunisuen desudaliihomalulad
a’rﬁaumwiwﬁumuﬂsiﬁﬁ{{%’u%’wm8uaﬂ§uqmé’iy§y,1%’waw§aﬁmisml,aﬂé’igiyﬁfm
diold dnv. asavaeunsldaussuvansaumauagnennoudnilunisididessuy
asaumArD July.
32 msAuduningves suy.
fauassutfesmadeuifiofenduduningvos sviu. mndldnu iWomsiugavieniadeuntas
N1597994
33 msneanoudnslunisidii
331 fauasruuiowenaeudvslumadrfeeslinu deAugaviedeuutansineny
332  msnennsudvslunisdniminesauds memenn (Physical) uaznnemssne (Logical)
U Neyua Unsuanenu Unsusedidagldau uardnydglden Judu
333 lunsdfifldmuiiduaaiosuainsdsmu Snslétiadlnusamiu Shared user D)
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TngUseeasd

" femuauiazdesiunisinwienuiiuasUasndeiiiedesiunisdndieenmsaniui waziiuiidaiiu

Joyamouiiames (Data storage area)

HSuRavau
" auaTsuy
" gewiensinednteuazuinig

31989119537

" yaedl 7 Anuuataenfunane N nwaZan I nwIAS e (Physical and environmental security)
wuaUfUA

1.

o
o

AUATEUU Aodeenuuuy wazfnnsgunsalvsessuuaiuayu (Facilities) iedesiuanuiuaslasnsiy

9

e eXe

AuMeEnN W gunsaldumas ssuudsedlniin isesiudaliiih ssuuuueinmAkazaIuANAINNTY

STUUWUA wagdedinsinseinwegadiase

1Y Y a I ¢ v & N Aaa o Y = a
2. fauasvuudesiansgunsalansaundluguin (Rack) viseanuiniianuduasUasndouazinisUnien
3. douaszuu desdinstestumeialanldiiienisieansvieanslu Tlvdin1sdniudyeyias (Interception)

a

viellmudemeaiieiu leasfoniuanaindariuvietesanevsemaiuaneiiduniaonsoanmsid

wegliiiduanerinuiuiinddddesnesisay saumaeadadoasuazanslnihdosuonainiulagd
SzogiaTivay

4. mstvuaudnaiifingshvirnutueslasndy
uafiufivessruuimalulafansaumang 4 sgnamanzay Wedumsithseds muay mssviea
siunsuaonisangililisueyan swstlosfumnudsmeay o fenaiietuld Tneudwenusnaiug

THnussuuweluladansaumaeandu

o
a o

a1 ufviheru (Working area) mnefls WuiRnsaeiesrouiiamesduyanauaznenfianofnnmi
Usgdnldzingu
42 fuiidaiudeyaneufiumes (Data storage area) vaneis Aufigudvostoya (Data center)
5. msmuRuAsdnesn 81As aanudl
51 fwundvvesilfnuuarmieanunoueniunsidiisaeud Tneudsuenld dail
511 fouaszuudesiinundnsungldauifianiin - oen uagdnuatisszeznaniifians
Tumsidn - senusasiiuildaussuumeliladasaumaogadaion
512 Wwthilfnwenuvasnds (5Un.) axdediimienuneusnyieyanameusnuantng
fannsnszysanuresyanaty q feudfsenaisues s, 1wy Srsussdauszevu

Tuougndul WWusu udrduiindeyadnsluayaduiinvisessuuauasaune

e (I 5‘%“&&
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513  wmhesnumeueniindesesesindasiinse (Visitor) ssqaiianansadiulddaaunasniia
flaglu 3. wazAutnggAnse (Visitor) AousenaIneAIsves T,

514 Wwmihiisnwanuvasnds (Un.) desmsieasuiiinsie gunsal nouasiansendiayn
Tuiinvisesyuuasaumnaliignsas

fauaszuu dosmuaumadi - senftuiiaiuoyaneufiames (Data storage area) lalliglaidiAnd

\ddald Tnefuuaiiufinisdaevaudiuastuiinisinisuvieusenougunasiansaumna

(Unpack Area) ﬂ'auﬂ’wLﬁwﬁuﬁﬁﬂLﬁU%’agaﬂauﬁama% (Data storage area) WagfoIAIUANNIT
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WBUSMIITANIINSNgAUaTAUMmMA AuAn139An N1sldeu udanisenidnideu tnedinnssey

FunsSndunapannsuarmuuantnNanusuRnveulunsundaansSndduasaumaag iz au

HSuRavau

ey

AuaTEUY
\Wvesleya

Al

31989119537

WIAT 4 NTUIMTINNIINSNEAU (Asset management)

wuIURUR

1.

wihfienusuiinveusensngauaisaumea (Responsibility for assets)

11 Wweslayauazgguaseuy feesiuiudnvidydninddu/meilouningdau (Asset inventory)
waznumunsfounindauegnaleslas 1 ad viedlefinswdsuudadidtod ey

12 Wwesdeyauazdguaszuy desszyidivemindauasaumannsionis esuinveugua
AnusiunsUaansuansaumanasniasenygnsldny

£ [%

13 Wneseyauasiguaszuy FesSendunindaumsaumaiioduanvioideuntaimsineny

14 fdnudeddningduasaumeaves . ogassinsg Ty uadldifteufoReuves s, winy
suvidosfiRmungmng sudeu fetadu wazulvuny ves vl

mMIfuunUsznvamIndduansauma (Asset classification)

21 Wnesleyauaziguaszuy FessuunUssamyingdumutunoud sy, fsua uasnuvaums
Fuundsnanednaasiiee

22 Ewedoyausspuazuy desdmirtedonsndaumamumn (Labelng Wiamu wioudaiilsnnsns
guanisimeriiuaaenuasaumaiidenndasiulssammIng Aunsedud uedud i,
A

nsdnnsdetuiindeya (Media handling)

3.1 Wiwesteya fauasruu wazdlinudesmuaunisidnusardniudetufinuuuasaviasonis
fuisesaenfiamosle (Removable media) mad sviy. fviun

v == Y

32 Wvesdeya Hauaszuu wargldnudesiatedeyadidglugunsaldetuiinteys uiludeya

Y

Mutunoud sy, dvue tagldannsadrudeyanduinladnieuazindngunsaifnainse
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Aeunvreygnligauthaunsaitululdnuseiiielesiuldlvinsidrdstoyanddyla lng

A o o= v '

fasusmsianedeyauudeduiinteyausiazUszinn Aadl

Y

Usziandatuiintoya Wihane
ATEANY TunlgPsainangenans
Flash Drive 1) ﬁﬁmm’fayjauu Flash Drive muunsgiu

DOD5220.22M ¥aIN5eNFRNAMUaNIFaREM
Fulumslewivdeyaiiuvaissou
2) W yuviseunldeniey

Wiy CD/DVD TiuaIeiAsevinaeLenans
Wy ey unseualidemenseninais
ginfan 1) vihanedeyauusnsafianmusmsgIl

DOD5220.22M Ua4NT¥NT 1N MNENITFoTN

Fadumsdewivteyauraleseu

2) TEvuiseualidene

Wivesdaya fauaseuu uaedldnu dedmstesiudetuiindeyailidaiuteyamsaume Tunsdl

Y

1% =

nfnsedeudreetasiunisdnielaeldlasuaugie gninluldnuiaingussasd siuds
Jesiudeduiintoyalalilasuanudems lnesnwiauvasadeaisaumaniutunoun sy,
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WeAIuANMIIAM Wawn uavirsssnwssuuansauna lnsivuauinsnmsnssnwianuduag

Unondy wetaafiurnuiianain gayvne wasnmsasuwdasuilussuy

HSuRavau

v v v

WUl

e eXp

AUATIUY

31999119537

vnan 10 lassasansdovn mswann waen1sungssnwnseuuansauma (System acquisition, development
and maintenance)

WY 11 Anudunusiumisauneuen (Supplier relationships)

wuIURUR

1.

AUy Aespuaulvidnsimusdennasazauiuiaveuiingitesiuanudeswiuauiua

Unaadvansaunaasludyaiudiiusnisaeuen Inglinseunqusiuiiaguineienig

Y

C YY) v

Wudayrresmurdlyivennad (Sign off) newSuldausyuuase (Production) 3eneuisy Go live

e eXp

Auaszuy AeravindeimunlagsrufansmuguauiuasUaenienuasaumAnaana et uuleuY
wazhuUfURAuANiuntaenipansEumATEDIANT W F5nskuulasndeluniswaulusinsuany
1105574 OWASP (Open Web Application Security Project) Top 10 #381195§14 CWE (Common

Weakness Enumeration) Top 25 M%ammgmﬁaam%ﬂumﬂa

[V =3

AuaszuudeseanuuulasEnIsinINsruunulasiauesAudysuiuveuneulsy Go Live

A o
= -:4' a a

AUATEUU ABIlinseenLuUsSTUULBnTIvdaudayatiazSulidueundindu Joyailiinainnis

e X

' ¥
v = = o Y

Uszanana waztayaiogseninanisuszaiana ensamuazlesiumnuligndesiiintuiudeya

Y

v

Wi ndeAuTdu (Buffer overflows) nsldudsiiaussiny uagdedlunasnislesiunieniunu
ANHAIMAITENININ1TUTEINARA (Rollback)
HauasruusiosdinmamuaumadnfuasmununmaBeunlanieutlvsruunudunoui . fwvuaiile
muqmamwuﬁﬁm?’fu

auaszuudssirinliiimsidsuutadla 9 sdegemsiuasildau (Software package) Insiasuudag
s uduminy UAYAIUANYN naidsundasesnadunamuduneud s, fvua

o
2 0w

AUaTEUUARIINAANSNGY Source code nalalamgiianswmintu

e e

@JLL@S%UU&E}J%’@WI Source code review LlavdaRanaIAnIedRaUnARarUSUUTY Source code

TdAn M

g o ok

ez @



10.

11.

12.

13.

14.

15.

16.

17.

18.
19.

20.

21.

22.

23.

13

AALATEUUABIATUANNITINGS Source code HutRInIsidiuntUaandouazidutomiean suu.
mvualrldanuingy

13 1

guaszuudesUadedeyadiuyana (Data Masking) NTativegluszuuuasaunafgisnisi

X2

87U Y

o w ¥

ApuaszUURoLanideyavelinueg1aianu wu nstadideyadiAnyveldau (Sensitive data

masking) tUugu
nsflvesuoundindunldiuiiugunsalinfoun (Mobile device) Widguaszuusniums Ml

o w

131 Undamineidlegaueundindu (Application blurring) LﬁaammmLésaﬁﬁﬁaz&amﬂmm {lduay
$ilva

132 Yednsdminensndeusnisineuaundndy (Application permission) Uuqﬂﬂiiﬁm?{auﬁ
vosglinuniniisndu uardinsrvrunsmuniunisvednsiulssdniletestunisaziingns
Anududivosyldau

Aauaszuudinsnupudeyaiithanldlumsvaaeusyu (Test data) agrammnza Taglsihdoyaasen

nadeu nssdnudeddtoyasseaslasveugndeyasinidvesneauiiuildau wagvianedeya

oEaNEANATURauT T, viun

douaszuuivatenszuuasaumadmiun e naaey wagldnuiieenantuiieannnundes

Annnawdsuuasszuuansaumlaglild Fuoyam wasdosinismuedrdniaddesuuansaumnad

fann vegeu vielinuase Mssuuasaumall ussmsufuusudlussuuasaumaiy

AuaszuuRainsimutuneun1saaeusruUasaumaAnautinlulduase Midlunsaluiuuseseuy

ey

ansaumARNLAzN SR STUUATaUINALY
fauaszuufosiamesensuifuussuuarsaumailiuinig (Production) muduneudl sy, fsun
uawsniiadvmsRadereniiiftelisruumsaumerng 1 faugniesnsuduuazinidodie
puaszuUSaseensu ST liay dadvavsinfadunssuasaumailiiuins (Production)

Y

e

waszuudsemiugualiig Suis Jifnudyyivietennanisiiuinsissyll lneaseunquis

e e @
e

|
o

AuaNuuAUaenYETaUNe LLasmiﬂﬁﬂ’ﬁmu{?umauViLﬁ'm{l’mmq 9 91 59, fvuald
Aauaszuy dosfinmy psvaeuT eI ietufinnsliunsvesyaraviemisnumeuenitliinisun
whsnumudyidiegaiiae

fauaszuy dosqualimindauamsaumaldiumstigainyuasdenusunuaudioinis suadasd
nstuinUseiansvihnuiaund nMsthsednm LLazﬂwsﬁQMLL%uqﬂﬂsﬁfu 7 g1saLAND
Houaszuvasdedavodimvesssuuasaumeni seiuanuguussussivingd (Gitica) uaeseiuANLFULSS
sedfuga (High) iavmnrauthluldauaia (Production) si¥eriouidy Go live Inslamgszuuiliuinig
Hasetiedumedidn (ntemet facing) warsvuufianuddysenisaniurures su.
Hauasruuiesfiorsandonld Version wes Software fail

§ 5 o

e @
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23.2
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N3N Software WL T TUNTIAMIATDRAILITLUU LA I NANTATIVFOUT R ILATHANTS
VAABULINZIZUUNIUTZNOUNSRANTANAAEBNNesTuTes Software dae wietestulylviAn
FodwiiusaduiteannszanlunsUngesluiiug

nsaldu Software flaiwethunldanliidenld Software asduagn
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n1satuANNsidfeszuumalulagansaumd

[

ngUszaen

v o w

" iemduaumsinfesruuinalulagansaumaneuinisimueans dvualssinnvesteya dna16u

[
=2 o

AYWEIRsoRIAUTUAINAUTRITaYA SERuTuNTdnds naiiddld wazdeanisnisidings Vil

D¢

L)

Wemuauuazdeaiunsidnie n1sasd uaznsuiluszuvansaumaves sy, Tnglalldsueygyn
{Suravau
" fauassuy
" wereya
"l
31989119537
" el 5 MsAuANEdd (Access control)
" yaedl 8 Anuuataenfudmnsunssiiuaiu (Operations security)
" nadi 9 mwmﬁumﬂaaﬂﬁaﬁm%’umﬁami“ﬁaga (Communications security)
wuaUfUA
1. msmugunsifiassuuansauna (Access control)
11 Weesdeyauazdauaszuu desimdudmundys lumsidnfszuuansaumna (Authorization matri)
fmnzauuazasaadesiumthiianusuinvouesglicu uaznumuiledinnsuasundas
1.2 Wwedeyauariuaszuy fesTiuiuiinunsyaiumseydd (Authorization level) nMsidndiasyuy
walulagansaumne
13 @wedeyauaviguaszuu desdalitimsudsusnmhiirnuiuiinvey (Segregation of duties) Tu
msdfsszuumaluladansauwmeeg nawsnzay Wy fmsuduenmifissrnensudemaszasinng
dhfauagniseydPnsidnde sy
14 nadlvesweundieduilinusugunsaiindoudl (Mobile device) fauassuudasufin weil
1.4.1 111'6)1,;iymiﬁqﬂﬂ‘iiﬁmﬁ'auﬁﬁﬁiwuﬂﬁﬂam’ﬁé"laﬁﬂ (Obsolete operating system) LUlE U
weUnaLedu vievnneyaelildusmsldmstiinnsnssesiuiiieanmmnded s, axlé3u
safsannansenusedldaumumumIzay Wy Mafiuasnstususinu Wus
142 ldeugwligunsalfifinisuduusamsdndassuuufifinig (rooted/ailbroken) iildau
ueUndiady Wieanmundesiglivszasdfamnsadnideyaddyvosltonuazaziia
vievanidesnnsmsmssnmansiunsasaden s, Awualy
143 lioyanaligldanuldueundindunesdudining swa. dmus ielvueundinduiing

SnwanuiuasUasndodulununnsgiures swa.

N
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JupsuUfifiienisdninudeya

Y

£ (Y]

esdeya dauaszuu uazdldan dosfoR il
151 ulsUssindoya deil
1) doyauaransaumadmivatuayunsdadulavesiudms 1iud deyamsaumand
anuddndeiinusnduseimidesinnuetiddnddafioUstnounsindula
Weuleuty Myuauleung kagnITIURUTBIEUSINTIEAUES
2)  YeyauazasAUmARIUAYLIBENSAanS (Strategy data) kN Teyauaransaumeids
Armaiiieaiuayunisiiunnuiushauazgvsmandues vy, Iussgdimng
swidoyafmeunsungsuuimanisuen
3)  doyauaransaumanaliuayunisufifenuyszdn (Operation data) léur Teyad
atfuayumaiawluves sy,
152 daudsszauanuddguestoya senlu 3 sediu fie
1) douafillsviueudfapnn mneds doyailddmivatuayunsindlovesiuins
2 deyadillsziumudfaiunans vanefls deyadildufiRnmuamengun wun neq
viserheneluasdng
3)  deyaidszfumwdidylios nuneds doyaiinidnau/gnirenielu s awise
dhilesuiulavseanunsaweunsla
153 dautshdutumuduresdeyanud sviu. fvua

1.54  ILUISEAUTUNITNDS

Qe

(%

1) s¥aU

o [ %

W wSuuIng Whildldnmudunanihfiuagasanlasuteuning

e 2

[ o

2)  sivtudmiudUuRnunill diiweyanildsuseuvenemugunavtiin

Qe

(% o

3)  sgautudmsuduassuuvsegilateuning HanstunsusmIInnmsseuuwasidnge
Joyafl A sULoUNUNEAINEIWIINTNT

LN VDITRYALAZHAUATEUUABIAMUALIA NSRS TEUUA AU A

¥
[N =

Hauaszuudosdingesmimsidniassuumalulagansaunanuyeanig fadl
1) A3enenglurey T

2) ATRUIWALUDN TN

3) setneduiidnlil 1y sruueSevedoasdeya GIN
fauassuusiatifugua Default permission wedlld (File) uae Tnlaina$ (Folder) fiasnaulsid
mssinanslunsita

\WURIVBYAUAZA ALATEUY ARINATNTanInuUAIg 9 NilHan N rineduneItosiunssnm

va ¥ o

ANLTUAIUaRASBATAUWIATEY SN, WU WIzaTyald Termunnengvane denivunludeye
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waztoruawueuunasndedy q Wudu Wetmuadninisdfensaumauazssuy

walulagansaumnaves s,

110 1iwesteyanazdguassuu desiinisaoumuanslumadrfsssuumealuladansaumaogng
avhuae wiowafinooudviidlewuudviitlignieswnudvs lumsd (Authorization matri)

miu‘%mﬁﬂﬂqSﬂ?’ﬁﬁﬁﬂ%ﬂﬁﬂ%’ﬂm (User access management)

Tidnsmuaunsamadeuliou mamsdamssimin msuimsdansavinmsinussuumalulas

ansaumA wagmsvumuavisnisiindevesdldo

2.1 m’ﬁawuﬁﬂuiﬂ%}ﬂ’lu (User registration)

211 fouaszuudesuimsianmsuazmunndaddesfldan (Usemame) fliiinsldandadde
fldanudniu il Tudiuveswinau/gnine svu. Wimusdefldau (Usemame) anu
inpspuemvanedidnvisednd E-Mall) Mdluosdng

212 Wwesteyasealufeysifinisairstadildnutinsn (Temporary user) wazdiosdnin
Franamsldnumiisuiu

2.2 MIVIMTINNTIRANIU (User password management)

22.1  fauassuudesimuasiaruuutiasleglditnsdy waeTsdulviinswasusiann

A

o ldeutnldnussuuluasausn

222 fguassuudiatvunnNuevesITaRY Heil
1) dauaszuuiianuendediedes 16 wiin
2)  gldnuianugnegraiey 12 vidn
223 gouasvuudesmuualiiinistuduiinuwuunaietdade (Multi-Factor Authentication)

ATUANULUNTEN

Q

£

224 fauaszuudesimvualvsiainuiianududou lneusenaume @enus duav wasdnusy
ey WU @2) 09) (@, #,8&,“, % =<,>,%,5,+, 2 10udu
225 fauassuudiostmualifininudsundassianiny feil
1) fauaszuudeatdsusiiaiugn q 3 ey
2) fldnudesdsusiasinmgn 9 6 e
3)  flfudeszuy (System account) TiiIsanwasusiasunua LAY

226  gHauaszuudesmvualiiimsithsiadeyasianulusyuy
227  HauaszuudedalilnsaunusiauegedueIn
228 youaszuudesdndedydverldanu (Usemame) Lagsiian1u (Password) Adgisn1si

.
)
©
o)
)
e

229 HuasruufeInIuANguaszuuufuAnis seuugiudeya wagsruuuasauLneA
(Application) MdauTadildnunassiaruegradune Tnebiddddamedauaszuud
I#suaynainy

2.210 fauaszuudesimusismsiensyuumstuduiauiiuaende Wy nsdifidusiasinu

=t %o%w b
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2.2.11 gauaszuudesmuualiglduinis ldsiarusgadunslasndy il

18

[

nstwaUnawmTunall

1)

2)

3)

fvuaeNEITTERIUDE1ates 12 dn JsUsznoude fidnus fiay uaz
Snuszivee Wi -2 (09) (@, #,&,“, % =,<,>,%,$, +, ) Jusu
swasudesliidudiiaaanldde wu dmisglunauiynsy Je-uwana
SuifoudiAn fieg vidowveslnsdmst iy

ivsduliuAsusiariu fetaueg fuamuadinslalumsdsusiariu uassuy

Assossumsasusianulunsddng o awisnsivasnsy

nsdluaundwnduildnuriiuginsalnfaui (Mobile device)

1)

2)

Arvuasian1ulaeld PIN code wSosWan1undudou (PIN/Password
complexity) Tnensel PIN code Aaslasianu 6 nanauld
LideAulviasusanu vedvueyiuanuadaslalunisiwfsusianu wag

szUUAossessunmsildsusiannulunsdlang o meisnsivasnde

2.2.12 dauaszuuuazglteusadddsviariiuegiauasnsdy Al

1)

2)

5)

Fostmuasiasiuiliasnsarmnildie Wy dieglunauynsy “querty”
“abcde” “12345” Fo-uwana Tuieutiin fieg videieslnsdwi Wudu
Aesldldnusianulaenssuiumadildnuleedaludd laun n1siuned
“Remember Password” tJusiu

FoaAusiaruliidunuduianizyana Liamelgdusunsu uadll
faisvianindudnvazlome 1wy Ranisiar el aumay s
#oslailiva TP eflsmuazsiarusiufuiugdu wiyddedldnuazlszy
mssygnnidesdedldauyanatuin
FoaAsundassiarudledimsudaieuninszuy vieasdoirsianiuaiilng

UAAADY

MIUTIMIVIMIAWT (Privilege management)

231

232

233

@

Y

o

AUaAuTudesdmualrddunsudjifdinsunisameidou nsiinaoudns n1s

Wasuulasdnd wasnisnumudnsvesdldiueganduaednualdngs

Amuadnsiunzauiudldnunuanuindusaraenndeafivniianusuinveuuas

v @ va = a a £ a a £ 14
Faiulse R (Log) Msawmzileu n1sidinaeudns waznswisunlasdnsvesldnu

W10 eYAkAYHALATEUY fodnlvinisAatuaNtazdindnslunisidaussuuniy

Ay dulunsidauvingu

1)

)
3)
)

s,
¢

avislunisas1adeya (Create)

s,
¢

avislunisenudeyanseisunateya (READ)

o,

a a

avslunisusuusateya (Modify / Update)

avslunisauteya (Delete)

e @ O G b
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5)  Avdlumsueumnednslunissiiunisun (Assign)
6) avslumsiusesanugniesasuiuvesieya (Approve/Authenticate)
7 lifans
234 iwesdeyanaziquasruudeaugoyiinslianiifieirfearsaumanieszuy
weluladansaumele 9 edhaduarednwaldnes
235 Wwosdeyauaziguaszuu desdrdnd naugldaudiviuiduglsavsaugldmlidos
flammnaeavanzay
236 Wvaddeyauasauaseuu fesdndnssezainsidnussuumaluladansaumeaves
¥, uAvtheuneueniidiufoRausuiu s,
237 iwesdeyauazdiquasyuu FesdnliiimsnennsunieiUdsunuasaninisiindeiud e
Flénundon Wasuudamihfiauiuiiarey Wasuudainisinsau vielifininy
Sudulunsldauszuumelulagasaume

238 fauaszuusesauniessiunsidauansvesldauniniussuy Default user) Tunsaliid

ey

ausudugesdnudessmunsiariuegiunasnsty

2.4 m’ﬁ‘ﬂumuﬁwémiLﬁ?ﬁd%aﬂ@%}mu (Review of user access rights)
241 westeyauaripuaszuu Feasinsaeunudvdnisidrfwesldnussuuide sv. i

mswasuuasszuumaluladasaumanielnsiassomng

242  fuaseuu dedimsseumussessiunsldnudn@d i aunlila i nuiu 180 T mngldem

i
Y
fosnsnavinlduazfosduduinuli dvv. nsu el syezanfldlalduve sl

[

Hldaue1az Ul AuLdar SEUUATAUImNA
3. mstlesfugunanifilsififqua waensmusunslifidunindasaumad o liluidlivasnd
3.1 miﬂmﬁ'uqﬂﬂiﬂimiiﬁﬁg@,l,a (Unattended user equipment)

311 fauaszuvdesialitinnsmsdmiuesfusyuuneuimes szuueietnsdeanstey
wagszuuwmaluladaisaumnd lnensiinuaaA1ueeszuu (Configuration) Tiidin1sden
iheedmiugunsalfilifiwinsugua viedengunsniogiaue

312 gldnuuazvisnunisuen fesdenniaesaludmielifinisldauszuumalulad
asaumAves Sy, muszezaniiimun lnedesinutinee (Screen saver) 8nlusd
vdsnilifinsltnueesfiaesuszeznannunii 15 il §lfnuasmisnumeusnay
Tusslsidedinsldsiariuiignses

313 fldaudos Log out sennieiesneuiiumefiflelienuddudownsiiariemeniinnes

314 fldsnudesdesiulailigduldaunsal Wy ndesddvia tasesdiutenans desaunnuy
wnanstaglilasuousne

s

32 mymuasdunindasaummaymsldnussuureniimes (Clear desk and clear screen control)

o Aaa @ ]

321 FUunasnmusbilySulaeulimiguasnnmnimssu - damnd vizeasmsnedn - een

322  gldnusdestesnainszuunsuiiames (Log out) il iWednusdesdesnislngliildaua
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323 gldnusedaiuieyadiAguensiovnn waslesiulifinnnudaensdeeganeiies
324 fldnudenitenarsesnanniadosfiuniviufiifuinuade
NSAIUANNITINEUATEUY (Network access control)
Tinsemuaumsldauuimaaietns mamuaunsiigatdseudmiugldauiegaeuen sy, ms
PuAuMsigadfmug Unsaiuued atne mstioatumesn (Por) AlddwiunseaeulasUSusssEUY N3
WUALBNLATEYE (Segregation in networks) BEILUNIZ A mim‘u@m’m%amiawmﬂ%a*m WaznIT
ATUANNITIVUALEUNINUULATEUNY
4.1 msldnuusnmsiesetng (Use of network services)

4.1.1  HOUaTEUUABIATUANNISIHELNTUNUNITEUULATRY BdBa5TaYa (Network diagram)

53felAseasne IP address ¥o53UU Uaziipgunsalansaumeawiglilasusugnvie

WBUNEUBN

412  fguassuudiosmununslifnuszuunienedomsioya Wetesiunsidifeszuueiots
domnsteyauaziinsvessruuinieriedeastoyalaglaild Fuoygn

413  fguassuudesmunumadensioriotnameuen wieltnudumesiln Ssoradudesmals

migusueniIfasaumnaAnsaszvumalulagasaumaves sy, lnedilasy
UM
4.14  glinudeudnnudszasalunisveldnuuinmsiesetioun dvm. waganansaldusnis
w3atnglindannlasunseydiiain wnm. uda
415 o dedldszuuiaietedeanstoyaiieduromdumsiangszuu (Hacking wiens
aunuadlmivessyuulnedlisuau e
4.2 miﬁqa}ﬂﬁ’mwmEﬁ%’ﬂmﬁag_jmﬂuaﬂ ¥, (User authentication for external connections)
Hauaszuudestmualiiin13igaufInuNIuIEUU Active directory 989 s, fouauy1ali
dauilognieusn s, Whldauedetionasszuvasaumnaves sy,
4.3 mﬁﬁqﬁ]ﬁé}’amummqﬂﬂsmﬂuixwLvﬁaﬁu’waﬁamiﬁﬁaya (Equipment identification in networks)
Hauaszuudesimunlitimsfigadinuesgunsafluszuuinietedeansioya leud msnsraaeu
MAC address
4.4 msdestunesailidmsunTiaaeunarUSuniaszuu (Remote diagnostic and configuration port
protection)
Fauaszuudessziuuimsuaznese (Port) Alifinnusndudeddduuaiesnoufiamesuie

aunsalASeINe

]
17 £

4.5 l}uJQLLaix‘U‘Uﬁlaﬂafﬂ@?\‘i’iwumaﬁﬁfummﬂ‘gﬂ (Instrusion prevention system/ instrusion detection
system) U093 UULATEVY

4.6 MIULLBNLATEVIY (Segregation in networks)
4.6.1  HAuATTUUARIIAMAINISHUIMENIATEY IR INNGNYR I LY visendurassruumAlulad

a1sauwme Weauaunsldnuluusiazinevisgosag 1munza lngiansnnanay
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Aoanslun1siinfateya seAuaud1AyveItoya SIUTINITRIITAUIAIUTIAY
UsyAvBnn wagnanszunsinuasaenfeduiolud
1) fetneiteygalidndennmeusnuagieietieildnegly s,
2) n3et1sueundindu (Application) Aflarudrdyfuindetnedu q Al
ANEIARY RN
3) isededmiuAsedliiuInig (Server farm) Aui3etnsvesdlday aasiinng

Anssgunsaifanunsaudauenia3aviele 1wy Firewall 38 Switch fianunse

WU VLAN b9 iudu

4.6.2  Houassuulsimuadunsulesetieidien ediamaditsseglnaluiamsinietie
ALY

4.63  Heuaszuudedsaal (Configuration) UnsaiiAsedne Wi Firewall w38 Router dilviananse
3

Uimsdamsnnmeusniaietneld Guudlunsdignidudsdedlaiunmseygnnanggua
spuupihii

m'ﬁmuqumiﬁammmqm‘%aﬁd’m (Network connection control)

471 fouaszuudesiriiansldouedevevesldinlunsdendetuinietsves . 1y
Router 3a Firewall tusiu wousiafndaszuuaunuiiiondunsosdoyadisu - 41 1oy
Web filtering, E-mail filtering \Judu iievhlnsdeuseiniudasase

472 fguasruuiesinga Firewall szvinaedotneves s, Auiedodianeuen s msfinds
Firewall fasfinnsnniFossasielud

1) msdeeiun1sasnasanaieuen desgaimuslildidunisiiiag First tier

'
o

frewall Aiflanusiunsdasndoiiiadesfunindduasaumeaves sy, uaz
Tnssasitugruiifaruddyanmaddeildlésueyge

2) Firewall fosszyianunazfigavdnuvesdldaunouiazliansnnsdife
Suwesivla (Interface) Hion15UTM3eANIS Firewall

3)  Firewall Hosiarnlifss futyBglfnundanniinuneeuiiondigszuull
duda 5 af mssnidnnsssiudesdudunislng v

4 oy wliigaudinukun1eBumesivg (nterface) 1133AN135 Firewall 311
svylna (Remote)

5 gildunisuouminen dvn. winjuiitandfesiddsunisieddunay

Uaoanguy Firewall

6) Firewall fossaliufinmmmsaiduanusiunsannsie
7)  Firewall Fadléunisaeuvnu nageu wagnsiadousaLaye
8) Firewall fosgnuimsdnmsriumenisinsedoansitiimsidisiia
9) doslarinsuazwesn (Port) Alusnududesliuu Firewall
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10) Firewall Ussinvigowifing (Software) fashnssuuiaiasnouiameiuttiouen
AN
11) Firewall fiasaruisadeoaiudaiesainnistaud DOS (Denial of service) Lo
981918 Ping, Sweeps 138 TCP SYN Floods tHudu
12) Fosldinesduresendus (Software) Firewall warszuuufianisiiinves
Handausdslinsatuayu
13) fgua Firewall fosdnaudoyatedlvianngliuinng (Vendorn iedumsiu
§17813 115 Upgrade wazusind (Patch) sy wazdesindausind (Patch)
FavuafiAeados
473  fpuaszuudesfinga Firewall Wiioutusn Zone T#iinnsld DMZ (Demilitarized zone)
Tnedesfinnsnndosuiolud
1) in3esnenfamesusidefliuinssiudumesidn 1wy FTP, Email, Web way
External DNS server 1{usu ﬁaﬂamﬁg@gﬁlu DMZ
2) mathfenszeglnadosiigatifnuil Firewall Wieruuinsiieglu DMZ
3) DNS Servers fadliaynnlifinisuaniudsulsu (Zone transfers) Liuusiiivg
iy
4.8 MIAIUANMIAMUALTUNINUNLATEYIY (Network routing control)
Hauaszuufosmuaumsivuaidunsueierisiieliiulainnsdenseindosnenfinmes
waznslaisuvosmsaumauuedorts nefinalalumsasiasuiioguatsmsuaziunisves
nsidiewsio Wy n1smuaslag Firewall vide Proxy s
NSAUANNITINTSEUUUURNNS (Operating system access control)

¢

Tilinsarugunisidifessuuujoanisediaiunaasnds n1saiuaunsssyLazigaddinuues
e MsmugusEUULIIsiansTaRiy msmuaunslFaulusunsuussnngiiaa (System
utilities) N13AIVANNSTUUALIAINTTIENUTEUUIALUAgENTAUIA KATAIUANNITIINATEELLIAINTT
\Feuseszuumaluladansauwme

5.1 sﬁgumauﬂﬁﬁmum‘ilﬁ’hﬁdSzuuaéﬂﬂﬁumﬂaaﬂﬁﬂ (Secure log-on procedures)

511 fuaszuu desdaliiinismivaunisidrdessuuufiinisegratunsasadslag
funounadigsruudesdamedoyaiientussuuliiesfigaifionanidsdoudlals
$ueynn Geduneuns Log-on Fosfiansan weil

1) mnnszuaumsdngssuulidnsa szuusedliiuanidayavesssuuiousundiaduy

(Application) Ml¥a1ueg

2) szuudesuansdermuideudlinuinannsndldoueioneuiomesldanz s
Avisuvintu

3) mnnszuumsidngszuvlidnse szuudedhivansdoyaiiannsaszyfmuves
s7UU Wy iedetefilinu amuiinwesssuy vieTaintoweufaumesusiine Wudu

e (O G o
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5.4

%

4)  szuudetliuansionnuidamamnveansidigsyuulidnsa wu likanstonnui
Uny@gldauiin vise saruin Jusiu

5) hudhgszuunndydfldnudiuyanatiisifuainniimis Session Tuszuy
Wiy

6) sruudesirfnsuadidumamesmdngeruuilidnse wasdosiiansandeuly
soluil
(M mafutiufinnanisdngszuueiidsauasbiduse

Q) MNTTELIATUNSWN MaUsTUUASI el

(v)
(M) msFansidousio
(@) mauansdomuifouiivinsvesipuassuuidiedinadrgsruuiusuiunds
fidials
7 ssuudoaanstu e lumadhgssuuiidisaluaditeu nieuststuiinduauady
fnengundlaidisatusinadngssuuiidusdluaditeunesldnu

8) szuusedlidesiaruuuy Clear text Huszuuledotiedeansioya

9)  fauasruudesimunswiuadaivenlnldsiaiuinldliiu 5 e
NssEywazigauinuvesldau (User identification and authentication)
Hauaszuu desdalvigldanuiivadgldauvesuazynnaiiieldfigaddinulunisidifesyuy
waluladansauma wazdesldszuumaluladarsawnaiasddinugldaulunisidnbs
seUUUUANTS Iner1ussUy Active directory %se Lightweight Derectory Access Protocol
(LDAP) ynads wieutstufindoyanisdnd
nslfrulusunsuussameian (Use of system utilities)

Houaszuu desmunumsidemlusunssuinngiaauusyuuii¥auasa (Production system) #iail
53.1 fesdnidydlusunsulsenmgfian (System utilities) Nwldanu

v
aaa

53.2  mnuaanusuiayeulun1sldlusunsuuseinngias (System utilities) Wiags1en1s
st etaaunarieaslifiistemauiiiofiouj i

533 Ifinsfigeddanu uasdmuadnslunisldaulvsunsussnng fidfamgnguaui
i fifuRnveu

534 fnstufinugnisal (Log) msldaulusunsudsunngfian wasdesaaunuanggua
szuveathaaiae

535  fowhmafinoouniessiulusunsussiavgianildsui

MsvEaaINsifnusTUaITaLImNA (Session time-out)

541 fpuaszuudiastisua Session time-out vesszuumaluladansaumedlsifl msldnuniely
syezaan 15 W17l Wil rszuuitlianansodaniaidenseuvusaludf@ls tuuelild
Tsunsuinthaefidedldsianinuniofmusliiinisdenuiioe

502 fguasruy wasdldou Feadsenldilusunsuinuinefidasldsiaiiudmiuinias

U Y

ABNTIIADTAIUYAAS LATBIADUNIADTUUUNANT UaztATeIARUNIABTuIYY T1all

)
st () S s ab
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TUsWNSUNN VLN NMUA LAY ausaNUna I N AT s Aamsaensna 1B leelddins gy
I3 a
Wuan 15 U

55  A1591N0SEELLIANNSNRasEUUANSaUWA (Limitation of connection time)

£ £

551 fuaszuy desidnszeznalunindousessuvasaumadiianuddags Tnedos
Assreznaiddulunssummsiidumemagsia o svualidldamildluganm
yn5989 Tl 08.00 1. — 17.00 U wandensaiieldnuldndoyliifu 3 lug
552 ldaw mnfimmsduieddauuennaiitwusdemeoysfnndswusapmitu
6. MsmuaunERdUsknsIUsEendwavansaumne (Application and information access control)
Tinsiansidideansaume uazmsuenszuumaluladansaumaninrwdfygdlsluusnud
AIUALLANTE
6.1  MsAANsnfsansaume (information access restriction)
6.1.1 iwesteyauaziguassuudosimunansnisididaungldaumiidndudeddlunis
UFtRnu TnensiiavsdesinsuiluFestselud
1) msdrdnlldldiadon (Options) lalssusygn
)
)

A53ANN5189 Command Line

N

3)  maiamatndseyauaeilandunsidanuueseundiedy (Application) iRty
wihfinnusuiiavey
1) m3drinszsuanslunsdnidlng wu suedaden s
5 N1SAIVANNITLANTIE N1sRedeya N15UNTLARRNIINTEUVANTAUNA (YU
191 1Jusiu
6.1.2 1¥vesdeyauazdguaszuy msivualiiszuuasaumasosiunisimundnslunis
Wndlanuungula
6.2 MIUBNTTUUANSALMAT 8N 55UmIL (Sensitive system isolation) Tisanszyiusienungsilve) viiesvuy
ffemudAgyseniieauy Fosndumseeid
6.21 Wvesdeyauasguaszuy uenszuudshisenissuniueenainseuudy 9 uarAIUAL
annnasuesszuulagianiy lawn seuu File sharing S¥UVANTEUMANIINITIEY
uagszuy Active directory Tnandnidldfagunsainoufinnosuazdoaaiafouiiuaznis
UfuRnuanneuenasdng (Mobile computing and teleworking)
622 fauaszuuesmunugunsainoufinnesuazgunsailadoufivaznsujiauain
AeueNMEY (Mobile computing and teleworking) fiigndasfiuszuusang
6.23 ivesdeyaiduivessruvansaumaifinnuddygediesduiounn lunsdiiiszuy
anseueidrdfngdenusdusioshnus wiussuumsaumeduiitiensd deyeend
7. asmuANMSUURIuIINAguen s, (Teleworking)
71 dauaszuusestmusliiimsfigaisauneunisldau uasdeuderudeamsifaudasn fei
fwaluladidsiadeaniu

é/ﬁ/@/ S‘oﬂw&jﬂ
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72 fdauaszuudewinisaennsudnslunisidifesldnuninatsusndinau Weasuivun

=3

TP IRAMIVEDUY
73 gldou windndudeadinisufifauainatsuendiinauves siu. deslasuniseuginain

U

Adsdutyegraluaednuaidnes lunsdlissduanunsadliunsneu tneudsbigueduday

Sunsume negUsdudyndesiansaniteulelunsnisunis daseluil

1) anudueslasndennenmkazanInkIndoNYaIn sUJURMUIINAEUDn SN,

v a

2)  enusiuasasafonisnisdeans Inednansesunrmdndny (Sensitivity) vestioyaiias
gnidrfsuazdanudomnsnisidousiedoans (Communication link) s3ufssesy

AUEATY (Sensitivity) Uasszuunely Tnal.
74 fiWnudesdniuenasiiduanudulugUnsaifidenlsuaziinmsmunumadids Tneldvdninasinng

Shwanuduuigivansaunanegludinauves sna.
75 Jldau desdaddusunsudesiulifauas Personal firewall dmiugunsaldiudnldideuse

LAS818VDY SV, INABUBA

v v v 14 a

Jedutyn desprunumsldauteyadiuyanaliinisldnuiiasnndesiunguane wsesydayad

9
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daun 7

nsauAuNsidfsszuuasatigliane

IngUIzeen

=

" e muaninsnistumsaiuaunisidniiassuuesetislans (Wireless LAN) vaa sily. lagnisiiviun

I3
a a

avsvesldanulunsiifsssuulivingaumuviinenusuiaseulunsuifen sauvsdinismuniu

Av5NsnDensEELD

" fleaeenusiunsUaendsvesmsltamszuuiiedieliane
KSuRavau
" fauassuy
"l
31999119537
" el 5 MsuANNEdd (Access control)
" yunadi 9 f'mmﬁumﬂaawﬁaﬁm%’umia"ami‘ﬁ'ayja (Communications security)
wuaUfUA
1 fl¥nufidosnmsadnfeszuuiaietiolaisves siu. desasmzidourugguaszuy uazdoslddunis
augn1n W, egruluatednvalines

2. HpuaszuufesiruaNnsgIuauUaendevesssuuiasedieliaelininiiuinsgi WPA2
Auassuusetameideuiimuadnsgldnulunisidifsssuuieietngliaeivunzauduning

(SN
e

AusuRaveulunsuiRny sauiansnumuansmsinfsedeadiaue
4. Hauaszuudemmeileugunsalnndnldfaressuueserielane

4

£%

fauaszu dosfmuniuianisansgunsal Access Point (AP) lailidyaavesgunsaisaluasenly
uenuinauldan e deafulalliglasdly Access Point (AP) wes s, 3u - dedyyaailsl

6. fauaszuudendenlddddfmneausuiuilfruuasdesdsaidyyraiilvasenluneuen
visoll uenandmslieeniafiaufianansosuaiisnensunsnsyaevesdyyIne1atisannis
Hlnavosdryaalldity

7. fquaszuuseadsusn SSID (Service Set Identifier) ignimuaifiuen Default snangnanviudinit
Access Point (AP) ulga1u

8. fauasruudeullsudiie Login uazsiarinudmiumsdadimainuresgunsall¥ans wasdauassuy
#eadenldde Login wazsariudiinnuaannldeniiedesiudloandliliamnsammioians siia
lalaedny

9. WAWATTUUABIAIUAL MAC address %E)E:Jﬂsi’f (Username) wagsharnu (Password) maﬂ;ﬂﬁi’fﬂmﬁﬁﬁwé
Tunmsildauszuuedouslans Inseygnaameglinunldsveygalindnliieietnglfaelfois
gndeswiiy

10. fpuaszuudiommaasuanusiunsasadvvesszuuiniedislfansossasinane uaytuiinivgnisal
hasdeiiatulussuuadetneldmemutunoud sviu. fvua

e @ T G ok
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daun 8

n1sAruANMLIBUMeuenuazdldnuneuanidifsssuumalulagasaumea

[

ngUszaen
" iemuAuviisnumeuenuazg ldnuneueniiinsidildnussuumalulagansaumeveas sy T

Wulvegratiuaslaansiy

[

HSuRavau

u ALATZUU

e eXe

Y
v v W

UIAUUYB

£

@2

" mhgnunguen
" gldnu (yamaniguen)
31989INTFIU
" yned 5 N13AIVANNISARS (Access control)
" yaed 7 anusuaslasndenienenmuazdanangen (Physical and environment security)
" yed 11 anuduiusiugune gliuinisaneuen (Supplier relationships)
wuIURUR
1. fauaszuudessuifiunndssninmsdnfessuumaluladansauma viogunsaliildlumsuszanana
Tneminumeusnuazlinunieuen wasimusnnsmssessuvdeulvfivenzauroufiazeysynli
Whilaszuumalulagansaumeavas sna.
2. msmuaumsiiildnuszuumalulagansaunavesmilgnungusnuagd luneuen
21 @wereyadeadufoyanmsliavunmsnumeusnuazdldsnuneusndidesmsarslunsid
Tnusguuansaumaes sy, egradumednualdnus

v o

2.2 sfutywsesimualitinsasuunshidaweteyanddguaziluanuduues snu.

§
23 ffadudye desmruauliiiinsimundennasuazaiuiuiavouiitieddesiuainudss
FruanusiuntasasvansaunaasludygfumiienunasuendiliusnsiuasaumaLay
Uimssnumsieans Tasliinseunguendegiuineng

C VY] v

24 gsrulyydesimualidavinenarsuuunesudmsulvmbenuneueniagdldauniguen
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sympraeuduiidend i nussuumeliladansauna dsdineanden fil
2.4.1  wenalunisveld

242  szeznatunsld

243  msnnageunUasafovesgunsalilionseiniete

244 NN5ASI9@U MAC address UpaAT9ABUNILADINLTBUAD
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ALATTUUABIUIMWIUG RN 9 NAeITeeuindlsauneuaniaggldeuneueniiie iU jiRnu

e X
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fauaszuy dostmuaduneunastesmilumsfndetumissnunisuenddvinfilunsiiugua wie
mirpnuiifsadostunisteduldnguune saufmiaseuiiniuquauasniunisaignidunisld
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e
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IngUIzeen

" lemunumdlienmingduues s Ussonieesneuiiume Suave Unsoied eufilivangan il Wetesiu
msgane deve viegniintiadeyalaglilasuaygn
{Suravau
" douaszuy
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31989
" vaneil 2 gUnsalrouiasefuUUNNINIaEMSUfURNUI NS oY NG (Mobile devices and teleworking)
" ynadl 4 nsuSmsdan1sndndau (Asset management)
" wndi 8 Anuunsaensudmiuniseiiueu (Operations security)
wuAUfUA
1. msldauimly
11 fguaszuusesimuatiydeonduaiuinsgiu (Software standard) fleygalifnssuuinies
AouTtimasvewlii wavdsuuslilulagtuane
12 fguassuudoandudimunnsaidoiriesaonfiames (Computer name) Wity
13 flidrudosinddusunsudmivemuaumslinugunsalindeuil (Mobile Device Management: MDM)
yufagunsaldu 9 7 siu. ldannsoauaumsldaususzuy Active Directory I
14 flinusedinuedeiiuszansamilenuvos s,
15 fldnudedlifindiusunsuiasdndviniuueiesnonfmesunazgunsalindouiives svi.
16 fldnudesmeyynindilusunsuluniesnoufinnesuazgunsalindoufiniutuneud s,
e
1.7 fldudedlifinduarudludisuuadumnslueisoufunesuazqunniindoudives s
mssdunsfnandesiuiumslaegauassuuhiy
18 flénudesdnwnazufifnugiionislinunissnouiinnosuazgunsaiindouiiognsaziden
dielenunsaldauetaasnfouasiiuseansam
19  fdnudedlidaulasudludnusznoudine q vesrenfinmesuarqunsalindoudl uazsnu i
RN
110 {¥nudowudsdenndosnoufiumesuazaunsalindeudiveglumnusuiinreuves dym. 19 avm.
Hudsdunsivi
111 gldmudesdUian Patch uazssuuduanmslivivadoesiaue

o w

112 gldemusaaliaine Shortcut 13uu Desktop Mieusialugateyadfyves sna.
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113 nsdheFesmenfunesuuunnmuazgunsaiindeud ldnudosjoRifaudy fi

1.13.1  #osfinka Application 910 Official Store wiaviulssilausmsrinlusinaea https

1132 Livfuwsinisidndieszuuduinis (rooted/jailbroken)

1133 Tunsdfifimslérugunsaissmmnmluiiansisne fesssyn uagiuiimeuon du
filifinstosiu videliildeglutiinumes sy, Wideafumaitihdilalldsueynn 19u
Lidnmsiwenseuuulanelaglifinsidhstatoya Wudu

1134 Fessuleszimandouine lededdnsziifiedorfusunnenifiannnsnsenunsziiiou
W mMamnanlisinuvsengeaile (Jusiu

1135 lildlunssdifunsiidsaentsgnnasiulagldldsclannnisiivesndnitunietagn
Fuleuld

1136  mslfnudusseznanuiuly Tuanwifiemaseudadesdnefomeufiunosiiiody
niinisdesdnsvesnianeudaldomimiznads

1137 v@ndemislddmievesuds wu vaetinm neduiantinne LCD Tiuses davunie
yhlsiae LCD voardosnoufiaimesuuunnmunnidomels

1138 linswesiuvuntvsuasutuiiug

1139  msedsudieiniesvausiitadeudaldauey inisenaingrunieldudufiaug
suheintedasmsimtnasnimiy

1.13.10 hindeuéheirdodluvaizdl Harddisk Mdwinay
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aziinnsld91u (Compromise) Ingeuaumsitnds wagnsaseumsiiaiesioluldnuedsashiaue
fauasruudesssiduanudssesszuumalulafarsaumeaodiadoslor 1 ads viawdedinig
WasuwUasegalifddey

FTaRu T FeaRnmuKanISATEUNTAURHLUINITIANI5AILEEY (Risk treatment plan) 1T
semnlasina
LLaiswﬁaﬂﬂszLzﬁummLz?"quLLé”Jﬁ“)’ma"wﬁummﬁﬁmmmmL?iHQ5ULLa$ﬁwﬁ%‘nmﬁaammmﬁmmu
unowudl s, Aviun wieurisinsandeidadeveisnmemawuileliuimsves sviu. daduladen
Brnsileananudssdoseuiuanudss dleidenitnsanmuidsuduimsdesinasminensoeig
Wemeritasiiuns wwmnamsasanuides uudldid 3 suuuu leiun

121 msidenlfinalulad Weldlunisanauidssuazifivanusiunsaondvvesszuuinalulad

ansawne sy, 1Wuisndndusealdaulszanamasninginsegraiganalunisaniunisg vy

e

eeXe 2 e

D

nsidenligunsal Firewall snniwmilsndndaslunmsdestunisidndaaiovieiiddn ansld
gunIalaunimnIsa w3e USB Token lunisasavasudududinulunisidildnussuuainnieuen
iy 1usiu

122 msvfuidsuduneuujid deseaniuutunoul foRlmiasanuuazarusadnumanuiuag
Uaonfevessruumaluladansauma s, 1A%y Wossnuuuduneuu foalmiudadesdinng
fimsaearunzay erudully wesduimsdeadudoyddliimstulidunonufos
Tyl

123 fouaszuudesudstuneu fURHLAL 0 suSedevaty sanfedeadniineusudldaud
Aeadeuielaunsaufifinutuneuufoalmildesenuiuasiiussansam

NINTIABUANINUADANEYDITHUUANTAUNA
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132 fauasruuiemsindoussuuasaumaiiaefedimauudsadiofinesdulml (Patch) saniatayad
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uasudlafinzantusedidy

133 gldau gauasruu waznilsauniguen destuiiniagsngnutesdnivieynseula q A
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ni 9 anudualaendedmsunisdeaisteya (Communications security)

wuIURUR

1.

Y

sty desmuaulvdnisdaviiuleuis wazduneunisufufiiedesiudeyaansaunaniinig

Do eXp

doans vidouaniUAsususruumsaumalizaumussdutumuduioyaasaume mudunoud
¥y, Avue

sy uazivesdeya desmunulitimsdnvindonnastumstaniasudeyamsaumaseming
BIANIAUYARAVIBNUIBIUNIEUBN
Hauaszuusauanidsutoyaasaumadeuaniudsuriutesnsiivaonsis 15y Web Service A4y
Wuluslaaea https

dauaszuy desiinnstestudeyaansaumaiiinisdoarsiusiudeyadidnnsedng (Electronic
messaging) LU aAnNeBi&nnsaind (E-mail) 38 Instant messaging #a833n15uToNIMIN5T
WinTa

auaszuy desdastudeyaansaumaiifinisuaniuasulunsyimnduddidnnsedind (Electronic
commerce) AT BARuImesas s Wedliinsdelne avdedyny viedn1siilva wie
Joyaansauwmagnuilulaedilisuaygyn

Jauaszuu dosllestudoyaansaumediiinisdeans vieuaniUdsulumsingsnssumaseulatl (Online

transaction) el lidn1sudsdeyanliauysal dedeyaluini nmsiilnavesdeya deyagnuily

Y

WasuwUas gnvieilvl visegnadsinlnedlasueyme

fauassu Fesmuaumssudsdeyamsaumafiotiosturufionan el
7.1 annallslanysalveadeyaansaumedisu-ds

7.2 msdideyaansaumnalngavingUaeni
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Weliimaihsviadeyasg mnzauazilusvdvsnalunsuntesmiudu Jesiu melaeuulasleya uag

AIUANANILQNABIVDITBYA
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AuaTEUY
\Wvesleya
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" el 6 nswsiadeya (Cryptography)

wuIURUR

1.

o '
o 1Y) =

Wivestoya fedisa visensldsiariudeyadidinnselindvesesdnsnussiutuanuduiiedesiu

1%

ALITEAVBNEY sussleudndienssnyIATNEUTEINIIIVNT WA, 2504 UaTALTUADUN SN, fVun
Wvesleya Hauaseuy uavd I nudesjuRmussilouivenmsinmenaduresmes s we. 2544 Tuns
inmsdsianldiudeyanduemuduazsioddisnsdhsda (Encryption) Mlusmsgiuana

1%

Apuaszuy fedldIBnaidnsia (Encryption) Mlusasgiuaina windesnisldguuuunisidisad

v A

WU eliiuladndunewds (Algorithm) Allunisidrsiatuianusiunilasnde fadl

Uszimnayua / 38nsidnsiia inauTium AUE1INYUD (2E149108)
NEYLALUUENNIAT (Symmetric) AES 256 bits
NEYLALUUBEAUNINT (Asymmetric) RSA 1024 bits
A5 Hashing BCrypt Cost Factor 10 3uly

ALATEUU ABIINTNUNIUTURDWTT (Algorithm) wagAu1veINwaniisiaetlaslay 1 ASS

e

=

wialvgsaunsasnunigernuduaslasnse

AUATTUY Aesimualriinsuinsdanisnauanldlunsidngia fall

e

1 msafenguasiaaisnssitluanunniunsmstdesiuanulasasie

;ron

2 diefimsasinguasianilunaguadu (Private key) amsdeweuliiuldivesnaualaenss lne3snas
NUasnde
53 posdabidnmsiuduiin Log dien1snsadeudmsufianssusne o Anedeaiumsdanisnauasia

ALt msshwianudasadslunmsldnunyua dsll
6.1 hunguasialuanuiivaends wu disde vsedetuiiniivasasde wavlifilasanunsadindale

e O 5 G sh
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dlelinmsTunaaanstsae (Public key) 1Y deuldnuasiesiigaunnugnioswenyiaIsI s

(%

lngapunuiugdisensivasuiugumilunisfusesnnugnaevesnyuaaisisue (Certificate

authority) Mi@etielaliiu

mupunsldnusazdaiungualigenadosiunssneanududeyanun swy. fuun



a7

dufl 16

n1sugunsaldausiaunldeu (Bring your own device)

IngUIzeen
" fiemuaunsiigunsaldiwsiuidendeviednfeszuuansaumaves sy, Aldlunisuinisdanis
spuvarTaumAves sl vieUfoRauly W, dediedestuivanauiienssziiaduiussuy
ansaumaves sy, sudaiietesiulilideyaves s, fian1slua
{Surnvau
" douaszuy
"l
31989INTFIU
" vaneil 2 gunsalouiaseSuuuwAmLazMsUR TRmuINszesing (Mobile devices and teleworking)
wuaUfUA
1. fauaszuvdesimusnuantfivesszuuufoRmsvesgunsaldusiioygeliihudeseniedii
syuuruansaumaves sy 1 Tnedeadussuuufiinnsiliddrars (Obsolete operating system)
wazdalgsunmsatvanunisldnuandiveswdndum
2. fauaszuudesdinnisidendennszuuufiRnisveseunsaldumiieyyielithundensevieidnis
STUVUANTAUNATDS TWL. LAAN15a1ad8 (Obsolete operating system) #3aL91909HdR S auailal
atvayunsldauusa
3. fouaszuudesiininsnislestuiaud uaznsiaasunisduian Patch ostuvesszuuUfUannsh
Wvasmanfungslinsatduayunslda
4. fguaszuudedlioynneliigunsalfiimsuiuussnisidnfessusuiRing Gooted/ailbroken) snidoxsio
V3RLENSEUUA TAUMAYDY TUY.
5. fouaszuudpsitueniatetnevesgunsaidiumifituideusevieiinfeszuvansaumeavos s,
6. flirusinsiariusunsudesiutoursmuitoulad sviu. fsua
7. fldnudedlithgunsaidusiiidafueunainduuen Official store undeusenioidndssuusu
ANTAUNATDY TWU.
8. fldnudedlivhgunsaidusmiiafilsunsuasfindedviundensoniodndessuuauaisaumne
Y99 TN,
9. #l¥audeesuinn Patch vo35zuuUFTRNITIgUAsald AT unestudan sanfadeady
szuvUURnsiiwemandusidslvnsatuayunsiday
10. {lfaudesdudusnunoudndssuvasaumares s, ynasa
11. ;ﬂ%’muﬁmﬁ@@?& Network Access Control agent (NAC agent) 1438 Mobile Device Management agent

(MDM agent) @1l sy, Awiua iiemuaun1slduaTadswazMnTassuuaTauNAYeY WAL
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12. nsdlgunsaldudgamevsegnuluedldnudewdidauaszuulneiifian iednnsdeyaniaiived

Tugunsalduivedlda

13, gldnudoadnfiassuuansaumeuad UL, KUYDNT SN MvuA 19w VPN
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Participant

Hardware Retailer

Logistics
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Pool/Lane
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Task
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Wi NMsUszananateya Wusu

Task name

Service Task

o v ¢

Fyanwallaninisinnanssurseunvinlagldseuy

INlULANSoABUNILMBSLT1UNDIY LTUN1SET web

service #3914 automate application

Task name

Manual Task
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ADLNILMBS NN
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AuanNwalNLaNINITYIN91UYDY user Lagldssuu
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/Receive Task...

Fes

oL




€

2a

AN N

2°

ANB5U"Y

K

Task name

Receive Task
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dydnualuansfanssu/auniinisiudeyaann

<

Nanssuiidsdayansad1ians (message)

Task name

Business Rule

Task

o

) ¢ al a aa v .
anwalnLansfanssu/undngly business rule

engine Tun1svinanu

Script Task

FydnwallanaNanITu/IuNing execute script
(script 229N execute 1ne business process engine) e
script ¥iauasa Winenfanssu/autdusniunis
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ATANUIN A.

1. uwannaein1sUszliuAUszansninsasnan (Price Performance)
lunsfiansanguugnisauasian suu. sldvdninaeinisussidiuauseansaindesiai (Price

Performance) tngfansanlinehuumudade nanwazintnauinnuus eadl

1 punwsazanandindulssleviiomsaniulasenis fmvuadmineinduiesas 70

2. siegutawaue (Price) mMyununtnyiniusagay 30

nanunauansiazkuLsIANgudawaue (Price) WWuluaunisAiuinuessuunsindadndng

APsgRedlanvsedng e-GP veansudnyTnans

2. wannaeinsiazuuugunmuazauauiaTdulstlevidanisaiulasenis
nmsinzuuugunmazanauiRnidulsgleminemsailulasims Jaziuusuyiamn 100 Azwuy

Usegnaumeids fal

arauil $18A1T AZIUUTI U0
1. | wanuvesBudoiaus 20
2. | Uszaunsalvesiineu 20
3. | WA luMIaUITEUU (Methodology) 15
4. WHUNFALHUY (Work Plan) 15
5. | dnauanadiu (Demo) 30
394 100

PR — NITATLIUFIAVVBINITUTLLRUNNTTD A MUAAINUALLDEADINANEUINUIUFDIVGN

E—— q

* i1 : Guidelines for the Employment of Consultants under Japanese ODA Loans 984 JICA, §iuau 2009

Inaguznisiauesia fedldnzuuununmuazauantan dulsslevidonisaniulasenis
Livesninseeay 70
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Y
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v
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4 (% a b4 a c a I3 .
FAARBIATNAANWIUSLANIZUBITTUUUIN IVBNALABLANNIDUNE e-Library MRTA

WENUY AU

W una ufiloaulaue9 U oa NwULIIUADAAAININAL 10.00

= |

ANUAZIANIZYOITTUUUITMSTosayndiannsefind e-Library MRTA @sflyasn
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sTAU LVUBATUNIU ualidasudau
ASLLUU 5.00 0.00
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2.2 Uszauni1salni39n9uYauaang (15 Azuuw)

n13iasuliAzuuLUTEaUNITINITNIIUYBIYARINT ATNAILRLLaYD Y

1A59N15 TAYD1BIRUAIAKNUIN 9. LUUNBSUN 03 Madl

[

H3nN15LATINTT (Project Manager)

UNIATIENITZUU (System Analyst)

2R

UNNUUITEUU (Developer/ Programmer/ Technical)

AMmnTszuUABNRIAeS (System Engineer)

Unnaasuszuy (Implementer/ Tester)

AUszaIuaulasens (Project Coordinator)

3 ATLLUY
3 ATLLUY
3 AZLUU
2 AZLUU
2 ATLLUY

2 AZLUU
33U 15 AgLluU

. Uszaunsal Taivaue
P (Azuuuiilésu) UAAINg
fdannslasenis X>10U |5>X=2100U|3>X>5TU | X<3¥
(Project Manager) (3.00) (2.25) (1.50) (0.75) 000
Uniesngsissuy X>59Y 3>X25U | 2>X=230 | X<23
(System Analyst) (3.00) (2.25) (1.50) (0.75) e
fnmwszuu Developer/ | X > 5T 3>X>25U | 2>X>37 X<29 0.00
Programmer/ Technical) (3.00) (2.25) (1.50) (0.75)
AnnsszuURRNiIAes X>31 2>X>237 | 1>%X22% X<1d
(System Engineer) (2.00) (1.50) (1.00) (0.50) o0
Unnedeusyuu X>3Y | 2>X230 | 1>X=220 | Xs<1¥
(Implementer/ Tester) (2.00) (1.50) (1.00) (0.50) 000
AUszanunulasinis X>31 2>X>237 | 1>%X22% X<1d
(Project Coordinator) (2.00) (1.50) (1.00) (0.50) 000
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5. Ynduanade (Demo) (30 AZLLUL)
MRS IALLULLLEUBNAIY (Demo) ANNNNSULEUBRAINUNAEA LEUN1TU LA

A Yy o a v a & A ¢ . = = s v o &
‘waamﬂaaamﬁwuusmwmammaﬂmauﬂa e—lerary MRTA "'UQ@JLﬂﬂJGV]ﬂ'ﬁSLﬁﬂSLLuu AU

#IUaUszNaUNITNITUN

5.1 AMANUDISTUUTIUILEUS Uasauaisn vuduled wu
® & Theme WazAfIdNWIVOITEUUIIU
® YuALALFULUUMIDNYITALIUE Y
® Audesan1slgau (User friendly) Tuninsiu
52 Qmmwmmszwﬁﬁ%aua WAZAIINAIBIIY UL Mobile Application tu
® & Theme WazAfONEIVDITLUUIUY
® YuALAzFULUUMIINYITALRUE Y
o audesionsldnu (User friendly) ugunsalitnannvians
5.3 feAdun158Y - AU Laz09AININED AsImuTanIuue (TOR)
5.4 #adunisusmsinnisteya
- yifadeidu wunndu e
- e-Book e-Magazine
S SERIGIEN
5.5 gun3nd Digital Signage Kiosk
5.6 ntaegUuuuTeny waznsiluldaudeld

A1SNITU IAPL UL NN T AL UULUUNDUEREIU tnedisgasiden a9l

=t

nauinIsinzuL AzLUUTlAY
AGHNCE RIS 30.00
AnsanAMIud AU 20.00
AnsanTAMTud iU 3 Wusly 10.00
lijauetdordu 9 0.00
/RANUIN 9. ...

Qe ok



AMANUIN J.

fiudeiauadioninaueazBundaiauadumeadia suwuuesuil svl. fvun Sieluil
1. wuwredudl 01 TwazidennuaniRvesdfiudolaue
2. uuuedii 02 TwemBeauszaumsaimsiuiunuiilusamudddnnatuaysol
waasIluYe 5 U
3. uwuuvesud 03 TwaziBuanuaNTRLazsraunsainsiauesyaaInIan
4. uuuwesuil 04 wvne Bmsddiunu uaseanBesmaieufisumenumaia

5. wuunesuy 05  s18artdunwkuni1saduey (Work Plan)

/ wuunasudi 01 ..

é/ﬁ/@g%waﬁ



2.

wuunasui 01
sngazideannauURvaiudaiaue

. ARG
a1fu 383 g QBN
(S¥YLATBIINY V)

1 | danuaunsanungmneg

2. | lWiduymraaduazane

3. | ldegszwinudnianis

a. | Liduyeradsegseninagnszfumsdudeiauevievidyarfunitsnuvesislidinsnidesanidy
ilaisiuinasinisUszidunanisufoRnuresduszneunismuss Jouaisguuniinn1snsensanisads
Avupsuiusemameunsluss eI et saumavesnsuTadnans

5. | Llduyeeadegnszydelilutydnededisnuuarlduiaioudelndudfisnuvaminsnurasislussuy
PReteansaumAvesnITyBnas feuddfyaraiifisnuduiudiu §ians nssumsidants fums
giiguntlunsiiiunuluianisvesifiyanatudae

6. | Snmaudhuarlifnunedornumuiieuznssunsulsuensiatodninuaznsuimeianniadgiinun
Tusafiaun

7. | Hulliiyaea gHodwnetanivsnmnnadidnnselinddnan

8. | Liidufiinausslovisrufufuidudoiaueseduiddudoauslsiun swu. a fuusznauszmngian

Y

a & a s ) 1 & v o [y [ LY (Y 1 [ a a s
LlanNNIDUNd ‘1/1'381&]LTJUE‘\JIﬂﬁ%ﬁmﬂ’]iE]ULU‘LJﬂ’Tﬁ“UWU’J'Nﬂ']’iLLSUQ%U@ﬂ?ﬂLUUﬁiiNlUﬂ?iﬂﬁ%ﬂ'}(ﬂi’]ﬂ']E]Lam/]ia‘Uﬂﬂ

A9

Ao\
Cé'/’é'/@bww

i




18N13

HERIGHNE)

(SEyIATRINg V)

NUELA

a £« 14

Lidugldsuendnsniennuduiu Jeonujaslisentumalneg viuudsguiavesdudeiauslaiadl

9

dazlanaviohazAuANiuYEITY

10.

fiutoiausiiiauesaluguuuuyes “Aamssiudn” deslnnandd fail

Aamssumigiuteiaue fidrsuimnnessdesdinuanifasuiumuieuluiitmueliluenans
Byvu uuslunsdfamsswmiidennasseningidimdimualiitsuiaelaneviadu
dhirwdmdn Aanstudduansalinanuresidrmimeieniunany

ey

gaafamMsTdiidudeiaue

ns@ififennassevinegidnsamddmualigidnsminelanendadufidrsmingn dennasisnan
wdpsiimstmundadiuvthi wazaruiuiiaveuluyTinanu dwes vieyar
mmé’aujzmmﬂﬂdﬂ;:il,%’ﬁmﬁﬁw%unﬂsm

11.

diudeiauefsamzidouniideyagniesnsuiiuluszuuinedninnniasgiedidnnsetind (Electronic
Government Procurement : e - GP) %aﬂﬂimﬁ@%ﬂaﬁﬂ

12.

2

Reutoiauesdediyananivesianisilulumuieulades 1.1 - 1.2 vewmisdeamznssunsitadedymnis

PPN NMALNITUIIIHANNIATT NsuTyBnans Aaufignil nA(N33) 0405.2/3124 aiui 1 JuAx 2566

=

1589 wumeUualunisisesanisuiRnunudygwasnisivuanuaudivedildviiuteiaue

13.

nEudaiauevzdoinarnululszwealngludnvugyenduisdnsazy (Software Package) Usennideaiuiu

d‘ a a =t a ' 2/ LY a VY [ '
NuAivsgnesImBidnnseiindil lnednanuegiedes 1 dygn 2lusdedyaylivesnda 1,000,000 um
(miaduumdan) nell Fealunanuinsiasuauysaluds Tugae 5 Y M Julisiuduenaisusenmn
5101 waziunanuigiudeauelugdyaidudiusignis/ mihenumunguaneiniessideuuimsg
FMSAITBINUY FFIAMNA Tevtiguenty lngusaznaungunadiionalseail

— F 8 *




18N13

HERIGHNE)

(SEyIATRINg V)

NUELA

1. vifsdesusemanuaingindrefiasnlaggiisnna
2. TONINUA %39 VOULIAUDIU

3, dndayisoludsde/ Tudede @i

Wil suveanuAnSNsnTRaeuTe TS Tilaue

Useriungn

Y

(Q13)

ase_____ (aauwnudiidunannnuivn) .
(oo
FIVEIA oo
UTTT N
FU e, /e, /e,

Cé/M@U

Qs

[

fuh




-5._

wuunasuy 02
a ¢ o a a 29y o ¢ v < ' = ' Y | o & Y a
5'1ﬂa&’taﬂﬂﬂi:ﬁﬁUﬂqimﬂqiﬂqL‘LI'L!\T]‘IJVILﬂuwaﬂqu%\i‘lﬂﬁi?ﬁ]iUﬁuU”imLLa'JLﬁiﬁﬂu‘U’N 54 (ﬂQUﬂiaﬂ‘U@%Eﬂ:ﬂﬁﬂE]'Tuﬂ'TGULL‘iNSLUﬂqiﬂi@ﬂ“ﬂa%ﬁiﬂﬂagl@ﬂﬂ)

¥ ¥

= ' Ay a a Ay a
a%ai’]UHSLGUQWN’JHQTNVIS'NGQ aa;jlﬁi'lElazLaElﬂIﬂiQﬂ'ﬁ‘Vla’Naﬂ

Toyiwnu MBI Fo/ Tolasan1s L B R Tu YoNALIS EPRENTY
3195/ AN ATl dndegy FEUU.........
whony | nsfwi/ (uilud Guiiam | (seye)
Sgiavine/ | E-mail wSamu NI | Afanaue
MBI Fyan DD/MMAYY) | faanis
LONTU DD/MM/YY)

394 (Um)
A TOR 1) Tassnsiissylutszaunsaldedussdonnunisdeiusasmanu wieduundyywielude/ludsdne uasdatwuauazvauiunvssnuvaskay

79l wnlduuuengislasinisuu 9 azldiduazuuu IAseN1509nan

2) doyalTiuanulunnsiniy
3) Tuaastoyaluntwlne snviuluduiisnludoaduntendangs wu o dise Usand 181 auaumnizas

4)  yadlasansdnedu WusiasaunByadivuuds (i)

Useiung) ave_____(asunudfidiunenanuivm ____.

(83) oo )
UL e
UTH e
T VA Jooeeeeons e



-6 -

wuunasui 03

yeazBaquaninazszaunisainisieurasyaanavdn (feunsendeyslusngrudiiuasiunisnsendoyalasazden)
sUy
1. AUEUUR LA 6 o
deudd fumds __ (s 1 ddanslesns)
danmlne __(Fthnihde Yo uwana)  Su/Reu /Y e (uil deu/Ina) ey (@)
Jyvd _ (ne)  duwaindeatu __(nsammamnunas Ussnalne)
N13ANYA
AniUSyans __@eiv) donunsAne _____ (vends./ wvn3vends / wae, Uszwme)_ Yilaunisfinen __(ue)
Ysyeyas __(@nandan) A01UNSANYY _____ (AeNSy_/ InINee_/ 28, Ussne)_ Youmsdinen __(we)__.
Usyyln __(enandva) A01UNISANYY _____ (AeNSy_/ ININeae_/ 28, Ussne)_ Youmsdinen __(wr)__.
Yseyeyten __(@nwnda) ______ A01UNISANYY _____ ANeNay_/ 4 INeae / 18, Usee)_ Youmsdinen __(we)__.
aoruznsinaludagiu
s @ombonw) anwazmsie (@@ndasy/minnulszdi/Au (Wsaszy)
awnds (AW sggsLIa NNy W, show) (damduninarui szdainu

Tuayy1nUsenauidv1dn / aundinaunay wis aanduiiieadesiuivi¥n Tuiuses (Certificate) (§13) (Fregne 1wy TuSusesdiu wWinisa/
Tsunsaaas/ ardua 1Wudi)



-7 -

2. Uszaumsain9ineu (feunsendeyalusaaiuaduasiunisnsandayalavaziden)

o o =]
ﬁae;amﬁﬂﬁﬁ'ﬁmul w892 Usznnlasenis’ yaAlasens’ funlsfisuingou’ a?wjgumu:n NUBLWR
SuRnvau
(WU W, 57 - n.A. 60 |1 @Fonreaw) (WU IV N UmALUlaE e U (WudmMeTeisEuy/ | (@0 90nkUU A
531 27 9 ieu Wuduw) ATAUNA/ FAVI U BN Amnsseuu Wudu) | ssu/ Aeseissuu
WANLAE dNSEUVIF WARNSEUU Hudu)
nalulagd@arsauined
Hudu)
dmideiusesimeanBenauanifuasussaumaninaiaudneduil Wuarwaimnusenis
aso______ (AUNNEHTINNNNUTEN)
(oo ssees s sese s ) aave______ AWBYARING.
TR K N ( SRR )
UTEV. oo g/ ZE— R —
auﬁ ..................... Y SO Y S

NUEWR)
v v o o A = = Cr T
Agudeiauemsuansanzlasinisidfgyiaaiiedasanisisie ity
- Tunsdiszytrsamufiinudulisglissydauiiufifiu ssdunaiufifinulaeiadiyaansduusuufifaululaetuasuduaialuduliisey
Wi syyn1sUFURnuluYel wa. 2543 - 2545 Aazifurian YURNL u 5.0, 2543 - 1A, 2545 saunaUiifeu 14 Weou

w30 szymsufifeulugae T we. 2542 fazilu arufofiom 1Ju 5.0, 2562 saunafiRou 1 deu 1lusu

G &k



ftluaslunsnsenneasideanuauifuasszaunisainsiinuvasyeans
GGG

- nsOAMNLUUNDSLTI LA

- Wsawuudnunlulsematledng viseluusesnis@inwme

2. Uszaun1sainsvingu

! ananiiufoie: Wssyidudou U uasssoznanmsiandiiszydudunnd wasifeu musois (ﬁgaﬁwmhiisqiwazLﬁaﬂ"dammﬁﬂﬁﬁamu WazTEeEIaTuNIINNUALAIBE1
sl veanudviiaglivssiiulsraunisallutasnaiy q famn) duteyatlianaduwmsdnae

- lunsdlszytasaufifnuduileslissydeuiuftan sstunanjsioulasiadyaansfiusufidniuuastuasudiaialuduliis

Wi szumsufUReuluged we. 2543 - 2545 Aagidunian UH0ROW T 5.0, 2543 - w.a. 2545 saafifou 14 e
w30 srymsufiRnulugag U we. 2542 Aaeilu varufufiom Ju s.a. 2542 sanafifiou 1 dew 1udu
- nsdlsgyrranaufiRmuielagiu estufeuilidudeiaue
2 g spyfonmhenuvedlasans
> Yszawilasenis: nsszydeyaussianlasans awdoadu uagnsedu willasyddyiiasudou
* yarlasains: szugarilasinig wu lassnsdniunusdunmaluladansaune lassmsdaiunuimumeluladansaume [Jusu
5 fwmisiifuRnveu: styisshumisnufissiumiafefiynainsiuinveululasinis
¢ nvauznuiifuisreu: MasryTeanBendnunsnuiiiufioteu axfesdu uasnsvy uiliasvddyfiesuiu

aue

- ypaNINaueTeNIRZAeIILNSUTRIENATANENTR Ussaunisainsviieu wasdasasuuiduienalsynvin sl v, anudvsielivssidiuyrainsiu 9 mnliawuiusesendis
WarasWINMAULENA1SNVIEN
v aly 04 | 1

- oyatviuanadunnsdnse

- Wiwansdoyalunwing sniiuludnnsiludeadunwidngy wu Je iles Uszne funds 181 suanumzay

AgudoiauamsianuanzlasansidAgiign Wedasanisiieawi

- nadifBudorauesnaausdeynannsvdniduyanaifisatiu sy, veanudviiasdadoyransmetusenannisssdiuatoauevesiudeiaueynae

- ndlyeansiiauedimadsudoniounuana Tiwundngunmsdeulonieuuanaude el sy, anudniierlivssfuyaannsiy @ molifnswuuenasudngiudnan
- ¥y, voAnuAvTasRnsaamstoyayransiungeglunuurle i

- vy, azlivssdiuyainstu q vnnsendeyamuuuuesiliasudiu (eniutesadlasms wastesmnems) viemndeyaluwuuresy wasdoyaludeiaueunndnediu

- s¥ly. enaviaindeyadng q gndesuasdulunuenunugie lunsdififienwequiede s, ensssvhmsssnaouitedudummigniesesdeyailliin swy. veanudvsiiesfuvieufiastoya

veduvsenmuaiiaueu warazlifuRaveudatuniesniintuainnisnssiminan wazasliesuevielinanadmsunisnseyinaenan

cé/é/@é%wmiﬁ



-9-

wuunasui 04

LUINIE ATN15ANTUIIUY KaLIIgazReanN1stUSeUIgUNIIAUALA

1. S19aLDYARUINIALITNITANIUINUVDATINTG SAuDINATANLY (13) (8199991U%8 14. N15INYINTBLEUBIATINS Votay 14.4)

2. 19aZI8ALUINILAZIDIUNITRAUITZUU (Methodology) uazwaniususainiasila (Tools) Mldluniswau (B199emude 14. nsdnindetdus

TAs9n15 Yodos 14.5)

3. M5USEUgUNIRIUWATIA

=z (& g Qs prh



-10 -

4.1 fuedesdifinnuiiuszaunsaldnunsing senuuy wagiannszuvay egaios uazdeadainuaLazYauIYAYRN UV aAMAN UMY FLUMINYLAY
Usznauseyaansudn feil fifgudaiauainave wihesenans
4.1.1 §3nn135lAsan1s (Project Manager) 971984
4.1.2 YN IATIEATEUU (System Analyst)

4.1.3 nWanszuu (Developer/ Programmer/ Technical)
4.1.4 3MNIITUUABNTRLABS (System Engineer)
4.1.5 dnvegaeuszuu (Implementer/ Tester)
4.1.6 Husganuaulasanis (Project Coordinator)
Usgitums adfe.___(asuwdiiSnimnuidn
(Gytv) G )
TS
UI........
Fui VA /




-11 -

wuunasui 05

S18ALLIYALNUNITAIUIIY (Work Plan)

H3uknvay
Man P a a PN & a a PN
o a TYTLIA LRUN 1 LBUN 2 LADUN 3 LauUn 4
a19u nanTsu - . y ‘. .
o () WO — WILENA VORLNUY
ay
1121341121341 (2|3|4|1]23|4
A19819
1 Fun1sdsIaLaziuaufeInIsiu 1. XXXX XXXXXXXX
. 30 30 XXXXXXX
;?Lszmu 2. XXXX XXXXXXXX
2 AT IEUALODNLUUTINIBTTUU Lay 1. XXXX XXXXXXXX
gﬂuﬁaga 60 60 2. XXXX XXXXXXXX XXXXXXX
3. XXXX XXXXXXXX
Usgiumsn avile__ _ _(asungfiwnasnuish) ___
(@3) (e )
LTS YK N
ST T
U VA VA






