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4. 51982IDUAANANBULIANISVDINER
4.1 gunsnitlasfiulA3atne (Next Generation Firewall) $1u7u 2 1A389

Tnsusiazindesfinudnuuziansiisuninvdonndn fail

4.1.1 L‘ﬁuqﬂﬂizﬁ Firewall %ila Next Generation Firewall LUy Appliance

4.1.2 31 Firewall Throughput q\‘iqoﬂa\iﬂaaﬂdﬁ 35 Gbps

4.1.3 fideadeusasyuuedetie (Network Interface) wuu 10/100/1000 Base-T %38 Gigabit
Ethernet ¥fin RJ-45 d1uausinliitounin 8 989 uaguu 5/2.5 Gigabit Ethernet viln RJ-45 1u7U5%
luitloanin 8 ¥e9

4.1.4 fidesdmiusesiunisiousaszuun3etns (Network Interface) WUy 10 Gigabit
Ethernet (SFP+) Shuausauliitlesnin 8 ¥ uazluu 1 Gigabit Ethernet (SFP) sruausinlitesnin 4 ¥es

4.1.5 anunsansivaeusazUeaiunisyuningunuunieg agetiey #ail Syn Flood, UDP
Flood, ICMP Flood, IP Address Spoofing, Port Scan, DoS or DDoS, Teardrop Attack, Land Attack, IP
Fragment, ICMP Fragment Wudula

4.1.6 @11150911N15AMUA IP Address Wag Service Port WUy Network Address Translation
(NAT) wag Port Address Translation (PAT) e

4.1.7 @wnsavinaudnuae Transparent Mode %39 Bridge Mode e

4.1.8 @1190...



4.1.8 @158 Routing wuu Dynamic 5895U BGP wag OSPF laduedatios

4.1.9 @1130UT1159AN159UNIAlUNIATEIU HTTP, HTTPS, Command Line Interface,
SSH laluegnstoy

4.1.10 @313 AULALEITI8aELBIALAYATIIFDUNT MY (Logging/Monitoring) TugUuuy
Syslog 1@

4.1.11 @330 URINUINITFIY IPV6 19

4.1.12 § Next Generation Firewall Throughput g3anlitesndn 10 Gbps

4.1.13 arunsafunisilieusionsens fu (Concurrent Sessions) lélaitioanda 11,000,000
nsideuie

4.1.14 @a111505U New Connection %38 Session per Second q&qmlmaj‘ﬁaaﬂ’j’] 400,000
Connection %38 Session

4.1.15 svuudesanunsaiiousia High Availability (HA) wuu Active-Active I

4.1.16 @1115091 Virtual Firewall %38 Virtual Domain %38 Virtual System e laitieanin 10
Virtual

4.1.17 annsadesiunisglan e &1 IPS Throughput geanlitieenit 9 Gbps

4.1.18 @ansavir IPSEC VPN Taediaanadalidosnia 35 Gbps

4.1.19 @u150vi1 Remote Access Wuu SSL VPN lalstiaenin 500 Users wiauniu

4.1.20 § Storage WUV SSD sasvwnliitioani 480 GB

4.1.21 @11190AUAU Application THarur11 WAN link aaiAn SLA fifnunain Latency,
Jitter, Packet loss liidusenstios wazaunsavi Fail-over link lalwuudmlud

4.1.22 @an30vi WAN Optimization Il visiauagunsaidiniusimiingl WAN Optimization
aouenifiandy Taggunsalneuenifiuifufliauedesdl WAN Optimization Throughput liitfaendn 10
Gbps W%@Mﬁgﬂagiu Leader 909 Gartner WAN Edge Infrastructure #3aLiguiin

4.1.23 @150v1 DNS Filtering w38 DNS Security iietlosiunis DNS Request lUg Botnet
C&C Domain wagMmIUAU DNS Safe Search iU Search Engine 14U Google, Bing 1A #30l@uasyu
mevenUsenaudfisdale

4.1.24 gunsalfalasusasnnsgiu FCC uay UL Wueestiay

4.1.25 &1 Power Supply kUU Redundant tag Hot Swap 91uU 2 1dqe

4.1.26 gunsaifiauedeald3uni1sUseiiuain Gartner Magic Quadrant #3eiiie Ui
A1 Hybrid Mesh Firewall Iﬁaqﬁlumjm Leaders Tud 2025 wielniinin

4.1.27 fiuderauedoslifuniadosusesanuisninanudeusomgnanarvisemalne
Taonss Ingunsaifiausiugunsailn litagldausndeu degluaenisndn aduayunisfuuszdu
(Warranty) a@uanun19unalia wazusn1sman1sve ngwiudunisdesusesuauen1essuy
%’m%@%’m%’wmﬂ%’gé’w%Lﬁﬂmaﬁﬂﬁ waznisdesuses aTUaTY) wnausnisly 1 Juvinisdudainiy
LAUDTIAN

4.2 gunsal...



4.2 gunsaldaiiiu Log File szuulASating d1uau 1 1ATaq

Tnsudaziedasfinuinvaziawiivusinienndi

4.2.1 \Hugunsal Appliance viiegunsalneufiamesiildiumsgu annsaifunusumanisal
(logs or Events) ﬁLﬁm%ﬂuqﬂﬂmﬂﬁLﬂu appliances Way non-appliances 1w Firewall Network Devices
#1199 S5UUUURNS $3UU appliances syuuA3aYe wazsyuugutoya Wudu leeg1sioy 180 gunsal
fosruu lngansnsauanasgeldsuuuy (format) wgaiule

4.2.2 fszvumathaiateyaiiieliduiuanugniesesteyaidniumumnsgiu MD5 vio
SHA-1 %38AN3"

4.2.3 awnsawfiu Log File luguwuu Syslog vesaunsal 1y Router, Switch, Firewall, VPN,
Server Ludu 1ot

4.2.4 g13150UMITAN15RUNTAINUINASTIU HTTPS, Command Line Interface uwag SSH 19

4.2.5 a1u1sadmnu log file lagnéies ASIINNTT Iy I RI1daEnsn e AR U
peufimesatufiinateduld Tngldsusemnasgunsdnfiuuasinuanulasadsves log file Al
WINTFIU LU WIRTFIUTeIAUEBEnnTelindwazAouiamesuien A (U, 4003.1-2560) Wusu w3e
sruuUfURANsausavitaululiug Federal Information Processing Standard (FIPS) 1o

4.2.6 annsavin1sd1sesdaya (Data Backup) ldsgunsaldainudeyanieuen wu Tape
%39 DVD 3@ External Storage Judu s

4.2.7 anansadnniudeyamgnisaliedundl (Events per Seconds) leilitiendn 20,000 eps
nialitesnin 200 Gigabyte sou (GB/day)

4.2.8 fivondouseniotig (Network Interface) 4 Gigabit Ethernet s1uauliitiosnii 4

4.2.9 i1 Hard Disk Yu1namglaitfosndt 4 TB (Raw Capacity) 31uiulitosndn 2 mide
4.2.10 asniiudoyavsnas Fareluil
4.2.10.1 IP address aung (Source IP address)
4.2.10.2 IP address Uangng (Destination IP address)
4.2.10.3 Service Port UYangn9 (Destination Port)
4.2.11 @1719099N5189IUNITIATIZI Application 8819188 lawA Top application by
Bandwidth, Top application by session, Session, Top WebSites ia¢ Top threats
4.2.12 ausaeensnerusvasdeanisidauueunindu (Application) wasauides
1914 Botnet, Proxy Avoidance tay Peer To Peer
4.2.13 3 template report ¥3aU5ULAITIB9UIRRENTI83 U Cyber Threat Assessment,
PCIDSS Compliance, Data Loss Prevention Detailed Report Induedatioy
4.2.14 finnuantRdumsuanatoya Dashboard ldegstion Fuioluil
4.2.14.1 uanateya Top Threats AUszNOUAIY CVE ID, Threat Level (Critical,
High, Medium, Low), S1uaunsailiintu (incidents) wiouwanstoyaiUSeuineuludnuugnsmidu uay
nsusladuegetiey

4.2.14.2 wanadeya..
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4.2.14.2 L@AUD gan 191 911w Taun Top Source, Top Destinations, Top
Country/Region, Policy Hit, Top Application, Top Website Domain, Top Website Categories lagiaen
wanswaluanwauznsidy wagnsmuvslmduseates
4.2.14.3 mmsaﬁmummnmmaﬂsﬁagaﬁﬁaqmiLLammaLLUin 5 Uit s1edalas,
s19¥u, TIedUAY wavAmuarsnandiuiy (Custom) tduegneties
4.2.14.4 gnsadenuandldianuusan (Al Devices) n3pidonianiz Devices 7
aula
4.2.14.5 uans¥oya Resource Usage Fareludl cPU Usage, Memory Usage,
Concurrent Session, New Sessions I@EJLLE!WIW?&LLUUW}LQ?{EJ (Average) LLawi’lgjﬂqm (Peak)
4.2.15 anansndssiadeya Log Tuszuuduld Tuguuuu SYSLOG uag CEF Format et
4.2.16 ses5unaideusanu Cloud Storage l@iuA Amazon S3, Microsoft Azure Way Google
Cloud iie Upload Log ¢
1.2.17 gudoiausdoslifuniedeiusesanuitninanudeveninanarvsemelne
Tagnss Ingunsaifiaueifugunsailn litagldausnieu degluaenisndn aduayunisfuusedu
(Warranty) atvayunissnumaia uazuin1snainisuy lngwuudiumisdesusswniaueniessuy
fndotadnaniadaiedidnnsefind wasvilsdosuses (atuady) snaue nelu 1 fuvhns duinanty
LAUDTIAN

4.3 fEuauesIMILRosiiMg backup AIN1SANRIIINGUNTAIALUAE restore AMNSARASLUEY
gunsadlmidmsulasimsillianunsavhauldedndivssd@nsnm
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11. AN5LEUDITIAN
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12. 29usuUszaNay WRUNlGsudnass
JRUUTEIN 1,840,000.00 U (MIRAUMUAKAUEVILUIMNIL) TINAEYAANTNLAT
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